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1 qurc 122 0-RTT, DCID-292f2b193fe93608 -
152.168.1.64 QUIC 1292 Tnitial, SCID=e92f2b193Fe33605, PKN: 1, ACK, PADDING

4 0.074373 82:26:53:dc:e0:a5  Broadcast ARp 60 Who has 192.168.1.1? Tell 192.165.1.19
5 0.074578 192.165.1.64 216.239.38.120 QUIC 1292 Initial, DCID=e92f2b193fe93608, PKN: 4, PADDING, PING, PADDING
6 0.092255 216.239.38.120 192.168.1.64 QUIC 1292 Tnitial, SCID=e92f2b193fe93608, PKN: 2, ACK, PADDING

7 0.127012 216.239.35.120 192.165.1.64 quic 860 Protected Payload (kP8)

5 0.127012 216.239.38.120 192.168.1.64 QUIC 1292 Protected Payload (KPO)

9 0.127275 216.239.35.120 192.168.1.64 quic 66 Protected Payload (kP8)
10 0.127275 216.239.35.120 192.168.1.64 quic 188 Protected Payload (kP8)

11 0.127525 192.168.1.64 216.239.38.120 quic 126 Handshake, DCTD=e92f2b1937e93508
12 0.127653 192.165.1.64 216.239.38.120 quic 73 Protected Payload (KPB), DCID=e92f2b193fe93608

13 0.139895 216.239.38.120 192.168.1.64 quic 162 Protected Payload (KPD)
14 0.140129 192.165.1.64 216.239.38.120 Quic 73 Protected Payload (KP8), DCID=e92f2b193fe93668

15 1.098568 Broadcast 8P 60 Who has 192.168.1.1? Tell 192.165.1.19
16 2.019547 Broadcast 8P 60 Who has 192.163.1.12 Tell 192.165.1.19
i) o £0.ubehae 102 12 11 202 122 2 20 >
> Frame 1: 1292 bytes on wire (10336 bits), 1292 bytes captured (10336 bits) on interface \Devi]| 2000 e8 1b 69 4b Ff 5 7c 76 35 67 32 96 03 60 45 00 ~
> Ethernet II, Src: IntelCor 6F:32:90 (7c:76:35:6F:32:90), Dst: Sercomm 4b:FF:Sc (eB:1b:69:4b:F{| 9010 04 fe 1 9b 40 00 80 11 15 04 cO aB 01 40 dB ef
> Internet Protocol Version 4, Src: 192.168.1.64, Dst: 216.239.38.120 xig :: ;‘: ;: ?; g: : : - : z : : : g‘; z; :‘:
: ;‘;ﬁ’f"”""”“’" e oL e 6020 L bl 0 50 20 1b 28 99 ac 10 db <8 2c 7a 62 FF
0050 45 30 Be ae 81 22 Ga 1c b2 09 b2 <6 d1 04 9 42
050 Be 86 28 64 2d d6 56 5e 3b 32 5F €2 a5 7 21 92
9070 07 15 2b 60 o8 85 Sb 59 d1 11 e6 83 e2 3 3 68
0050 d9 44 89 55 ab 5 63 94 35 06 4a 14 be do db e5
9090 8d a5 63 ab Se £ 31b2 eb b2 58 37 78 93 b5 fa
2020 45 bf 33 79 5d bS BF 19 92 1c ac 2b ee 74 73 ca
©90bo 02 4c 8 af 77 53 dd 14 df 12 fe 91 42 de 7c ad
0o 8b 4a 12 3d 2¢ 1F co 20 15 51 74 fa bs 90 3c 64
900 da 30 05 22 29 9¢ 96 7 19 7e od 3b ad d1 83 4F
9020 b2 43 19 29 64 €5 90 dc da ed 16 3¢ da de 2c 53
9070 20 d5 55 6c 53 3e @7 53 79 ed Se af bo 73 F1 6b
9100 ac c2.44 a2 5 cb 1b 54 2F 5 39 dd 41 a8 79 3
9110 74 44 32 b5 89 df cd 11 26 15 27 5 bo 4d 70 96
< >| Frame (1292bytes) | Decrypted QUIC (114bytes) | Reassembled QUIC CRYPTO (310 bytes) | Reassembied TLS Handshakl {11
@ 7 Wi <ive capture in progress> || Packets: 268 - Displayed: 268 (100.0%) || Profie: Defauit
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160 20.647655  192.168.1.64 192.168.1.1 70 Standard query oxdfad HTTPS tuitter.com
L 65 20.a9992 13216811 192.168.1.64 DS 135 Standard query response Oxe225 A twitter.con A 104.244.42.1 A 104.244.42.65 A 104.284.42.129 A 104.244.42.193
167 20.657267  1s2.168.1.1 192.168.1.64 DS 128 Standard query response Oxdfad HTTPS tuitter.con SOA a.us6. twtrdns.net
2712100083 192.168.1.1 102.268.1.68 DS 185 Standard query response ex07d4 HTTPS video. twing.com CHAME dualstack.video. twitter.nap.fastly.net SOA nsi.fastly..
278 21032008 192.168.1.1 102,168,208 DS 132 Standard query response Gx3818 HITPS t.co SOA a.uo6. twtrdns.net

Frame 159: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF.
Ethernet II, Src: IntelCor_6f: (7c:76:35:6F:32:96), Dst: Sercomm 4b:ff:5c (e8:1b:69:4b:{
Internet Protocol Version 4, Src: 192.168.1.64, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 58946, Dst Port: 53

Domain Name System (query)

o000
o010
o020
0030
o020

<8 1b 69 4b FF 5c 7c 76
00 39 b3 c5 00 00 50 11
o1 01 e 42 00 35 00 25
20 00 00 00 00 00 07 74
6F 6d 00 00 01 00 01

35 6F 32 90 08 00 45 00
03 5d co a8 01 40 co a8
4 de e2 25 01 00 00 01
77 69 74 74 65 72 03 63

© 7 Frame: Protocol

|| Packets: 1078 - Displayed: 6 (0.6%) || Profile: Defauit
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[TCP Out-OF-Order] 443 > 64494 [ACK] Seq:

[TCP Out-Of-Order] 443 » 64493 [ACK] Seq:

[TCP Previous segment not captured] , Ignored Unknown Record
[TCP Out-OF-Order] 443 > 64494 [ACK] Seq=3

[TCP Out-0f-Order] 443 » 64494 [PSH, ACK] Se

[TCP Out-Of-Order] 443 > 64494 [ACK] Seq=34

Tgnored Unknown Record

Previous segment not captured] , Ignored Unknown Record
Out-0f-Order] 443 > 64494 [ACK] Seq

P Out-Of-Order] 443 » 64494 [PSH, ACK] Seq=:
Previous segment not captured] 443 > 64494 [PSH, ACK] Seq=34945 0 5 5 [TCP segmen..
Out-0f-Order] 443 > 64494 [ACK] Seq
Out-0f-Order] 443 > 64494 [PSH, ACK] Sec
Out-0f-Order] 443 > 64494 [ACK] Seq-
Previous segment not captured] 443 » 64494 [PSH, ACK] Seq=3 91 Win-143872 Len=63 [TCP segment ..
Out-Of-Order] 443 > 64494 [ACK] Seq: 91 1in-1435 5 segment of a reassembled PDU]

Frame 1684: 1442 bytes on wire (11536 bits), 1442 bytes captured (11536 bits) on interface \Dd[

Ethernet II, Src: Sercomm 4b:ff:Sc (e8:1b:69:4b:FF:5c), Dst: IntelCor 6F:32:90 (7c:76:35:6F:3] 65 8¢

Internet Protocol Version 4, Src: 151.101.140.155, Dst: 192.165.1.64 fd fo & e
Transmission Control Protocol, Src Port: 443, Dst Port: 64489, Seq: 1, Ack: 585, Len: 1385 92 00 RN

. 76 07 @69
Transport Layer Security 4a fa So-s 1R 5|3

000000000 O/ 2
| 00 0 05 00 00 -
00 00 16 03 03 ha
13 30 82 07 of o
o4 catosbia o K
| 30 od 06 09 22 —
593 eb 3000 ovi-o
| 3013060355 UUS1e-U
7420 45 6e 63 ---Digi Cert Inc
4469 67 6943 13010 - “Digic
6c 20 47 32 20 54 4c  ert Glob al G2 TL
4132 35 36 20 32 30 32 S RsA SH A256 202
0d 32333037 323130 0 CAlo. - 2307210
32 34 30 38 32 30 32 33 _ovoo0z. - 2408202

) 7 wireshark. Packets: 11534 - Displayed: 2596 (22.5%) Profile: Default
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sots ssz.caes  wpdssies  12asedd R P
Goso ziomsser  1oadesiies  1adesid be | sl i
Gest szLomrise  192.166.1.1 s w dmmemimlbeiim 0 L
6632 mzioerise  192.268.1.1 12165064 DI 141 Standard query respance Ox1a29 A pbs. sing. con CH™ME uaLskack. g, SeLtie aop. ackly. et A 159.232.80.15
Gorr mpigeraes  ipdesiier  ioodesiid de, i
soss mz.zziize  192.168.0.1 12068088 O 170 Stendard auery response GuscrL A 4. sephoscLnet A 18.139.220.45 A 16.136.253.293 A 54.256.135.87 A 175.41.153.2.
Gote pa.crsae  1pdesiier  ioadesiid W Gt
6915 334.624128  192.168.1.64 192.168.1.1 DS 78 Standard query @x2d29 HTTPS ad.doubleclick.net .
6o2s spaLcss0ms  192.260.1.1 2268158 5 54 Standard query response Sxbdoe A ad-dodbleclick.net A 142.250.181.6
os20 e esazis  192.208.0.1 12365064 DI 103 Standard query respance 6xad20 NTIPS od.daubleclick.net HTTPS
Tods eocelazs  1opdester  1oadesiid W e e e e il
Tair eserens iopdesiien  ioadesiid W5 75 Standard query exdgse TIPS videosuing.com
T24s o cesors  192.208.1.1 eae e a0 O Ch e T e ca e et G o e g
T24s a0 cesors  192.266.1.1 192065064 DI 103 Standard query respansa 0xd300 A video. aing.con CHVE duelekack vidaos ulsser mapsfastly.net A 151,101,148, 158
Lses sevisesere  massiles  esissid B e S
11s0m 260 cnae  192.168.1.1 e v membalaaciiegmelE 0 L L
o L . . SEE :
> Frame 1680: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) on interface \Devicd [ 2007 7c 76 35 6% 32 06 e8 1b 69 4b T 5 08 60 45 66 [v502. - iK \  E
> Ethernet TI, Src: Sercomm 4b:Ff:Sc (eB:1b:69:4b:FF:5c), Dst: IntelCor GF:32:90 (7c:76:35:6F:33| 0910 00 a9 00 00 40 00 40 11 bG b2 <O a8 01 61 cO a8
> Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.64 x;g ;’l : : iz - ; :‘; ;: : g ;E ;: 3; z Z z;
JiE el o e S04 G 55 of o4 00 00 41 a5 o1 o oc 00 o3 op o1 09
U05C G o1 00 00 33 03 64 75 51 ¢ 75 74 61 63 ab 03
L SR sa ey or a7 e 7a o5 72 on o o1
S07C 75 08 55 81 73 74 66 73 03 00 05 74 08 co 47 00
U0Lc aa o5 1 00 00 00 1o ab 22 83 oe 73 51 co 7 o
SUiL G et 778 ca 61 75 74 5 72 00 68 6173 74 00
Giet 73 <o 175 39 c6 29 a0 5 o 10 00 o0 o3 38 00
S5 a8 32 00 00 on 16
< s

@ 7 Hypertext Transfer Protocol: Protocol

|| Packets: 25941 - Displayed: 166 (0.6%)
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tp.port == 443]

. Time.

1651 100.671398 _ 192.168.1.64

1655 100.673207

192.165.1.64

1659 100.673712
1660 100.673771

192.165.1.64

1679 100.699243  192.168.1.64

Destnation Protocol

104.244.42.1

104.244.42.1

104.244.42.1
104.243.82.1

151.101.140.258  TCP

Length Info

54 49971 > 443 [ACK] 5eq=107816 Ack=170645 Win=260 Len=b
54 49971 > 443 [ACK] 5eq=107816 Ack=175001 Hin=260 Len=0

5449971 > 443 [ACK] Seq-107816 Ack-178164 Win=260 Len=b
59 49971 > 443 [PSH, ACK] S in=260 Len=35 [TCP

Frame 167¢
Ethernet TI, Src: IntelCor_6f:
Internet Protocol Version 4, Sre

Transmission Control Protocol, Src Port: 64480, Dst Port: 443, Seq: 1, Ack: 1, Len: 0

<

190 (7c:76:35:6f:
192.165.1.64, Ds

151.101.140.158

54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPr T8I 65 4b FF 5S¢ Fc 76 35 6F 3256 08 06 45 66 1K \|v 563
:90), Dst: Sercom 4b:Ff:5c (e:lb:69:abiF{| 710 00 26 56 15 40 00 50 06 be b c0 23 0140 97 65 (V-0
© e 9 fb e0 01 bb 55 d ee 71 26 95 0b 92 50 10 v o
01 05 54 29 00 00 T

£
@e
P

@ 7 wireshark_Wi-FiIQET31.pcapng

Packets: 26132 - Displayed: 10387 (39.7%)

Profile: Default
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No. Tine Protocol _Length Info

Out-Of-Order] 443 - 49971 [PSH, ACK] Seq-161933 Ack=107516 Win ~1452
Previous segment not captured] , Ignored Unknown Record

Out-0F-Order] 443 > 49971 [PSH, ACK] Seq=167741 Ack=107816 Win=9222 Len=1452
Out-0f-Order] 443 > 49971 [ACK] Seq-166289 Ack=107516 Win-

Previous segment not captured] , Ignored Unknown Record

Out-Of-Order] 443 > 49971 [ACK] Seq=172¢

Out-0f-Order] 443 > 49971 [PSH, ACK] Sec

Previous segment not captured] , Ignored Unknown Recor

Out-0f-Order] 443 > 49971 [PSH, ACK] Se

Out-0f-Order] 443 > 49971 [ACK] Seq=175681 Ack=107516 Win

Previous segment not captured] 443 - 64480 [PSH, ACK] Seq 5 Win=140800 Len=1166 [TCP segment of..
Out-0f-Order] 443 » 64480 [PSH, ACK] Seq=-135¢

Previous segment not captured] , Ignored Unknown Record

Out-Of-Order] 443 - 49971 [PSH, ACK] Seq=179616 Ack=107516 Win=t
Out-0f-Order] 443 » 49971 [ACK] Seq=-175164 Ack=107516 Wir

Siabsringraasaes

Frame 1658: 1506 bytes on wire (12048 bits), 1506 bytes captured (12048 bits) on interface \D¢
Ethernet II, Src: Sercomm 4b:ff:Sc (eB:1b:69:4b:Ff:Sc), Dst: IntelCor 6F:32:90 (7c:76:35:6F:31)
Internet Protocol Version 4, Src: 104.244.42.1, Dst: 192.165.1.64

Transmission Control Protocol, Src Port: 443, Dst Port: 49971, Seq: 175001, Ack: 107516, Ler

a0
27 7
b 58 ce
94 7 a2
b2 34 5 ec 12 1e
d5 bd 9b 06 d7 6F
9d 29 ca 3d bl ec
de 36 a0 b9
02 89 61 Se 4f 72 af
f aa 5110 93





