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5645 72.725443 | 192.168. 192.168.1.1 71 Standard query @x2b2b A twitter.com

5646 72.725712  192.168.1. 192.168.1.1 71 Standard query @xSdea HTTPS twitter.con

5647 72.734376  192.168.1. 192.168.1.1 71 Standard query @x9e41 A twitter.com

5656 72.769965  192.168.1. 192.168.1.7 87 Standard query response 8x2b2b A twitter.com A 164.244.42.19

5657 72.779292  192.168.1. 192.168.1.7 87 Standard query response 8x9e41 A twitter.com A 104.244.42.19;

5686 72.892064  192.168.1. 104.244.42.193 .3 662 Client Hello

5755 73.448626  192.168. 192.168.1. 75 Standard query Ox1fb4 A api.twitter.con

5756 73.448949  192.168. 192.165.1. 75 Standard query @xifa7 HTTPS api.twitter.com

5768 73.515387  192.168. 192.168. 114 Standard query response 6x1fb4 A api.twitter.com CNAME tpop-api.twitter.com A 104.244.42.2

5808 73.602257 A 141 Standard query response @x5e34 A pbs.twing.com CNAME dualstack. twing. twitter.nap. fastly.nen

5835 73.688452 : .244.42. 606 Client Hello
5880 73.892158 9.232. 8.1. -2 1458 Server Hello

7136 75.662652 1 a7 71 Standard query @x4aa8 A twitter.com

7136 75.621894 87 Standard query response @x4aa8 A twitter.com A 104.244.42.193
8551 82.793866 168.1. r response @x5dea HTTPS twitter.com

8554 82.795640 75 Standard query response @x1fa7 HTTPS api.

Frame 5645: 71 bytes on w 3 e8 08 00 45 00
a8 01 67 co a8
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58 73761038
5877 73.867598
5850 73.892158
5881 73.893506
5883 73893613
5911 74066994
5912 74.007475
11361 121.916384
12038 168.960301
12093 150. 207412
12094 185207576

L 12096 130. 208561

Frame 5844: 66 bytes on wire (
Ethernet IT, Src: Huaweile b4:99:d1 (bc:25:e0:b4:99:d1), Dst:
Internet Protocol Version 4, Src
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199.232.86.159, Dst: 192.168.1.7
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443 > 16089 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=6 MSS=1400 SACK PERM WS=512 S
443 > 16689 [ACK] Seq=1 Ack=518 Win=141312 Len-0

Server Hello

443 > 16089 [PSH, ACK] Seq-1397 Ack=518 Win=141312 Len=1396 [TCP segment of a reassembled o
Certificate, Certificate Status, Server Key Exchange, Server Hello Done

New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

443 > 16689 [ACK] Seq=3943 Ack=611 Win-141312 Ley

[TCP Keep-Alive ACK] 443 » 16689 [ACK] Seq=4201 Ack i 10 SRE=611
[TCP Keep-Alive ACK] 443 » 16089 [ACK] Sex i SLE=610 SRE=611
443 » 16089 [ACK] Seq=4261 Ack=612 Win=141312 Len-8

Encrypted Alert

443 + 16089 [FIN, ACK] Seq=4232 Ack=612 Win=141312 Len=a

528 bits), 66 bytes captured (528 bits) on interface @ 99 d1 03
IntelCor 9b:a3:e8 (b & 7 e8 50

o1, Snc Port: 443, Dst Port: 16689, Seq: @, Ack: 1, Len

Transmission Control Protocal (tcp), 32 bytes.

st Al 2l
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15846 520.198675  192.168.1.7 8.238.207.126 cp 54 [TCP Keep-Alive ACK] 16129 » 80 [ACK] Seq=283 Ack=338 Win=65280 Len-0
15847 520.198730 L 192.168.1 A< 54 [TCP Keep-Alive] 86 > 16129 [ACK] Seq=337 Ack=283 Win=45056 Len-0
15848 526.198741 ? 7.126 Tcp 54 [TCP Keep-Alive ACK] 16129 » 88 [ACK] Seq=283 Ack=338 Win=65280 Len=0
15849 526.195772 . e 54 [TCP Keep-Alive] 88 » 16129 [ACK] Seq=337 Ack=283 Win=45856 Len=0
15850 520.198782 1 1 TP 2 i 3 83 Ack=338 Win=65280 Le
192.168.1.
192.168.1.7 288 [TCP Retransmission] 443 » 16079 [PSH, ACK] Seq=11329 Ac
52.182.143.209 66 [TCP ACKed unseen segment] 16079 ~ 443 [ACK] Seq=27132 Ac
20.74.19.45 54 [TCP Dup ACK 16151#1] 16133 » 443 [ACK] Seq=2518 Ack=6365
20.74.19.45 54 [TCP Dup ACK 16155#1] 16133 » 443" [ACK] Seq=2518 Ac!
93.186.134.211 54 [TCP Retransmission] 16094 » 443 [FIN, ACK] Seq=1688 Ac
93.186.134.211 54 [TCP Retransmission] 16094 » 443 [FIN, ACK] Seq-1688 Ac
93.186.134.211 54 [TCP Retransmission] 16034 » 443 [FIN, ACK] Seq=1688 Acl

93.186.134.211 54 [TCP Retransmission] 16094 ~ 443 [FIN,
93.186.134.211 54 [TCP Retransmission] 16094 » 443 [FIN, ACK] Se

Frame 5433: 54 bytes
Ethernet II, Src:

Internet Protocol Version
Transmission Control Protoc:

<

@ 7 Transmission Control Protocol
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5656 72.769965 192.168.1.1 192.168.1.7 NS 87 Standard query response @x2b2b A twitter.com A 104.244.42.193

5657 72.779292  192.168.1.1 192.168.1.7 NS 87 Standard query response @x9e4l A twitter.com A 104.244.42.193
5659 72.787471 192.168.1.1 192.168.1.7 NS 89 Standard query response @x8551 A lms.esu.ac.ae A 159.223.20.186
5660 72.790161 192.168.1.1 192.168.1.7 NS 128 Standard query response @xfed2 A abs.twimg.com CNAME cs510.wpc.edgecastcdn.net A 152.199-
5661 72.799179 192.168.1.1 192.168.1.7 NS 95 Standard query response @x4892 A accounts.google.com A 142.251.37.237
5755 73.448626 192.168.1.7 192.168.1.1 NS 75 Standard query @xifba A api.twitter.com
5756 73.448949 192.168.1.7 192.168.1.1 NS 75 Standard query @xifa7 HTTPS api.twitter.com
5757 73.449839 192.168.1.7 192.168.1.1 oKS 75 Standard query @x3f99 A video. twimg.com
5758 73.450275 192.168.1.7 192.168.1.1 oNS 75 Standard query @x8b63 HTTPS video. twimg.com
5768 73.515387  192.168.1.1 192.168.1.7 NS 114 Standard query response @x1fb4 A api.twitter.com CNAME tpop-api.twitter.com A 104.244.42.
5769 73.516961 192.168.1.1 192.168.1.7 DNS 229 Standard query response 8x3f39 A video.twimg.com CNAME c5296.wpc.edgecastcdn.net CNAME
5781 73.532378 192.168.1.7 192.168.1.1 ons 64 Standard query 8x2166 A t.co
5782 73.532665 192.168.1.7 192.168.1.1 ONS 64 Standard query 8xe129 HTTPS t.co

- 5783 73.533003 192.168.1.7 192.168.1.1 onS 73 Standard query @x5e34 A pbs. twimg. com

| 5783 73.533243 192.168.1.7 192.168.1.1 ons 73 Standard query @x8597 HTTPS pbs.twimg.com

| 5807 73.589814 192.168.1.1 192.168.1:7 DNS 128 Standard query response @x2166 A t.co A 104.244.42.197 A 104.244.42.133 A 104.244.42.5 A.

5808 73.602257 192.168.1.1 192.168.1.7 DNS 141 Standard query response @xSe34 A pbs.twimg.com CNAME dualstack.twimg.twitten.map.fastly..
7100 75.530577 192.168.1.7 192.168.1.1 oNs 84 Standard query @xe7f4 A

google-analytics.com

Frame 5808: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits) on inter e8 bc 25 €@ b4 99 d1 03 @0 45 @0

Ethernet II, Src: HuaweiTe_b: 1 (bc:25:e8:b4 1), Dst: IntelCor_9b:a3:e8 (b b7 15 c@ a8 @1 o1 c@ a8 @e .

Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.7 24 14 5e 34 81 80 60 61 siviks il

User Datagram Protocol, Src Port: 53, D: 12 5272 ionlT el Rl pib=ttetns
61 co oc 00 o5 @0 01 60 com

Domain Name System. (response) @5 = (-du alstack
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15507 486.800113  176.114.15.265 192.168.1.7 Tcp 54 443 > 16056 [ACK] Seq=3828 Ack=4385 Win=27 Len-0
15508 487.825352  170.114.15.205 192.168.1.7 Tcp 66 [TCP Dup ACK 15507#1] 443 > 16056 [ACK] Seq=3828 Ack-4385 Win=27 Len=0 SLE=4355 SRE=
15525 490.454967  192.168.1.7 52.182.143.209 TLSvi.2 139 Application Data
15526 490.455125  192.168.1.7 52.182.143.209 TLSV1.2 100 Application Data
15527 490.455217  192.168.1.7 52.182.143.209 Tisvi.2 851 Application Data
15537 491.199447  52.182.143.209 192.168.1.7 TLSvi.2 100 Application Data
15545 491.232096  52.182.143.209 192.168.1.7 TcpdlE 54 443 > 16679 [ACK] Seq=10751 Ack=23467 Win=524860 Len=0
15546 491.232169  192.168.1.7 52.182.143.209 Tcp 54 16079 > 443 [ACK] Seq=24264 Ack=10797 Win=64768 Len=0
15547 491.232230  52.182.143.209 192.168.1.7 TLSv1.2 93 Application Data
15548 491.232251  192.168.1.7 52.182.143.209 Tcp S4 16079 > 443 [ACK] Seq=24264 Ack=10836 Win-64768 Len=0
15549 491.232291  52.182.143.209 192.168.1.7 TLsvi.2 96 Application Data
15550 491.232324  52.182.143.269 192.168.1.7 TLSv1.2 161 Application Data
15551 491.232345  192.168.1.7 52.182.143.209 Tcp 54 16079 » 443 [ACK] Seq=24264 Ack=10985 Win=64512 Len-0
15552 491.233105  192.168.1.7 52.182.143.209 TLSvi.2 96 Application Data
15555 491.590142  52.182.143.269 192.168.1.7 Tcp 288 [TCP Spurious Retransmission] 443 » 16079 [PSH, ACK] Seq=18751 Ack=24264 Win=523776 I

] 16079 » 443 [ACK] Seq=24386 Ack=18985 Win-64512 Len=0 SLE=10751
Ack=24386 Win=523776 Len=0

15556 491.590183  192.168.1.7 52.182.14:
15563 491.931437  52.182.143.209

.209 Tcp [TCP Dup ACK 1555

Tcp 54 443 > 16079

" Frame 5806: 66 bytes on wire (528 bi

1 b8 03 05 9b a3 e8 08 00 45 0 X

Ethernet 1T, Src: IntelCor 9b:a3:eB 0 80 06 d2 3f c a8 01 07 98 <7 4@ 2
Internet Protocol Version 4, Src: 19: b e5 e8 47 6c 0@ 00 00 00 80 02 > 23
e TiProtocal @ 02 04 05 ba 01 03 @3 08 61 01 a

<
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