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Problem Statement:
News media plays a critical role in shaping public opinion and disseminating global information across various domains, including politics, economics, sports, and environmental sectors. Engaging with daily news allows individuals to stay informed about global events and societal developments [1]. The proliferation of fake news poses severe consequences, ranging from eroding public trust to inflicting significant reputational damage on individuals, organizations, and sovereign states. Most machine learning techniques are often used to determine whether news is fake or real. This technique relies on the headline of the news article; if it contains numbers or symbols that raise suspicion, then detect this is fake news [2]. However, this method has become outdated and has been discovered by fraudsters. Therefore, the headline is written correctly, but the content of the news article is misleading.   

With the development of artificial intelligence, it has become very important to find a clear tool or approach for detecting fake news through deep learning. Due to the massive spread of newspapers and social media sites filled with news and misinformation, they do not only include textual news but also images and videos [3]. Therefore, modern technologies such as deep learning should be used to counter these risks.

Therefore, this research aims to identify the techniques previously used in detecting fake news. In addition, find an effective way using deep learning to detect and prevent fake news by identifying it early.
Research Objectives: 
1. To understand the magnitude of fake news problem and its impact on the surrounding community:
- To identify the underlying problem behind the danger of misinformation.
- To understand the extent of the problem's impact on society in its entirety.

2. To evaluate the limitations of previous fake news detection studies:
- To critically assess strengths and weaknesses of methods used to detect misinformation.
- To examine the solutions presented by previous researchers and the extent to which they achieved acceptable results.

3. To propose an approach using deep learning that helps detect fake news and prevent its spread:
- To gain experience from existing technologies and try to develop them.
- To develop a framework capable of detecting fake news and the methods used to create it.

4. To evaluate the proposed framework on a variety of datasets containing different forms of content such as text and images:
- To determine the effectiveness of the framework in dealing with fake news that contains images or user comments.
- To understand the current gap between multimodels and models that rely on a single type of data.

5. To offer suggestions on ways to improve the proposed framework:
- To provide an approach that researchers can build upon to find effective ways to protect users from fake news.
- To help protect users from misleading news that may affect their mental health and mood.




Summary research paper's:

Paper 1: Fake News Detection Using Deep Learning 
This paper describes the challenges posed by fake news and the reasons for its spread through the internet and social media. In this research, the scientists developed a deep learning-based fake news detection system that classifies news as fake or real. The researchers relied on four evaluation metrics to test the results, which are accuracy, recall, precision, and F1-score. One of the benefits of this paper is the comparison of six different deep learning models, which provides a comprehensive evaluation of the results. Furthermore, the use of four main metrics strengthened the findings of the study, which means greater generalizability of the results. One of the main drawbacks of this research is its reliance solely on the English language for classifying news across the same time periods. Another problem here is the lack of a real-time solution to the problem, which helps prevent the spread of fake news. (M, Neelamegan, et al. 2025).


Paper 2 : A hybrid deep learning framework for fake news detection using LSTM-CGPNN and metaheuristic optimization 
This research discusses how fake news has become a serious global problem because social media allows misleading information to spread unchecked. They are proposing a completely new model based on three main pillars, which are LSTM (Long Short-Term Memory) to extract contextual information from the text, CGPNN (Convolutional Gaussian Perceptron Neural Network) for classify news as fake or real, and MFWO (Modified Whale Optimization Algorithm) to improve model performance. One of the most important gains offered by this research is that it presents hybrid architecture containing many techniques such as TF-IDF, CNN, LSTM, and CGPNN. This helps the model to capture semantic information and contextual information. This model leads to improved detection of fake news and effective solutions to the problem. However, the model presented in this study is considered computationally expensive, and the architecture is also complex (Ayyasamy, Ramesh Kumar, et al., 2025). 
Paper 3: Leveraging Data Analytics for Detection and Impact Evaluation of Fake News and Deepfakes in Social Networks. 
This paper discusses the feasibility of using machine learning, natural language processing, and data analysis techniques to detect fake news. In addition, the emotional and social impact of fake news on the public was also studied. In this paper, the researchers used machine learning techniques such as Logistic Regression, Naive Bayes and Random Forest to study the extent to which fake news affects people's behavioral and emotional state. BuzzFeed and PolitiFact datasets were used in this research. One of the advantages of this research is that using multiple datasets generally yields better results. One drawback of this research is the use of separate models for detecting texts and images (Abraham, Tony Mathew, et al., 2025).
  

Paper 4: Synergistic Detection of Multimodal Fake News Leveraging TextGCN and Vision Transformer. 
The authors of this research claim that their main contribution will be in establishing a detection approach for fake news that includes multimedia content. This approach will represent the text as a graph and extract textual features using Graph Convolutional Neural Networks (GCN). In addition, it will extract image features using Vision Transformer (ViT). The dataset that was worked on in this research is the Fakeddit dataset. In this study, the researchers represented the entire text as a graph rather than a sequence of words. They use two deep learning models. The first one is TextGCN which converts text into a graph of documents, words, and weights relationships. The second one is Vision Transformer (ViT) that divides each image into patches. The advantage of this approach is its ability to distinguish fake news from real news due to the use of multimodal techniques. On the other hand, this approach to dealing with fake news problems is considered costly from a computational standpoint (M, Visweswaran, et al., 2024).  



Paper 5: An Intelligent System for Detecting Fake News. 
This paper presents a new perspective on detecting fake news. Researchers claim that fake news is changing people's beliefs and opinions in an unprecedented way. In addition, researchers say that the news recommendation system contributes significantly to the spread of misinformation unintentionally. The methodology in this paper is to generate misleading news using LSTM and GPT-2 and then test whether the fake news generated by large language models can overcome fake news detectors such as Fakebox. Three datasets were used: WebText, George McIntire’s fake-real-news-dataset, and Covid-19 fake news dataset. Due to the tremendous advancements in LLM technology, the researchers presented a significant improvement between the existing model and the model developed in this research. One of the advantages of this research is the realistic testing of fake news generated by artificial intelligence. One of the main drawbacks of this paper is its reliance on a single tool for detecting fake news, and its limited detection of fake news that contains only text (Gifu, Daniela., 2023).  

Paper 6: An AI System For Fake News Detection On Social Media
The authors stated that the internet gives everyone the opportunity to easily publish information online, which makes fake news spread rapidly on online platforms. In this paper, the researchers presented an approach that combines machine learning such as Naïve Bayes, and Support Vector Machine (SVM) integrated with natural language processing techniques. One of the most important advantages of this research is achieving very high results by using simple models that are easy to link to existing systems. This research relied on semantic search, which captures the contextual meaning of sentences, instead of relying solely on keywords as in some previous studies. Although the paper was recently published, it lacks the use of some modern techniques such as deep learning, which is considered one of the most effective techniques for detecting fake news (Dharsini, Dr. S. Visnu, et al., 2023).  

Critical Analysis:  
All the advantages and disadvantages of existing models for detecting misinformation were outlined by researchers in fake detection using deep learning paper. The researchers in these studies seek to find a sustainable solution to the problems of fake news and its spread on the internet. The researchers conducted numerous experiments, developed algorithms, and found helpful tools to determine the best way to deal with the problem. There are certainly many issues, including the use of outdated techniques, failure to generalize the model to all news, or detecting fake news in only one language. 
 
The positives can be built upon, and the negatives could be improved in many ways. This can be achieved by identifying the most common places where fake news spreads, such as social media. Then work on collecting data such as that found in An Intelligent System for Detecting Fake News paper to simulate the site where fake news is to be detected. Despite efforts to detect misinformation, several challenges remain, such as news in multiple languages and the existence of generative artificial intelligence and its pivotal role in the spread of fake news. 


Connections:  
1. Raising awareness about the dangers of fake news: Some studies have not only found ways to detect fake news but have also sought to prevent its spread. 
2. Many studies have addressed the impact of fake news on societies in many aspects, such as politics, economics, and social life.  
3. Detection and prediction: some studies, such as Fake News Detection Using Deep Learning, have discussed the issue of the spread of fake news from the beginning. 
4. AI solutions: researchers have concluded that traditional methods are no longer effective in detecting misinformation.  

Conflicts between the findings: 
1. Textual data and visual data: There are many discrepancies between those who claim to use a dataset containing only text and those that contain both text and images. 
2. Using technologies that are computationally expensive could make their real-time implementation extremely costly. 
3. Many studies have relied on modern technologies such as Synergistic Detection of Multimodal Fake News Leveraging TextGCN and Vision Transformer paper, while others have simply used machine learning. 
4. Some papers used more than one dataset to obtain generalizable results, while others used only one dataset.  


Synthesis Matrix for Literature Review: 

	Study 
	Authors 
	Year 
	Research Design 
	Key Findings/Results 
	Methodology 
	Limitations 

	[bookmark: _4ag1mmjtz8bi]Fake News Detection Using Deep Learning


	M, Neelamegan and S, Archanaa and VN, Shree Nandhini and J S, Sree Harene,  
	2025
	Experimental 
	The study found that most deep learning models achieve high accuracy; for example, LSTM reached 97%, GRU also reached 97%, and CNN reached 96%.
	This study proposed creating a fake news detection system based on deep learning to classify articles as real or fake. The steps are as follows: First, collect data from different sources, and then process it by deleting missing values, stop-word removal, sequence padding and tokenization.
	Although the model has achieved high accuracy, there are several limitations, the most important of which is that the model relies only on text data and ignores other types of data such as images and videos.

	[bookmark: _tnyveqopqzno]A hybrid deep learning framework for fake news detection using LSTM-CGPNN and metaheuristic optimization
[bookmark: _xpk1tbw27xjd]
	[bookmark: _g7rhovgrwko4]Ayyasamy, R.K., Ponnusamy, C., Bhargavi, K.N. et al.  
	[bookmark: _vnqsz0eon2yp]2025
	[bookmark: _aw8402dlm67k]Experimental 
	[bookmark: _7clfjh2mk589]The researchers in this study achieved high results in several datasets, where the accuracy of BuzzFeedNews dataset was 98%, FakeNewsNet dataset was 96.5%, Fakeddit dataset achieved 95%, and in ISOT dataset reached 92%.
	[bookmark: _rrxpat8xkoyn]The study presented a hybrid deep learning framework for detecting fake news on social media by combining CNN, LSTM, CGPNN, and MFWO algorithm to achieve high accuracy Four datasets were used: ISOT, Fakeddit, BuzzFeedNews, and FakeNewsNet. Textual features were then extracted from this data and classified based on whether the news was real or fake.
	[bookmark: _9iw41cze48kr]One of the biggest problems revealed in this research is the high computational cost and the large discrepancy between accuracy and performance. The large size of the model is also a problem that should not be overlooked, as many models have been combined, making it appear more complex.

	[bookmark: _aa8djhdfqg9o]Leveraging data analytics for detection and impact evaluation of fake news and deepfakes in social networks
[bookmark: _edfpf0pw23wl]
	[bookmark: _buanf6iwxmje]Abraham, T.M., Wen, T., Wu, T. et al. 
	[bookmark: _2qtfatnlyyhy]2025
	[bookmark: _qh6pfnbbbtb6]Experimental
	[bookmark: _jaj4na3g77rf]One of the most important findings of this research is that the use of ensemble learning techniques led to excellent results in detecting fake news. Furthermore, the ResNet50 model showed better results than DenseNet 121, making it a perfect choice due to its low computational cost.
	[bookmark: _gjpz8edllbtp]This study used two separate artificial intelligence frameworks to detect fake news. The first framework is based on detecting fake news containing text, and the other deepfake image detection. The researchers compared six machine learning models, which are Logistic Regression, Decision Tree, Gradient Boosting, Random Forest, Support Vector Classifier (SVC), and XGBoost to find the best model in terms of performance
	[bookmark: _om572l6476yk]Although this study is comprehensive, there are several issues. The most important issue is the use of two separate models, one for text and the other for images, which makes the method used impractical in reality. Furthermore, instead of using modern methods in representing texts such as BERT and RoBERTa,  researchers resorted to using TF-IDF and  Bag of n-grams

	[bookmark: _snkksl4djuhh]Synergistic Detection of Multimodal Fake News Leveraging TextGCN and Vision Transformer
[bookmark: _636or3rzv4vf]
	[bookmark: _le2ul77tfwnb]Visweswaran M, Jayanth Mohan, S Sachin Kumar, K P Soman
	[bookmark: _v6a1nd8u7fp5]2024
	[bookmark: _3m08eaqgdyuz]Experimental
	[bookmark: _ra6khktl8n2n]One of the most important findings of this research is that multimodels achieved better results than models that relied solely on text just or images only. The use of images and text together has greatly improved the accuracy of detecting fake news, reaching an accuracy rate of 94.17%.
	[bookmark: _zck95o418y8w]The model proposed by the researchers combined between Graph Convolutional Networks for text and Vision Transformers for images. Machine learning models are then used to classify between fake news and real news. The Fakeddit dataset, containing posts from Reddit with text and images, was used. The text was then extracted, processed, as well as images and fed into machine learning models to achieve optimal generalization for fake news classification 
	[bookmark: _dfcocir8m4hv]One of the drawbacks of this research is that the dataset were affected by class imbalanced due to the use of a very small subset of the dataset. In addition, the model presented is a computationally complex architecture.

	[bookmark: _hqpznr47icw2]An Intelligent System for Detecting Fake News
[bookmark: _yjf78srtsq3g]
	[bookmark: _kbiidtmhi0jn]Daniela Gifu
	[bookmark: _cxsc7ycqcevv]2023
	[bookmark: _iaz3s6u92ctn]Experimental
	[bookmark: _bppdss1okozd]One of the most important conclusions of this study is that there is a significant spread of fake news during important events such as the Coronavirus pandemic, elections, or sports matches. Researchers have also concluded that current fake news detection methods are very ineffective at detecting fake news, especially political fake news.
	[bookmark: _4ua4zvfgcbsa]The study attempted to generate fake news using GPT-2, evaluate the existing Fakebox model, and discover its ability to differentiate between fake and real news.
	[bookmark: _9hi9ue8qaiaa]One of the drawbacks of this study is that it evaluated the results based on a very small number of articles and relied on a single tool to detect fake news. The model used GPT-2 is also very small in terms of generating fake news and texts, as it only generates 1024 tokens.

	[bookmark: _64w0xmhd4ghn]AN AI SYSTEM FOR FAKE NEWS DETECTION ON SOCIAL MEDIA
[bookmark: _nspvmuz8j1gx]
	[bookmark: _ufqsicm3moh7]Dharsini, Dr. S. Visnu, et al. 
	[bookmark: _tyqlm2l5xpou]2023
	[bookmark: _nq9uorirz1cl]Experimental
	[bookmark: _t48qb9nyqs1e]The model presented in this study achieved the highest possible accuracy, as the previous study reached 74% on Naïve Bayes, while the model presented here reached 93.5%. Furthermore, combining multiple classifiers led to excellent results compared to using a single classifier.
	[bookmark: _3wd4wf4jjb1u]This study presents a fake news detecting framework that combines NLP with several machine learning algorithms such as Naïve Bayes, SVM, MLP, and KNN to classify news as real or fake. What distinguishes the model presented here is the use of a dataset collected via the web using web scraping
	[bookmark: _g4cl2k7hi33z]One of the drawbacks of this study is its use of a text-based approach only. This research also lacks the use of modern techniques for detecting fake news, such as BERT, which is considered one of the most powerful techniques for dealing with text problems.
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