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Project:

Risk Identification and Analysis (Based on the project you chose in APM)

The objective of this report is to identify projectrisks, prepare a risk probability matrix,
and carry out an analysis of selected risks. Referring to the project you select in
Advanced projects management APM course, your task is to prepare a risk
management plan that identifies potential risks in the selected stage of the project and
identify risk management strategies.

From the course content and readings, you know that the overall purpose of risk
planning is to anticipate possible risk events and be ready to take appropriate action
when risk events occur—to eliminate or reduce negative impacts on the project.

You may wish to begin this exercise with a brainstorming about potential risks to get
candidate risks “on the table” for consideration. And then identify and refine that wording
for risks that have some realistic chance of occurring in this stage. For example,
potential weather problems present a real obstacle to completing field data collection by
the planned completion date. It is also an issue that the project manager will ultimately
have to plan for,as opposed to other issues such as a major disaster (e.g., your office
burning down), is not a high-enough probability event that requires much time in
planning. As described below, you will select several of the identified risks and carry out
a risk analysis.

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix
will have at least three categories (high/medium/low) for probability and impact.

Remember that it is important to name risks effectively—use words that describe the
risk event and point to the impact on the project (e.g., “injury of field technician disrupts
data installation work”).

After completion of the risk matrix,document a risk analysis for the selected risks. This
detailed documentation for that selected risk will include:

e a description of the risk and potential impacts (schedule, quality of work, cost, etc.)
on the project.

e indicators or triggers that would be monitored to help identify the risk as early as
possible.

o specific risk response strategies to take.

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for
all risks that have the impact in terms of cost $$.
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Introduction

Risk is defined as an incident that has a likelihood of occurring, and could have either a
positive ornegative influence to a project should that risk occur.
Even though the activity is usually referred to as project risk management, it covers both
risk and opportunity management. Potential positive and negative results deserve equal
attention.So, the purposes of project risk management are to rise the probability and/or
influence of opportunities and to decrease the probability and/or influence of risks, to
develop the likelihood of project success. Risks and opportunities signify two sides of
the same coin, but with a very dissimilarinfluence. The definitions of risks and
opportunities have tofocuson the differences and similarities, as follows:

* Risks are denoted as uncertain future actions or conditions that, if it occurs,

could negatively impact the achievement of business, or project, aims.

* Opportunities are denoted as indeterminate future actions or conditions that, if it
occurs, could positively impact the achievement of business, or project,

purposes.

Project Risk Management

Project risk management do cover all the activities and procedures of planning for risk
management, documentation and examination of project risks, reply planning and
implementation, and risk regulating on a project.

The seven steps are as follows:

Step 1 - Plan Risk Management: Thiscomprises finalizing the methodology to be used
for a project’s risk management. Details can vary from one project to project.

Step 2 - Identify risks and opportunities: The procedure of recognizing personal
project risks and chances in a manner that makes analysis possible;

Step 3 - Perform qualitative risk analysis: The process of evaluating and giving
priority to individual project risks and opportunities for additional analysis or operation,

according to their probability of occurrence and potential results;



Step 4 - Perform quantitative risk analysis: The procedure of accomplishmentof
numerical analysis to decide the most likely result of recognized high priority risks and
opportunities;

Step 5 - Plan risk responses: The development of risk reduction alternatives, strategy
selection, and agreement on defensive and likelihood actions in order to reduce the
complete project risk exposure;

Step 6 - Implement risk responses: The process of achieving agreed-upon risk
response plans by the risk owner, based on the agreed upon timeline; and

Step 7 - Monitor risks: Monitoring the development with the achievement of agreed-
upon risk response plans, recognizing and analyzing new risks, and assessing risk
process efficiency throughout the project.

Unmanaged risks may consequence in problems like schedule and/or cost overruns,
achievement shortfall, or reputation loss. Opportunities which are exploited can lead to
benefits like schedule and/or cost reductions, enhanced overall project performance, or

reputation enhancement. [}]

Risk Assessment

Risk assessment is process of determining the probability that a risk will occur and the
influence thatincident would have, should it occur. This is fundamentally a cause and
effect analysis. The cause isthe event that can occur, while the effect is the
probableinfluence to a project, if the event isoccur.

Evaluation of a risk comprises of two factors. First is the likelihood which is the measure
ofcertainty that an event, or risk, will occur. This can be measured in a number of ways,

but for theproject will be allocated a probability as defined in the table below.[?]

IPMI (Project Management Institute, Inc.), 2017, A guide to the project management body of knowledge (PMBOK
Guide), 6th ed. PMI Book Service Center, Atlanta.

2Risk Management Plan. http://www.phe.gov/about/amcg/contracts/documents/risk-management.pdf. Retrieved
15 May, 2021.
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Probability of Occurrences

Definition | Meaning Value

Frequent Occurs frequently S
Will be continuously experienced unless action is
taken to change events

Likely Occurs less frequently if process is corrected 4
Issues identified with minimal audit activity
Process performance failures evident to trained
auditions or regulators

Occasional Occurs Sporadically 3
Potential issues discovered during focused
review.

Seldom Unlikely to occur 2
Minimal issue identification during focused review

Improbable Highly unlikely to occur 1

The second factor is estimate of the impact on the project. This might be rather
subjective valuation, but must be quantified whenever possible. The assessed cost, the
duration of the potential delay, the changes in scope and the deduction in quality are in

most cases factors that can be assessed and documented in the risk statement and

then measured by using the standard project management tools.




Plan risk management - System requirements

Real risk management needs a conducive company culture, and the essential risk
management processes, structures and budget to classify, evaluate and address
potential opportunities and adverse possessions.

In the planning step, the risk management methodology, valuation tools, responsible
parties and timing of risk management activities are static. This suggests that the typical
risk and opportunity categories are denoted, the processes to be used for recognizing
risks are identified and risk valuation tools, like a project specific risk matrix, are
finalized. Responsible parties for driving the overall risk management process are
recognized and the timing and occurrence for risk management activities are scheduled.
As a minimum, the risk management planning step must comprise management
commitment, clear roles and responsibilities, clear risk statements, pre-determined risk
categories, a custom risk matrix and a risk register. It must also permit for risk
prevention and the reporting of residual risk. These are deliberated in more detail in the

following sections.

Project risk management plan

The output of the planning for risk management step is seized in a project risk
management plan. The risk management plan defines how risk management activities
will be structured and achieved for a specific project. The risk management plan may

comprise some or all the following elements:

e Risk philosophy e Categories of risk

e Methodology e Risk probability and impacts
¢ Roles and responsibilities definitions

e Funding e Formatting Reporting

e Timing e Tracking and auditing



Risk Response

For each identified risk, a response has to be identified. It is the accountability of the
project team to select a risk response for each risk. The project team will require the
best possible evaluation of the risk and description of the response options to select the
right response for each risk. The probability of the risk event occurring and the
influences will be the basis for deciding the degree to which the actions to mitigate the
risk must be taken. One way of assessing mitigation strategies is to multiply the risk
cost times the probability of occurrence. Mitigation strategies that cost less than risk

likelihood calculation must be given serious consideration.

Example Risk Assessment Matrix

E
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Definition Meaning Value | (A) | (B) | (C) | (D) | (E)
e Occurs frequently 5 5A | 5B | 5C | 5D | 5E

Frequent o Will be continuously

experienced unless action
is taken to change events

e Occurs less frequently if | 4 4A | 4B | 4C | 4D | 4E
process is corrected

e Issues identified with

Likely minimal audit activity

e Process performance
failures evident to trained
auditors or regulators

Occasional | ® Occurs sporadically 3 3A |3B |3C | 3D | 3E
e Potential issues discovered
¢ Unlikely to occur 2 2A | 2B |3C | 3D | 3E
Seldom e Minimal issue identification

during focused review

Improbable | e Highly unlikely to occur 1 1A |1B |1C | 1D | 1E




Conclusion

Risk management is a continuing process that remains through the life of a project. It
comprisesprocesses for risk management planning, identification, analysis, monitoring
and control. Variousof these processes are updated through the project lifecycle as new
risks can be recognized atany time. It's the objective of risk management to deduct the
probability and influence of eventsadverse to the project. On the other hand, any event

that could have a constructiveinfluence must beexploited.
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