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Lecture 6 Risk analysis and evaluation

Application of a risk matrix:

= Large organizations frequently make use of a risk _matrix as a means of
summarizing their risk profile.

* The risk matrix is very useful and can be used for a range of applications

= It can also be used to identify the type of risk response that is most likely to
be employed.
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Lecture 6 Risk analysis and evaluation

Application of a risk matrix:

: Risk 15 the risk of being injured whilst 0
Risk 1 ' . .
cycling on a main road !
Rigk 2 Risk 2 is having pension scheme 5 Risk 1 '

benefits downgraded Risk 2 | |

: Risk 3 is lasing job or significant source
Risk3 ' of income

Risk 4

: Risk 4 is losing the friendship of one of Risk 3
ot ' the group of close friends Risk 5 l i _'
Risk 5 is suffering illness that results in |

Rk 3 days or more absence from work

Likelihood

-
-
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Lecture 6 Risk analysis and evaluation

Application of a risk matrix:

= |mpact is not the same as magnitude, because a risk may have a high
magnitude in terms of the size of the event, but the impact and
consequences may be smaller.

= Example, a road transport company may suffer the complete loss of one of
Its vehicles but, depending on the exact circumstances, this may have a very
small overall impact on the business. This will be especially true if the
company did not have sufficient work to fully utilize the type of vehicle
Involved in the loss.
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Lecture 6 Risk analysis and evaluation

Inherent and current level of risk:

= Many risk management practitioners assess risk at its current (also referred
to as residual) level. However, internal auditors prefer to undertake an
assessment of the risk at its inherent level.

= Considering the inherent level will enable the effect of individual control
measures to be identified.

= NEXT Figure illustrates the effect of controls on the level of risk.
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Lecture 6 Risk analysis and evaluation

Inherent and current level of risk:

Imnherent, current and target levels of risk
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Control 2 l
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Lecture 6 Risk analysis and evaluation

Inherent and current level of risk:

= Control 1 is an existing control and it reduces the risk from the inherent level
to the current (or residual) level and it can be seen that this control has its
main effect on the likelihood of the risk materializing.

= Control 2 is an additional control that will be introduced to reduce the risk
from the current level to the target level.
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Lecture 6 Risk analysis and evaluation

Inherent and current level of risk:

= When seeking to establish the target level of risk, a concept that is often used
by health and safety practitioners is seeking to reduce the risk to the level
that is ‘as low as reasonably practicable’ (ALARP).

= ALARP is one of the fundamental principles of risk management for health and
safety risks.

= |t is not necessary to manage risk to the point where it is eliminated, but to the
point where the cost of additional controls would exceed the benefits.
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Risk analysis and evaluation

Inherent and current level of risk:

As Low As Reasonably Practicable (ALARP)

» The requirement for risks to be ALARP Is fundamental and in simple terms it Is a
requirement to take all measures to reauce risk where doing so is reasonable.

» /n most cases this Is not done through an explicit comparison of costs and benefits, but
rather by applying established relevant good practice and standards.

= The development of relevant good practice and standards includes ALARP considerations,
S0 In many cases meeting those standards is sufficient.

= /n other cases, either where standards and relevant good practice are less evident, or not
fully applicable, measures must be implemented to the point where the costs of any
additional measures (in terms of money, time or trouble) would be grossly disproportionate
to the further risk reduction (or safety benefit) that would be achieved
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Lecture 6 Risk analysis and evaluation

Control confidence:

= |t is not possible for an organization to be absolutely confident that
controls will always be fully implemented and will be as effective as

expected or required.

= Controls will need to be audited Iin order to allow confidence that the
control selected has been properly designed and implemented and Is
producing the desired effect.
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Lecture 6 Risk analysis and evaluation

Control confidence:

= |f the effectiveness of a control is uncertain, a greater variability of the
outcome may be expected.

» |t is the responsibility of internal auditors to check that the correct
controls have been selected and that they are working correctly in practice.
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Lecture 6 Risk analysis and evaluation

4T’s of hazard risk response:

» Tolerate will be the dominant response for the low-likelihood/low-impact
risks.

* Treat will be the dominant response for high-likelihood/low-impact risks.

» Transfer will be the dominant response for high-impact/low-likelihood risks.

= Terminate will be the dominant response for high-impact/high-likelihood
risks.
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Lecture 6 Risk analysis and evaluation

4T’s of hazard risk response:

Risk matrix and the 4Ts of hazard management

- .
Transfer . Terminabe
the risk to another party 0 the activity generating the risk

; Treat
- _ 1:'_ likelw i : the risk to reduce the likehy
the risk and its L W iImpact ] = T O e e
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Lecture 6 Risk analysis and evaluation

4T’s of hazard risk response:

= Assessment of each of the risks will enable the organization to place the risk
on a risk matrix.

* The position of the risk on the risk matrix will then indicate the most likely
response to that risk.

= |If the risk assessment is undertaken at the current level of risk, the effect of

the existing controls will already have been evaluated as part of the risk
assessment exercise.
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Risk analysis and evaluation

4T’s of hazard risk response:

Example:
» Consider the case of a theatre that needs to respond to the increasing use of

agents who require payment at the time of the booking, rather than after the

performance.
» Also, a recent failure of an actor to arrive on the night of the performance

caused the theatre considerable financial loss.
» This has resulted in the theatre reviewing the booking and appearance
arrangements for actors and deciding responses that are appropriate In

relation to all 4Ts.
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Risk analysis and evaluation

4T’s of hazard risk response:

= Example :

» The theatre might decide that it has to tolerate the new booking fee
arrangements.

> It has also decided that in order to treat/reduce the risk, it will only deal with
established agents In future and terminate existing arrangements with an
agency that has proved unreliable in the past.

» The theatre might also investigate the possibility of buying insurance, so that
the theatre can transfer the cost of a performance cancelled because the actor
fails to arrive on the night.
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Lecture 6 Risk analysis and evaluation

Risk capacity:

= Different approaches will be taken for different types of risks. Hazard risks
will give rise to a hazard tolerance, control risks will give rise to a control
acceptance and opportunity risks will give rise to an investment appetite.

= Qverall, the organization will have a total risk exposure. This is the sum of
the total risk that the organization has taken in these three categories.

= There will also be compliance risks, but most organizations seek to
minimize compliance risks and have the necessary compliance controls

g' embedded into core processes.
(Y
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Lecture 6 Risk analysis and evaluation

Risk capacity:

» Risk exposure is the actual risk that the organization is taking and this
may not be the same as the risk appetite that the board believes is
appropriate for the organization.

= There is also another important measure of risk, and that is the risk capacity
of the organization. This Is a measure of how much risk the organization
should take or can afford to take.

= All of these ways of analyzing risk should be compatible with the attitude

g' of the organization to risk.
.
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Lecture 6 Risk analysis and evaluation

Risk capacity:

= The risk appetite of the board should be within the risk capacity of the

organization and greater than or equal to the actual risk exposure that the
organization faces.

= Example: A contributing factor to the global financial crisis was that certain

financial institutions were exposed to a level of risk beyond the risk-bearing
capacity of those organizations.
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Lecture 6 Risk analysis and evaluation

Risk capacity:

* |t would be inappropriate for an organization to embark on a project that
could exhaust all of its resources.

= The capacity of the organization to accept risk will depend on its
financial strength, the robustness of its infrastructure, the strength of its
reputation and brands and the competitive nature of the marketplace in
which it operates.

= The more rapidly the marketplace is changing, the greater capacity for
g' risk the organization is required to have available.
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Risk analysis and evaluation
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Risk capacity:

= Example,

> [T an organization Is facing a significant change In technology, the strategic options may be
limited. Consider an organization that i1s involved in the manufacture of DVD players when it
becomes obvious that streaming technology iIs taking over.

> The organization will be faced with a significant risk related to the change in technology and
willl need to aevelop a new business moael.

> [t will have to acquire new production equipment, new skills and new distribution patterns. It
may be that the transfer to the new technology and the risks that it involves are outside the
resources and risk capacity of the organization.



Lecture 6 L_oss control

Risk likelihood:

= For hazard risks, previous history may be a good indication of how likely
the risk is to occur.

= For a fleet of motor vehicles, there Is certain to be a history of vehicle
accidents and breakdowns.

= Controls will be in place to reduce the likelihood of these events.
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Lecture 6 L_oss control

Risk likelihood:

= A road haulage company should assess the likelihood of vehicle
breakdowns on an inherent basis and also on the basis of current controls.

= There are, however, difficulties in assessing the inherent likelihood of
vehicle accidents, because certain assumptions would have to be taken
about what effect the removal of controls would have on the likelihood of
accidents.

» For hazard risks, previous history may be a good indication of how likely

g' the risk Is to occur.
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Risk likelihood:

= Example of a control measure that has an effect on the magnitude of the risk
but may have no effect on its likelihood is the use of seat belts In cars.

= /n simple terms, the driver wears a seat belt to reduce the impact of an
acclaent, because the seat belt has no effect on the likelihood of an accident
occurring.

m The driver wears the seat belt as a control measure for when the accident
happens.
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Lecture 6 L_oss control

Risk Magnitude:

= Reducing the magnitude of a hazard risk is very important. For hazard risks,
magnitude is often referred to as the inherent severity of the risk should it

materialize.

= Reduction in overall hazard risk severity will be achieved by reducing both
the impact and consequences when the adverse event occurs.

" The seat belt in a car can reduce the impact of an accident, but has no
effect on the likelihood of having an accident.
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Lecture 6 L_oss control

Risk Magnitude:

* In many cases, it is likely that inadequate attention was paid to pre-incident
planning, so that the damage of the organization was not effectively

minimized at the time the incident occurred.

= Organizations will also need to be concerned with cost containment.
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Lecture 6 L_oss control

Risk Magnitude:

= Cost containment following an event is usually based on the business
continuity plan (BCP) or disaster recovery plan (DRP) that the
organization put in place before the incident occurred.

» The development of effective BCP and DRP will put the organization in the
best position to ensure that the overall cost of the incident is kept as low as
possible.
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Lecture 6 L_oss control

Hazard risks:

* The range of hazard risks where reducing the magnitude of the adverse event
IS important will include fraud, health and safety, property protection and
efficient operation of IT systems, as well as incidents with the potential to
cause damage to reputation.

= Although the main focus of managing hazard risks will be on loss
prevention, successful management of hazard risks must also include
consideration of damage limitation and cost containment.
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Lecture 6 L_oss control

L_oss prevention, Limit damage, and cost containment:

= There is a developing trend in the insurance market towards settling claims
In a more efficient and cost-effective manner.

= This trend Is partly based on encouraging organizations to get back to
normal operation as soon as possible. Indeed, some insurance companies
refer to initiatives of this type as ‘cost containment’.

* The next Figure shows how a bow-tie can be used to illustrate the three
components of loss control.
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Lecture 6 L_oss control

L_oss prevention, Limit damage, and cost containment:

= Before the event occurs, the organization will have controls in place to seek
to achieve loss prevention.

= As the event is developing, steps should be in place to limit the damage that
the event is causing.

= After the event, cost containment controls by way of business continuity
and arrangements to reduce the cost of repair should be activated.

= Disaster recovery plans will be relevant during both the damage limitation
g‘ and the cost containment stages.
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Lecture 6 L_oss control

L_oss prevention, Limit damage, and cost containment :

Loss control and the bow-tie

Loss prevention ' Cost containment .

Damage limitation '
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Lecture 6 L_oss control

L_oss prevention, Limit damaage, and cost containment

1- Another way of looking at loss control activities Is that loss prevention is
about reducing the likelihood of an adverse event occurring, although it
will also be concerned with reducing the magnitude of an event that does
occur.

2- Damage limitation 1s concerned with reducing the magnitude of the
event when it does materialize. The contribution of damage limitation will
be greatest If actions are planned that can be implemented as the event is
actually taking place.
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Lecture 6 L_oss control

L_oss prevention, Limit damaage, and cost containment

3- Cost containment i1s concerned with reducing the impact and
consequences of the event.

Cost containment will be concerned with ensuring the lowest cost of
repairs, as well as business continuity plans to ensure that the organization
can continue operations following damage to the asset that has been

affected.
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L_oss prevention, Limit damaage, and cost containment

Product recall risk management:

= Any company or organization that manufactures, assembles, processes,
wholesales or retails products could be financially impacted by the direct or
indirect costs of a product recall.

" Direct costs can include wages for staff who have to implement the recall
plan. Other direct costs include communications and this could entail

purchasing air time on radio and television and notices in newspapers or
industry publications.

Riss
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L_oss prevention, Limit damaage, and cost containment

Product recall risk management:

Indirect costs can include lost production time for staff who must focus on
the recall process, as well as the hiring of temporary employees to ensure
continued production.

However, the greatest indirect cost is the impact that adverse publicity
could have on market share. A product recall should be designhed to:
protect the customer from bodily injury or property damage;

remove the product from the market and from production;

comply with specific regulatory requirements;

protect the assets of the company
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