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¢ In the process of information security system construction, enterprises
comply with international standards and specifications to develop their own
information security specifications and improve operations.

¢ This document describes and analyzes several international
information security standards to help better understand information security.
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e Upon completion of this course, you will be able to describe:

0 Common information security standards.
0 Significance of information security standards.

0 Main points of common information security standards.
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Standards are normative documents that are jointly formulated,
approved by recognized authorities, and used throughout the
industry to achieve the best security.

How can an enterprise build a
secure information system?

o
" Implement each step
o according to international
authoritative standards. ‘




Chapter

Information Security Standards Organizations

MIDOCEA

UNIVERSITY

¢ International organizations related to information security
standardization:

O International Organization for Standardization (1SO)

0O International Electronical Commission (IEC)

¢ Chinese security standards organizations:

0 China Information Security Standardization Technical Committee

0 Cyber and Information Security Technical Committee (TC8) of China
Communications Standards Association (CCSA)

e Other standards organizations:
O International Telecommunication Union (ITU)
O Internet Engineering Task Force (IETF)
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¢ International information security standardization began in the middle of the
1970s, rapidly developed in the 1980s and drew global attention in the 1990s. At
present, there are nearly 300 international and regional organizations
establishing standards or technical rules.

¢ ISO is a global non-governmental organization and plays a crucial role in
international standardization. It has published international standards and
related documents for most fields (including monopolized industries such as
military, oil, and shipping).
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¢ |[EC was the first international organization established for the preparation and
publication of international standards for all electrical, electronic and related
technologies.

¢ ITU is the United Nations specialized agency for information and communication
technologies. It allocates global radio spectrum and satellite orbits, develops global
telecommunication standards, works to improve telecommunication infrastructure
in the developing world, and promotes global telecommunication development.

¢ |[ETF is a large open international community of network designers, operators,
vendors, and researchers concerned with the evolution of the Internet architecture
and the smooth operation of the Internet.
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China: Graded
Protection of
Information
Security
(c]:)
US: Trusted | | EU:
Computer Information
System Technology
Evaluation Security
Criteria Evaluation
(TCSEC) A Criteria (ITSEC)
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¢ The Information Security Management System (ISMS), based on the BS7799
standard developed by the British Standards Institution (BSI), has been widely
recognized as the international standard.

« Plan (Establish an ISMS5)
* Do (Implement and operate
ISMS)

Check [Monitor and review
ISMS)

« Action (Maintain and improve
ISMS)
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Plan : ISMS planning and preparation

e Establish security policy, objectives, processes and procedures relevant to
managing risks and improving information security to deliver results in
accordance with an organizations over all policies and objectives.

Do : ISMS document development Implement and operate the ISMS policy,
controls, processes and procedures.
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ISO 27001 ISMS Family of Standards

Requirements and
supporting
guidelines

ISO/IEC 27000

ISO/IEC 27001

ISO/IEC 27002

ISO/IEC 27003

ISO/IEC 27004

ISO/IEC 27005

ISO/IEC 27006

ISO/IEC 27007

ISO/IEC 27008

Industry information
security management
requirements

Finance

Telecommunication

Other specific
security domains

v

Health information
security management
standards

ISO 27799

Projects that are in
the research phase.
For example,
medicine supply
chain and storage
security.
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¢ |SO/IEC 27001 and ISO/IEC 27002, released in 2013, are the currently used standards.

‘ BS 7799-2 ‘ » ISO/IEC 27001 \

Specification with Information security management
guidance for use system requirements

‘ BS 7799-1 ’ : ‘ ISO/IEC 17799 I , ISO/IEC 27002 '
Code of practice for information Code of practice for
security management information security controls
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« ISO/IEC 27001 is an international standard that describes the requirements for an

ISMS.
Requirements and Establish

standards for
implementing and L—> ISO 27001 :>
establishing security

management systems

« ISO/IEC 27002 proposes 35 control objectives and 113 controls across 14
categories. These control objectives and controls are the best practices of
information security management.

Information security . Information security
management idea Provide best management operations

practice rules
ISO/IEC 27001 < —y ISO/IEC 27002
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e Any company can implement an ISMS, but how? What requirements must be met? 1SO 27000
provides detailed requirements which organizations can use to establish ISMSs.

¢ |[SO 27001 is to manage information security risks based on risk assessments and to comprehensively,
systematically, and continuously improve information security management using the Plan, Do, Check,
Action (PDCA) cycle. It can be used to establish and implement ISMSs and ensure information security of
organizations.

¢ SO 27001, an overall information security management framework based on the PDCA cycle, focuses on
the establishment of a continuous-cyclic long-term management mechanism. Only certification to ISO/IEC
27001 is possible. Other ISO/IEC standards are the specific clauses and operation guides for the
certification. For example, ISO 27002 defines a specific information security management process under the
guidance of ISO 27001.
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Elements of Building an ISMS
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|. Information Security
Policies

2. Organization of
Information Security

3. Human Resource
Security

4. Asset Management

5. Access Control

6. Cryptography

|

7. Physical and
Environmental Security

10. System Acquisition,
Developmentand
Maintenance

8. Operation Security

Il

11. Supplier
Relationships

9. Communication
Security

12. Information Security
Incident Management

[ 13" Information Security
Aspectsof Business
Continuity Management

14. Compliance

MUl
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¢ The key check points in the ISO 27001 certification process are as follows:

e Document review:

O Risk assessment reports

O Security principles

0 Statement of Applicability (SoA)
0 Other ISMS documents

¢ Formal review:

0 Check records, including account and permission assignment, training, business continuity drill, access

control, and media usage records.

0 Check the information asset identification and processing, and risk assessment and handling forms.

0 Perform terminal security check, including the screen saver, screen lock, and antivirus software

installation and upgrade status.

O Carry out the physical environment survey, including the field observation and inquiry of equipment
\rooms and office environments.
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ISO 27000 Project Implementation Methodology and Steps
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* Project kick-off

meeting, team setup,

and team
management
architecture creation

* Rapid assessment of
information security
management status

* Information security
policy design
* Information security

management
training

* Training on asset
collection and risk
assessment
methods

* Threat and
vulnerability
identification, and
security
vulnerability
scanning

* Risk assessment
and rating

* Project review
meeting

System design
and release

* Risk tolerance and
preference
determination

* Risk handling and
rectification plan
implementation

* System integration
and ISMS
document
preparation

*ISMS release and
training

System
operation and
monitoring

* Development of
the information
security
management
performance
monitoring process

* ISMS trial run
* System operation
monitoring

* Business continuity
management
training

* Project review
meeting

Certification and
continuous
improvement

* ISMS internal audit

* ISMS external audit

*ISMS management
review

* Continually update
correctiye and
preventive measures

* Project review
meeting

* Assistance in follow-

up internal and
casual audits
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