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¢ The document describes how to obtain valid information by technical means and
analyze the information to locate security risks and threats.

e Data can be collected from network devices or from terminal systems that provide
services. Data monitoring and analysis can reveal network security risks and
strengthen the network. If a security event occurs, data monitoring and analysis
help rapidly locate the threat, and provide support for defense and event
investigation.
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e Upon completion of this course, you will be able to:

0 Describe the technical means of data monitoring and analysis.

0 Describe the data collection process.
0 Use techniques to locate threats.
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Proactive Analysis

e Evaluate network security before attacks occur, rectify the identified issues and strengthen
the network.
¢ The following figure shows the security assessment method.

2. Manual
Security audit

assessment
method

3. Penetration
test




SIS Security Scan MIDOCEA

e Objectives: Use the scanning analysis and assessment tool to determine network security vulnerabilities of target
systems.

e Contents:

0O Enabled ports

0 Weak passwords

0 SQL injection vulnerability

0O Cross-site scripting (XSS) vulnerability

e QOutput
O Result generated by the scanner

i : . Interview
Penetration Questionnaire

Security scan Manual audit bt cu
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Scanners

Type

Function

Types

Port scanning
software

SuperScan

Provides the following functions:

* Uses PING to check whether IP addresses are reachable.

* Checks service types provided by target computers.

* Checks whether target computers in a certain scope are
online and checks the ports of the target computers.

Nmap

A network scanning and sniffing toolkit in Linux. Basic functions
include: checking hosts are online, scanning host ports, sniffing
the network services provided, and verifying the operating
system used by the host.

Vulnerability
scanner

Sparta

Integrated in Kali Linux to detect the enabled services and
ports, and crack user names and passwords of applications
using a dictionary attack.

App scanner

Burp Suite

An integrated platform to penetrate web applications. It
includes a wide range of tools and relevant interfaces to speed
up the attacks on applications.
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Viewing the SuperScan Result

09

+¢* On the Scan tab, click View HTML Result. The SuperScan report is displayed
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e Click Applications > Information Gathering > nmap.
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e Collect information about the target system based on the parameter rules of the Nmap tool.

Viewing the NMAP Scan Result

MIDOCEA

UNIVERSITY

Nmap done: 1 IP address (1

root@kali: ~

Edt View Search Terminal Help
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gomaln
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microsoft
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at 2018-04-17
7.102)

) scanned 1
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¢ The following figure shows how to scan the TCP ports enabled on the host
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¢ Click Applications > Vulnerability Analysis > sparta.
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Viewing the Sparta Scan Result
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Progress

¢ On the Sparta page, add the address segment or host address to be scanned. The Sparta result
shows the ports and apps enabled on the target host, as well as the operating system being used.
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Burp Suite Usage

¢ Burp Suite sends requests to apps and uses payloads to verify vulnerabilities. Burp Suite can effectively
scan the following vulnerabilities:

O Client vulnerabilities: XSS, HTTP header injection, and operation redirection
O Server vulnerabilities: SQL injection, command line injection, and file search
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Burp Suite Scan Result

¢ The Results tab page displays the scanned vulnerability details.
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Manual Audit
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¢ Objectives:
0 Manual audit is a complement to security scan. It requires no software installation on the target system and does not
affect the running status. It is useful for important hosts that do not allow software installation.

e Method:
O Security specialists manually inspect target systems, including the host system, service system, database, network
device, and security device.

0 The following check items may vary according to target systems:

m Latest patch installed or not

m Service minimization principle used or not, and unnecessary services and ports enabled or not
m Firewall configuration policy correct or not

Penetration . : Interview
Questionnaire

Security scan Manual audit test survey

\_ W,
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Security scan Manual audit Penetration test Questionnaire Inst:maw

¢ A penetration test is carried out as part of an external inspection. This test is an attempt to evaluate the security of
operating systems and network services by safely exploiting vulnerabilities.
¢ The penetration test process is as follows:

a8 )

» Collect and analyze information

* Make a penetration test solution and preparations

* Report and analyze information

* Implement privilege escalation and penetration

» Study penetration test results

+ Create a penetration test report

* Propose security solutions

cCccees
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« Survey audience

o Network system administrator, security
administrator, technical director, etc.

« Survey scope

o Service, asset, threat, and vulnerability
(from the perspective of management)

« Questionnaire style

o Integrity, specificity, simplicity, and
consistency

Vi

Operational operation

1. Doss the network admmnistrator recommaend changes 10 the configuration of the
Neteork systom?
A Yes B No €. Cmors

2. Ase thore reguiar audits and checks on iImportant Servers and Iouters running on the

natwork?
A Yes B No C. Cmors
3 Are the backbaone routerns strictly using fasd is for configuration and
management?
A Yes B No G Cmars

4 Has the intrusion detection device runmng on the network system been selected 0
delect and control system Inrusion avents in a smely mannar?
A Yes 8. No C. Omhens

5 Have you considered future resource and capacity requiroments whon designing a
new application system?
A Yes 8. No C. Othars

6 A the administyators of mmportant hosts monitoring the usage of major system
resowces, INCluding processcr, main mamory, e SI0tge, and CommuNICaton
sywtam bandwidth?

A Yes B No C. Cohary
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Socurrtymn Manual audit Penetration test Questionnaire

Security Management Interview Record

- Audience . NO | Cabegory | Invesbgate Subyect Resutty
. s b i 1 ocza Doss. B company e # sysiomaiic, undied socurtly strategy?
o Security administrator, technical L] Sl
4 Securty Is W socumty pobey dotaded 10 the collecine tequeamants of sl aspects
director, network system administrator, | [PVASEY [IPR SRS
Sacuty Has the socurly pokcy beon doveloped by & dedicaled parson for
etc. 3 P ,
« Interview topics g |
Sirspegy wheve i s inagproptiste o ouldated?
= Questionnalre results " Security | Has the company 5ot up 1 dedcaied Infomation secunty department of
ONganason | workeng Group Msoonsdies 10 Secunty managerenl”?
o Obtaining management enforcement | Serm | oo o compmry e vt sopmmrts o s cccot
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e When an attack occurs, users must collect data, analyze attack methods and vulnerabilities, and rectify the situation to

minimize the impact.

e Data collection method:

Command

Packet capture

Packet capture software

Port mirroring

Network device log

c
2
i
U
2
=
o
m
a4
o
-

Operating system log
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Packet Capture — Commands (1)
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e Command to check the OSPF neighbor states

eSwitch> debugging ospf event

&pr 12 2018 12:03:16.370.1-05:00 5W3 RM/&/RMDEBUG:
FilelD: 0x7017802d Line: 1136 Level: 0x20

OSPF 1: Nbr 10.1.10.34 Rcv HelloReceived State Down = Init.
dpr 12 2018 12:03:16.380.1-05:00 5W3 RM/&/RMDEBLIG:
FilelD: 0x7017802d Line: 1732 Level: 0x20

OSFF 1: Nbr 10.1.10.34 Rcv 2WayReceived 5tate Init -> 2Way.
Gpr 12 2018 12:03:16.390.1-05:00 5W3 RM/&/RMDEBUIG:
FilelD: 0x7017802d Line: 1732 Level: 0x20

OSPF 1: Nbr 10.1.10.34 Rcv AdjOk? State 2Way -> ExStart.
dpr 12 2018 12:03:16.400.1-05:00 5W3 RM/&/RMDEBUG:
FilelD: Dx7017802d Line: 1845 Level: 0x20

Apr 12 2018 12:03:16.410.1-05:00 5W3 RM/&/RMDEBUG:

FilelD: Ox7017802d Line: 1957 Level: 0x20

OSPF 1: Nbr 10.1.10.34 Rcv ExchangeDone State Exchange -> Loading.
Apr 12 2018 12:03:16.430.1-05:00 5W3 RM/&/RMDEBUG:

FilelD: 0x7017802d Line: 2359 Level: 0x20

OSPF 1: Nbr 10.1.10.34 Rcv LoadingDone State Loading -> Full.

OSPF 1: Nbr 10.1.10.34 Rcv NegotiationDone State ExStart -= Exchange.
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Packet Capture — Commands (2)

e Command to view OSPF packet information

<Switch> debugging ospf packet

Apr 12 2018 12:05:42.930.2-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 1.2:05:42.930.3-05:00 5W3 RM/ARMDEBUG:
Apr 12 2018 12:05:42.940.1-05:00 5W3 RM/S/RMDEBUG:
Apr 12 2018 12:05:42.940.2-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940.3-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940.4-05:00 5W3 RM/S/RMDEBLUG:
Apr 12 2018 12:05:42.940.5-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940,6-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940.7-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940.8-05:00 5W3 RM/&/RMDEBUG:
Apr 12 2018 12:05:42.940.9-05:00 5W3 RM/ARMDEBUG:
Apr 12 2018 12:05:42.940.1-05:00 5W3 RM/AA/RMDEBUG:
Apr 12 2018 12:05:42.940.2-05:00 5W3 RM/ARMDEBUG:
Apr 12 2018 12:05:42.940,3-05:00 5VW3 RM/ARMDEBUG:

Source Address: 10.1.10.34
Destination Address: 224.0.0.5
Ver# 2, Type: 1 (Hello)

Length: 48, Router: 34.34.34 .34
Area: 0.0.0.0, Chksum: 4dcf
AuType: 00

“‘Eﬁﬂﬁfll‘}: A td

Net Mask: 255.255.255.0e
Hello Int: 10, Option: _E_

Rtr Pnionity: 1, Dead Int: 40
DR: 10.1.10.34

BDR: 10.1.10.33

# Attached Neighbors: 1
Neighbor: 33.33.33.33
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Packet Capture — Tools (1)
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e Use the Wireshark to capture packets, and check how OSPF adjacency is
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09 Packet Capture — Tools (2)
—

e Use the Wireshark to capture packets, and check OSPF packet information.
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Port Mirroring
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¢ Port mirroring enables a device to copy the packets passing through a mirrored port and send them to a
specified observing port for analysis and monitoring.

Observing port

Monitoring device

Client 1 Client 2 Client 3
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Network Device Log
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you can only view and export system logs and service logs.

e Hard disk unavailable:

= [ Log
& System Log List
fyService Log List

[ Alarm Information
1 1] Repont
& Top Sesswons
& Session Table

@) System Statistics
oF Diagnosis Center
fa‘ Quintuple Packet Capture

) Quintuple Packet Statistic
\ a2 §A Secunty Posture Awarene

e Hard disk available:

Huawei

s USGB330

M Log

[ Traffic Log

¥ Threat Log

8 URL Log

[ Content Log

2} Operation Log
FSiSystem Log

B User Activity Log

'™, Pocy Maitching Log

M Sandbox Detection Log
53 Mail Filtering Log

1 |*¥] Report

e The USG6330 firewall is used as an example. It supports logs and reports. When the hard disk is unavailable,
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Firewall Log Format
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¢ Log formats supported by the firewall:

Format Scenario
Session logs are output in binary format and consume few network
Binary resources. Such logs, however, cannot be viewed on the firewall. You
must export them to a log server.
Svslo If the session logs, packetloss logs, and system logs are generated in
yslog Syslog format, the log information is displayed in text.
NetElow The firewall can also export sessionlogs in NetFlow formatto a log
server for the administrator to analyze IP packet flows on the network.
Service logs are generated in Dataflow formatso that they can be viewed
Dataflow
on the log server.
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¢ This example uses the USG6000 firewall to describe how to view system logs.

0 Choose Monitor > Log > System Log.

System Log List

R Export B Refreah Mo solect & soqunty lovel ¥ G Seach §) Clewr Search Condion
Security Level  Log Type Tene Log Source Dwacription

® Vurninyg cROncs Aor 13 2008 15495 WOt e ccucs ) e WP checks the local aad 1he remte devices, sad the reszlt {2 Different Configuratin A
® Vg DOSNLOAD_FAIL Age A2 20LH 27:40:50  FR1 WADIUPDATE 4/ DOWSLOMD_FarL (1D [1] Pailsd 1o downioad the oew wersiot (Sralegldeidl, User-Gysremlisey, IPswe, Wodule~ONC, Stavorvsu-

® Varziy DORNLOAD FATL e 12 2018 22:40:80 FV] WDIUPOATE L/ TOSLOAD _FarL (2 Failsd 20 donnload 1he e veraion irelogld=105, laer=Syttemliome, IPeee, Module~TP-REPUTATITIN

® %arning DORRLOAD FallL Ape B2 2010 22:40:30  PWI WAOIUPOATE 4 DOWNLOAD FalLil) (2] Failsd to dowmlicad the new verzion Syslegideidf, User-Systwmiimer, 1P=ee, Wodsle-fA-008, Fratur~

® Yumning QOWNLOND_FALL Apr 12 2008 22:90: 303 Pl WOLEPOATE ‘4 DORSLOAD_FATL (1) (4 Failed to doenioad the new verzion Sralegld=idl, Cser~Systemfimer, IP=ee, Bodule=Av-136, Statunr

® Vazinmg DORNLOAD FAIL Ape L2 2008 22:80:10 W1 WAOIUPOATIL 4/ DOWNLOAD FatLil) (A Falled 10 download the new versise (Svalopldeidl, Lses=fvstemlisse, IPeee, odule=IPS-2DAL Stary~

@ Tenim CreOex Ape 12 DJOL8 L5:4%:07 PVl WOLIENT 4 CreOMECEC]) (8 BP checks the local and 1he resute devices, s2d the tesels {3 Different Coafipeation

@ farsitg NS _OnANCE B Apr A2 2008 10:20:01 PV WWOL0PF ONER_Cnce LY Nighbtor chanpes event: asighbor status charged Processldel, SelghborAddress=i0. I, 30 33, Xelghb~

® Yanimg MR _OBANGE 2 Apw 12 2008 11:28:00 POl WOLOGPF LN _ORANGE RILILN, Seighbor changes event: seighhbor status changed ‘Processld=l, Selzhborhddress=10. 1. 30. 30, Selizhd

@ Taminyg NER_DMANGE 2 Apr 13 2018 11:29:01 FU1 WODL0SIF A/DER_ORAGE RIS Yo ightor changes event: seigtbor status changed Procsarld~]l, Selghberiddresa~il 1. 30 33, Seighb™

® Tunig NEE_ORANCE 2 Agr 12 DOI8 11:20:0) FR1 W0L0GPP¢/NBE CsAE 211 Dol Seightor changes svent: selighbor status chasged Processld=l, Nelghberiddress~i0 1. 350 33, Nelighh

® Yuning NEE_(RANGE 2 Apr 13 2008 110954 PO WADIOETF ONBE_OBANGE B 110 Seighbor changes svent: nwighbor status clasged Frocessla~l, YelghborAddreas=i0 1.30. 20, Neighb'~

@ treor MR DOUN_REASON  Agr L2 2008 11:19:54  PWI1 WAOLGSPE /R Doy mmason (1) 13} Selghbor state leaves full or changes 0 Down. (Procesald~|, NelghbarBouterid=32 33.23. 33, Neighh*~
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¢ This example uses the USG6000 to describe how to view service logs.

/‘

0 Choose Monitor > Log > Service Log

Service Log List
(R Expont
Security Level

® Vaning

@ Vaning

® Sarninmg

.
-
b

3

Tarning

Yarning

LN I R IR I T R N
1

Log Type

FIREWALLATCX
FIREWALLATCX
FIRERALLATCE
FIRERALLATCX
FIREWALLATCE
FIRERALLATCX
FIRERALLATCY
FISEWALLATCR
FIRESALLATCE
FIRERALLATCX
FINEWALLATCE
FIRERALLATCR
FIRERALLATCE

FIRERALLATCR

w13

018 3

"

+“

“

“

i

“

Log Source

LA
m
(2]
m
mi
/™
"
"
(A2
i
"
i
"l

m

WOIATE
WOIATE
WOIATE
WOIATE
WOIATX
WoLATE
SWOIATY
WOIATX
WOIATE
WOIATX
WOIAT
WOIATK
WOIATY

WOIATX

‘

)

+

4

4

4

‘

4

4

4

PIREVALLATCR (1) [0
FIERSALLATCX <L) (91
FIRERALLATOX 1) (22
FIRRWALLATCR (1) (2
FIRERALLATCE (1) [
FIRERALLATCR (1) (35
FREEVALLATOR(]) L3
FIRESALLATOX (1) 137
FIRERALLATCKC]) (3%
FIRESALLATCE (1) (39
FINEWALLATCK (1) [48)
/PIRERALLATCR (1) (41
FIREVALLATCK 1) [42)
FIEERALLATX (L (4

@ Rotresn

Description

AttachType"IP speed astack”
AvtachType="1P spwof attack”
ArtackTipe="TP speal artack
AttachType="IP spoof attack”,
AztackTrpe="1F spoof astack”,
ArtackType="IP spoof attack”
AttachType="IF sooof attack”
AttackType="m flood attack”
AttachType="IP spoof attack”
ArtackType="IF spoof stiack”,
ArtackType="IF speof uttack”
Artacklype="Srs flood arimck”
AttackType="IF spoef attack”

AttachType~"IP speof attack”

P ae rben d

alots’ *

slors" *

plor~

slor=" *

slons" e

sloas” "

slot~"
slot="

slons"*

tlot=" *

slot=" *

plat=" "

slote"

slot=" "

— e

™Enive

receive

recCelive

Iwoeive

receiw

TRERLYe

TeCeive

¥ @ Soarch

interfacw="C0)
imterface~"CEL
interface~"CEL
isterface="CH1
interdace~"CEL
isterface~"LEL

interface="CE)

recelve intexrface~""

recEl v

™winl e

recelive

isterface="CEL/

interface~"CE)

interface~"504

receive (nterface""

receive

receive

interface="C0!

interface~"CE1,Y

{5 Clear Seaech Conditor

et "10F -
proto="10¢
rote="100
proto~" 129 -
prote="109
seotoe"LTF -
proto="L0P -
0, oo~
stote="L0P
geoto~"TCP
prote="1C7
0F°, aree
srote="L2F -~

grote~" 108~
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¢ This example uses the USG6000 to describe how to view alarms.

0 Choose Monitor > Log > Alarm Information.

Alarm information List

() Expoet &) Rafresh
Security Level Time Alarm Source Description

® Vurning Aug 22 2018 11:30:42 PR3 ARP &/ ARP _IPCONFLICT _TRAP OID LG LALI0LS 25122 2.0 AR datects IP cenflict IF addrass=172. 20 100 251, Lacal iater
@ Yaruisg Aug 33 2000 11:30:44 PR3 ARP/4/ARP_LPCONFLICT_TRAP D LACGLALINILS 25 122.2.0 ARP detects IF condlict. UIP address~192 100 0. 1, Local interfa—
@ Varnisg Aog 32 2008 15:28:10 FE3 ARP/4/AFP_TPCOSFLICT_TRAP OID L3G L4 L301L5 2512326 ARP detects IP conflict. (IP address~172.20.20. 11, local lstesf"
@ Yarning Aug 33 2018 11:20:39 PS5 ARP O/ ARP_IPCOSFLICT TRy OID LAGLALIVILA 2L 123 2.0 ANF detects [P comflict, (IPF address=I72. 2L 100.251, Local inte
@ Yarning Aug 31 2008 11:18:40 FE3 ARP/4/ARP_TPCONFLICT _TRAP GID L3AGLALIILS 2512500 ARP detects IP conflict. (IP address=192. 168.0. 1, Local Interfa
@ Yarning Ang 22 2008 10004 FR3 ARF/4/ARP_IPCONFLICT _TRAP OID LAGLALIOILA 2 120.2.0 ARF detects IF comdlict IF addreas=172. 30 0. 13, Local interi-
@ Varning Aug 32 2008 13:00:02 FE3 ARF/4/ARP_TPCOSFLICT _TEAP OID LAGLALI0ILS 25 123.20.0 ARF detects TP comflict, (IP address=iT2. 21, 100,231, Local Inte~
@ Sarnisg Aug 37 2018 11:08:29 FE3 ARP/ &/ ARP_TPCOSFLICT_TRAP OID LAGLALIUILS 25 123 0.0 ARP detects 1P conflict. (IP address~192. 188. 0. ), Llocal interfa
@ Varning Aug 37 2008 11:08:00 FE3 ARP/4/ARP_IPCONFLICT_TRAP OID LAG LA L0ILE 25123 0.0 ARP detects IP comflict. (IP address=i7. 20 20,13, Llocal interf~
@ Varning Aug 23 2008 15:00:37 FR3 ARP/ /AR _TPCONFLICT_TRAP 0D LAGLALI0ILE 35023 20.0 ARF detects TP conflict. (IP address~172. 2L 100 23], lLecal late~
@ Yarning Aug 32 2008 10:58: 0 PR3 ARP/A/ARP_TICONFLICT _Thanr OID LAGLALI0ILS 25, 122.2.0 AN detects IF conflict. (IP address=192. 188, 0. 1, Local imerfa—
® Yarnizg Aug 22 204N 10:58:00 FE3 ARF/4/ARP _IPCONFLICT_TRAP 01D 136 L 402010525 125 2.0 ARF detects IP condlict, (IP address~172.24. 20 13, Local isterf~
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/‘

B Server Manager (WIN-AUS77HSS34E)
e When using Windows: + @ Roles
2y j Features
1. Click Start. = '?} H]E QEM;
2. Right-click Computer and choose Manage. 3) ' Custom Views
3. Select System Tools > Event Viewer > Windows Logs = Windows |
Windows system logs are classified into:
O System logs Forwarded Events
0O Application logs # . Applications and Services Logs
O Security logs _ 12§ Subscriptions
# (N) Performance
_ 2 Device Manager
# g1} Configuration
% 5% Storage
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/‘

¢ Windows log types:

Log Type

Function

Storage Location in

Vista/Win7/Win8/Win10/
Server 2008/Server 2012

System log

Records events generated by operating
system components, including the
breakdown information and data of drivers,
system components, and application
software.

YoSystemRoot%\System32\,
Winevt\Logs\System.evtx

Application
log

Includes events (mainly about program
running) recorded by application or system
programs.

“oSystemRoot%\System3.2\,
Winevt\Logs\Application.evtx

Security log

Records system security audit events,
including login logs, object access logs,
process tracing logs, privilege usage,
account management, policy change, and
system events.

%SystemRoot%\System32\
Winevt\Logs\Security.evtx
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¢ To check the location of security logs, choose Properties.

Managw (WINCTOBOLRLAS)
ks
Fostuns
Osapnestes
= [l teeet Viowar
4 Ly Custem Views
= e Wndowes Logs

Bk
k| System

[ | Forwarded £ vects
§ L Aoplcations and Services Logs
, ! bsorpbons
& 3 Performance
a5 Devce Manoger
3 Cordgpraon

2 Storage

Log patre [P eemhoooisysem nwenmiogicuity et |
Leg rize; 14T MB(L110,298 byeen)

Created: Monduy, My #9, 2017 42227 PM

Modéed: Monduy, Jssunry 12, 2018 65601 AM

Accessed: Monduy, May #, 2017 £22:2 PM

W tat ..

Muamum log sae (KE): [ 206302

‘When maxiresm event log sae b reached:
% Cwverwenie everts 43 needed (oldeit events fiest)
C Archive the log when full, do not ovenweits events
€ Do not everweite eyeets { Clear logs manwally )

ClearLog I

[ ]

coneel |

8 Fra.,
U Save M Everits As.
Attach & Tash To the Log...

Vo »
O Refresh
Heb ’
verk G830 Rcrovolt Wesdows secity - = |
Evert Properties
T Attach Task To This Evert..
Copy >
bd Sove Seected tverts...
G Refresh
b »
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¢ Log and event types:

Type

Function

Information An event of successful operation of an application, driver, or service
‘ It is neither a direct nor major event, but will lead to potential issues. For
Warning example, if the disk space is insufficient or no printer is found, a "Warning”
event is recorded.
. Error events refer to function unavailability and data loss. For example, ifa

service cannot be loaded as a system boot, an error eventis generated.

Success audit

Successful security audit on access attempts. Success audit events mainly
refer to security logs recording login/logout, object access, privilege use,
account management, policy change, detailed tracking, directory service
access, and other security events. For example, all successful system logins
are recorded as success audit events.

Failure audit

Failed security audit on login attempts. For example, if a user attempts to
access a network drive but fails, this attempt is recorded as a failure audit
event.
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¢ A Windows log consists of two parts: header field and description field.

Windows Log Formats

O Al ware WIMI0NN 13837 ™
NYSO0E 1D 08 M

L Ak S WD T A
A Aet wcomes WESI0ID HUSL A
S A i WSS RN A A
RN W L . WIS A4 A

LA i WILQMS 10 La 09 A Ml Wi weue )y salitng - Tomd Logm
S At S WILI0OD 1D L6 00 am Moram® Wedues sty saling 2% Logon
A AaR S WIROOON 10637 M Mo Wk sty suditng - Tomodd Lugre

Moss Widown wos s sulitng NS hogon
Mot wrdows wens £ saltrg

Morand Wenkeen s by aaling

M W T MG e Logon
Mol Wk A maWy —_an Logon
M Wik v e N Combotid Voldatun

et 838 M ookt Waedown ecarty Sudtrmg

c-uu|°...|

Bgen Trpe

Tevany D
Azcrunt Nama: A tintar

Az twuedt Duvaes W

Logen D1

BB wal Mg oft

_

Description

PR e W] whew o B eian ) GrEeaye b X ey Be po Ry | LeTeliad it b legum et ding B0 Loges 10 webie Legen
e only repan Betwuen bocts on She virme Compater

3 N
»
| &)
et

g sde:
it st

ey

MO0 Wodams iersrty | mgged WISIE 100N 1T M

L) Tuik Comgony Logott

Tt aten Vi A Saivrn Header
oA Compme )

Yo

Dot lag Oeder belp
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