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Chapter One: Introduction
Background
Significant technological advancements especially in computer networking have ushered the age of wireless communication and interconnectivity. In particular, the proliferation of Internet of Things (IoT) devices has changes how technology integrates with daily life and critical infrastructure. The IoT paradigm facilitates the interconnection and communication of physical objects with one another through the Internet. By 2030, Statista estimates that the number of connected IoT devices will exceed 32.1 billion, almost double from 15.9 billion in 2023 (Vailshery, 2024). While IoT devices are used in all types of industry verticals and consumer markets, the consumer segment accounts for about 60% of all IoT devices (Vailshery, 2024). The widespread adoption of IoT devices promises to reduce on resources and time, improving the quality of life. Despite the transformative potential, the IoT ecosystem exposes users to security threats. According to Al-Qaseemi, Almulhim, Almulhim & Chaudhry (2016), the IoT system encompasses a distributed architecture, constrained resources and lacks standardized protocols. Further, Lara et al. (2020) indicate that compared to traditional networks, IoT network has low capacity and inadequate manual controls, hence exposing the devices to attackers. One of the most concerning problems is the exploitation of IoT devices for botnet attacks. A botnet refers to a collection of devices which have been infected with malware (bots) and under the control of a hacker (BotMaster), who exploits them to undertake cyber-attacks (Iftikhar, Asrar, Waqas & Ali, 2020). The BotMaster uses the bots to introduce attacks like the distribution of malware, phishing, distributed denial of service (DDOS) and other malicious activities (Srinivasan & Deepalakshmi, 2023). The release of Mirai botnet’s source code in 2016 has facilitated its abuse, where individuals without expertise can develop their version of Mirai botnet and use for malicious activities like DDoS attack (Zhang et al., 2020). Artificial Intelligence has emerged as a potent tool in addressing cyber-security threats, especially intrusion detection. Xiao et al. (2018) indicate that AI techniques like machine learning (ML) and deep learning (DL) have found a widespread application in identifying anomalies in IOT traffic behaviour, offering a real-time and scalable detection systems. However, these AI techniques have not lived to their expectation because of inadequate generalisability to diverse IoT environments and susceptibility to adversarial attacks.  
Problem Statement 
IoT devices are highly susceptible to botnet attacks for several reasons. Firstly, they are exposed to insecure communication protocols, often because of using a variety of communication technologies. The lack of encryption on any of these connections expose the whole ecosystem to risks (Vardakis, Hatzivasilis, Koutsaki & Papadakis, 2024). Secondly, a majority of IoT devices use default passwords, which are often weak. This makes it easier for hackers to get access and compromise the entire ecosystem. Thirdly, IoT systems are exposed to insecure networks, which attackers can exploit to gain entry to a device and its data (Mukhtar, Elsayed, Jurcut & Azer, 2023). Lastly, a majority of the IoT devices have limited computational resources and processing power, making them more vulnerable to attacks. Traditional signature-based intrusion detection systems (IDS) are unable to counter sophisticated botnets, posing a significant risk to IoT systems. While AI-based solutions like deep learning are promising to develop advanced IDS, Goodfellow, McDaniel & Papernot (2018) argue that deep neural networks (DNN) are also vulnerable to attack, making their detectors ineffectively in countering sophisticated botnets. Additionally, AI-based IDS tend to be computationally expensive, making them inappropriate for resource-constrained IoT systems (Alwahedi et al., 2024). The varying nature of IoT traffic patterns make AI-based IDS unable to adapt to the unique needs of the IoT-specific protocols (Bakhsh, 2023). Without an effective solution, the use of IoT devices exposes users to security risks, hindering their potential for use in different sectors, especially where network security issues have adverse effects. This research proposal seeks to address the problem by designing a more lightweight, yet robust botnet detection system targeting IoT environments. 
Research Objectives 
The main objective of the research is developing a DL-based IDS, which is lightweight, yet powerful enough to enhance IoT security against botnet attacks. These the specific objectives of the study:
1. To investigate how botnets exploit security vulnerabilities in IoT systems to intrude.
2. To develop a more lightweight, yet robust DL IDS which can detect botnets in real-time.
3. To evaluate the performance of the system by using IoT botnet datasets.
4. To optimise the DL-based IDS for deployment in resource-constrained IoT systems by minimising the computational and memory overhead.
Research Scope 
The research focuses on detecting botnet attacks in IoT networks using DL IDS. The scope of the study is:
1. The study explores IoT botnet attacks like Mirai and Bashlite which usually exploit the weaknesses inherent in IoT devices. 
2. The research used DL techniques to detect anomalies in IoT systems
3. The study relies on publicly available datasets for training and validation. 
4. The research is limited to detection and classification of botnet attacks and does not cover other IoT specific security challenges. 
5. 

Chapter Two: Literature Review 
Introduction
IoT and botnet attacks have become popular in literature, leading to extensive study on the topic with different scope. This literature review section critically explores existing studies on botnet detection on IoT networks, DL techniques in IDS, and the problems encountered in IoT networks. 
IoT Attacks
The IoT architecture entails devices, objects or data that are connected to each other through internet. Data is shared between the connections, stored in a cloud and analysed by the different units. Devices can be connected to each other using wired or wireless connections.for the wireless connections, Al-Sarawi, Anbar, Alieyan, & Alzubaidi (2017) identify different wireless communication technologies and protocols available for connecting smart devices. These include Internet Protocol Version 6 (IPv6), over Low power Wireless Personal Area Networks (6LoWPAN), ZigBee, Bluetooth Low Energy (BLE), Z-Wave and Near Field Communication (NFC). Al-Sarawi, Anbar, Alieyan, & Alzubaidi (2017) compare and contrast the different communication technologies and protocols and conclude that it is difficult to identify the most perfect one. Researchers point that the heterogenous nature of IoT environment exposes the systems to attacks from different forms. The attacks could be physical, network attacks, sybil attacks, man in the middle attacks and software attacks (Alghazzawi et al., 2021). The existence of multiple IoT attacks have led to a linear surge in the number of vulnerable devices, with more than 70% of IoT devices being vulnerable (Soe et al., 2020). Researchers have established that a majority of attacks targeting IoT devices are botnet-based. This is because most of the IoT devices are unprotected, along the recent advancements in botnet technology, allowing hackers to exploit their vulnerability, particularly their inadequate memory and limited computing resources (Ali et al., 2020). 
Additionally, IoT devices have a lower price, making them more affordable to the general population, hence accelerating their adoption. As the number of IoT devices increases, the inadequate security and standards leaves the devices vulnerable to malicious attackers. Once an attackers infect and compromise an IoT device, Makhdoom at al. (2023) warn that attackers can control the device and use it as a means of infecting and controlling the other devices in the network. When IoT attacks occur, they have negative implications throughout the connected devices. For instance, in 2016, Mirai botnet targeted the Domain Name Server (DNS) of the provider company, Dyn. The botnet exploited different IoT devices and used them to sent millions requests, causing disruptions in major platforms like Twitter, CNN, Netflix and the Internet in general (Affinito, 2023). 
IoT Botnet Detection
The IoT continues to play a major role in today’s interconnected society. The rapid increase in IoT continues to expose individuals and organisations to greater cybersecurity threats. As a result, researchers have focused in identifying ways of detecting botnets in an attempt to enhance the security of IoT systems. For instance, Shareena, Ramdas & AP (2021) propose a ML approach to prevent botnet attacks, especially DDOS attack. The researchers have developed an anomaly-based detection system which employs DL techniques to analyse and learn the behaviour of DDOS attack. The proposed IDS utilises BoT-IoT dataset in training and DNN in the implementation stage. The proposed model achieves an accuracy of 0.94, a comparatively good value. 
A study by Jin et al. (2024) acknowledge that IoT devices have become much closer to users compared to personal computers. With the prevalence of the IoT devices making them more vulnerable to attacks, the researchers see a gap in studies focusing on modelling for attacks for IoT devices in the fifth-generation communication environment. Jin et al. (2024) propose an IoT Targeting-Threat Modelling (I3TM) framework which analyses the botnet attack process against IoT, which permits a prompt response to new attacks. The researchers validate the I3TM framework by analysing the Medusa botnet. The proposed framework serves as a foundational step in detecting botnets and helping secure IoT netwoks. 
Catillo, Pecchia & Villano (2023) consider an IoT-driven cross-device approach, which enables a single IDS model rather than separate models in the different devices in the IoT network. The researchers further adopt a semi-supervised method since it has a wide application in the detection of unanticipated attacks. They undertake a single training of DL network using a normal traffic from the various IoT devices. The results indicate that the model attains a maximum of 0.9997 recall, 1.0 precision, 0.0071 false positive rate and 0.9998 F1 score depending on the particular device. The proposal indicates the application of a more lightweight model which can be employed across different IoT devices with the advantage of adaptability. Lightweight IDS approaches are critical for IoT devices, due to their resource-constrained nature. 
While lightweight approaches like the IoT-driven cross-device approach are optimised for memory and processing efficiency, they suffer in balancing detection accuracy and computational needs. As a result, researchers are proposing a hybrid DL approach for anomaly detection in IoT systems. Such approaches combine the strengths inherent in multiple DL models, each made to address particular aspects of IoT network and botnet behaviour. According to Mutambik (2024), hybrid models like Convolutional Neural Networks (CNNs) - Long Short-Term Memory (LSTM) consider both the spatial and temporal analysis capabilities. CNNs can obtain spatial features from IoT traffic data while LSTMs can get the temporal dependencies, allowing the detection of sequential patterns that resemble botnet activity. The combination of CNNs and LSTMs allowes more feature representation, allowing models to identify complex botnet behaviours, which are common in today’s sophisticated attacks (Alkahtani & Aldhyani, 2021). 
Research Gap
While the existing studies on ML and DL-based IDS focus majorly on accurate detection of botnet behaviour, they tend to overlook the resource and memory constraints of IoT devices. While DL and ML allows IoT devices to improve their detection capabilities, this strains the same devices, making them less effective in detecting the same botnets. Few studies consider the real-time detection abilities of IoT devices without compromising on efficiency of resource use. As a result, this study fills a gap by proposing a more lightweight, yet robust DL-based IDS which can adapt to different IoT environments, allowing it to detect botnets more efficiently, without straining the devices. 

Chapter Three: Research Methodology
Research Methodology 
The research methodology entails an experimental approach to the design and implementation of DL-based IDS for safeguarding IoT devices against botnet attacks. Data will be collected from publicly available datasets like Bot-IoT Dataset and UNSW-NB15 Dataset. Bot-IoT Dataset has real-world IoT network traffic with labelled instances of botnet attacks, making it ideal in identifying the behaviour of the botnets. UNSW-NB15 Dataset allows access to a broader range of data on traffic and attacks, allowing the training of models to identify anomalies. The identifies datasets will allow for a more comprehensive identification of IoT attacks and offer more realistic traffic patterns, which is critical in training the model to be more robust. The data will be pre-processed to make it more useful for the DL model. Data pre-processing techniques like feature selection, normalisation, class balancing and splitting will be critical in making the data more diverse and inclusive. 
The development of the Dl architecture will follow a more lightweight and scalable DL models which can work effectively with resource-constrained IoT network environments. In particular, autoencoders will be explored since it offers an unsupervised anomaly detection approach, which can assist in identifying deviations. LSTM networks will be incorporated to provided the necessary temporal dependencies, permitting a better detection for sequential attacks. Model training will employ optimisation approaches like early stopping and learning rate to minimise overfitting. Hyperparameter tuning will identify the optimal configurations. The system will be evaluated using various metrics including accuracy, precision, recall, and F1-Score. These metrics will identify the effectiveness and reliability of the IDS. 
Expected Outcomes 
The following are the expected outcomes of the developed IDS:
1. The IDS should be lightweight and scalable to reduce on the use of resources while allowing it to be customised into different IoT environments. It is critical for the IDS to be as lightweight as possible since it will run on IoT devices with less computational power and memory.
2. Higher detection accuracy for botnet behaviour. The IDS should be capable of detecting botnets more accurately. It should identify the different botnet families like Mirai and Bashlite with less false positives. This will make the system more applicable in real-world applications, where accuracy detection of botnets can save IoT devices from attacks.
3. The IDS should detect botnets in real-time. The system should analyse the IoT traffic in real-time without burdening the resources available to the devices. 
4. This research proposal is expected to contribute to the body of knowledge on botnets and IoT devices providing a practical approach to the problem
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