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What is a package? 

 In RHEL 8 / CentOS 8, like in all modern linux distributions, software is 

organized in repositories, in the form of packages. 

 what exactly is a package? A package is basically a compressed archive 

which contains the files associated with a specific software, like compiled 

binaries and libraries, plus metadata and instructions about where and how 

those files should be installed on the system, the external dependencies the 

software needs to run correctly and more.  
 RHEL and CentOS uses the rpm package format which was invented by Red 

Hat itself: in this tutorial we will see how to install and manage rpm packages 

on Red Hat Enterprise Linux 8. 

https://linuxconfig.org/how-to-install-rhel-8
https://linuxconfig.org/how-to-install-rhel-8
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RPM: The Red Hat Package Manager and yum 

 
 To ease the management of rpm packages, the rpm package 

manager was created.  

 Although very powerful, it is focused on single packages, so it is not able to 

resolve dependencies.  

 To manage the relationships between packages, and avoid the infamous 
dependency hell, first yum package manager (Yellow Updater Modified) and 

then its evolution, 
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Installing a package with rpm 

 

One of the most basic operations we can perform with rpm is the installation of a 

package.  

 As said before, this will work only if the package has no external dependencies, 

since rpm is not able to manage it.  

 There are basically three ways we can install a package with rpm: they 
correspond respectively to the -i, -U and -F options. 

 
 To install a new package we can run rpm with the -i option (short for --

install).  
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 The syntax is very simple: 

 

 

 
 When we run the command above, the specified package is installed only if not already 

installed on the system. If we try to install an already installed package (gedit in this case), 
we receive an error: 
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 Notice that here for same “package” we mean same exact version.  

 This method of installation is the recommended one to use when performing the 

installation of a new kernel: in such situations, the new kernel will coexist with the 

older one(s), so in case something doesn’t work as expected, it will be possible 

to use them as a fallback. 

 
 Things go differently when we use the -U option, which is the short for --

upgrade. In this case if a package doesn’t already exist in the system, it is 

installed; if a previous version of the package exists, the package is upgraded.  

 This means that after the newer version of the package is installed, the older 

ones are removed.  
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 As we said above, upgrading a fundamental piece of software like the 

kernel in place is highly discouraged: it’s better to be absolutely sure that 

the new kernel works as expected before removing older versions. 

 
 The -F (or –freshen) option does something different. When it is used, only 

already existing packages are updated. If a previous version of package we 

are trying to install doesn’t already exist in our system, it is not installed. 
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Installing a package from a remote location 

 
With rpm is also possible to install a package which is not on our local filesystem.  

 Say for example we want to install a package accessible via the ftp protocol; the 

command to run would be the following: 

 

 

 

 It is also possible to provide an username and a password if authentication is 

required, including such information in the address: 
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 In RHEL 8, software installation is enabled by the new version of the YUM tool 

(YUM v4), which is based on the DNF technology. 

 

 Note 

1.  Upstream documentation identifies the technology as DNF and the tool is 

referred to   as DNF in the upstream. As a result, some output returned by the 

new YUM tool in RHEL 8 mentions DNF. 

 

 Although YUM v4 used in RHEL 8 is based on DNF, it is compatible with YUM 

v3 used in RHEL 7. For software installation, the yum command and most of its 

options work the same way in RHEL 8 as they did in RHEL 7. 
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 Selected yum plug-ins and utilities have been ported to the new DNF back end, 

and can be installed under the same names as in RHEL 7.  

 Packages also provide compatibility symlinks, so the binaries, configuration files, 

and directories can be found in usual locations. 

 

Note that the legacy Python API provided by YUM v3 is no longer available. 

You can migrate your plug-ins and scripts to the new API provided by YUM 
v4 (DNF Python API), which is stable and fully supported.  
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Application streams 
 

 RHEL 8 introduces the concept of Application Streams. Multiple versions of user space 
components are now delivered and updated more frequently than the core operating 
system packages.  

 This provides greater flexibility to customize Red Hat Enterprise Linux without impacting 
the underlying stability of the platform or specific deployments. 

 Components made available as Application Streams can be packaged as modules or RPM 
packages, and are delivered through the AppStream repository in RHEL 8.  

 Each Application Stream has a given life cycle, either the same as RHEL 8 or shorter, more 
suitable to the particular application. Application Streams with a shorter life cycle are 
listed in the Red Hat Enterprise Linux 8 Application Streams Life Cycle page. 

https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
https://access.redhat.com/node/4079021
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Modules are collections of packages representing a logical unit: an application, a 
language stack, a database, or a set of tools. These packages are built, tested, and 
released together. 

Module streams represent versions of the Application Stream components. For 
example, two streams (versions) of the PostgreSQL database server are available in 
the postgresql module: PostgreSQL 10 (the default stream) and PostgreSQL 9.6.  

 Only one module stream can be installed on the system. Different versions can be 
used in separate containers. 

 Detailed module commands are described in the Installing, managing, and removing 
user-space components document. For a list of modules available in AppStream, see 
the Package manifest. 

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_managing_and_removing_user-space_components/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_managing_and_removing_user-space_components/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_managing_and_removing_user-space_components/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_managing_and_removing_user-space_components/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/package_manifest/appstream-repository
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Searching for software packages 
 
 yum allows you to perform a complete set of operations with software packages. 
The following section describes how to use yum to: 
Search for packages. 
1. List packages. 
2. List repositories. 
3. Display information about the packages. 
4. List package groups. 
5. Specify global expressions in yum input. 
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1. Searching packages with YUM 

 

 Use the following procedure to find a package providing a particular application or 

other content. 

 Procedure 

•To search for a package, use: 

 

 

 Replace term with a term related to the package. 

 Note that yum search command returns term matches within the name and 

summary of the packages. This makes the search faster and enables you to  

search for packages you do not know the name of, but for which you know a 

related term. 
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 To include term matches within package descriptions, use: 

 

 

 

 

 

 Replace term with a term you want to search for in a package name, 

summary, or description. 

Note that yum search --all enables a more exhaustive but slower search. 
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 2.Listing packages with YUM 
 
 Use the following procedure to list installed and available packages. 
Procedure 
 To list information on all installed and available packages, use: 

 

•To list all packages installed on your system, use: 

 

 

•To list all packages in all enabled repositories that are available to install, use: 
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3. Listing repositories with YUM 

 

 Use the following procedure to list enabled and disabled repositories. 

Procedure 

•To list all enabled repositories on your system, use: 

# yum repolist 

 

•To list all disabled repositories on your system, use: 

# yum repolist –disabled 

 

•To list both enabled and disabled repositories, use: 

# yum repolist –all 

 

•: 
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4. Displaying package information with YUM 

 

 You can display various types of information about a package using YUM, 

for example version, release, size, loaded plugins, and more.’ 

 

 Procedure 

•To display information about one or more packages, use: 

 

 

Replace package-name with the name of the package. 
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5. Listing package groups with YUM 

 

 Use yum to view installed package groups and filter the listing results. 

Procedure 

•To view the number of installed and available groups, use: 

 

 

•To list all installed and available groups, use: 

 

 

 Note that you can filter the results by appending command line options for 

the yum group list command (--hidden, --available). For more available options 

see the man pages. 
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•To list mandatory and optional packages contained in a particular group, use: 

 

 

 

Replace group-name with the name of the group. 

 

  Installing a package group with YUM 
 The following procedure describes how to install a package group by a group name 

or by a groupID using yum. 
Procedure 
To install a package group by a group name, use: 
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                    Specifying a package name in YUM input 

 

 To optimize the installation and removal process, you can append -n, -na, or -

nevra suffixes to yum install and yum remove commands to explicitly define 

how to parse an argument: 
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•To install a package using its exact name, use: 

# yum install-n name 

Replace name with the exact name of the package. 

 

•To install a package using its exact name and architecture, use: 

# yum install-na name.architecture 

Replace name and architecture with the exact name and architecture of the package. 

 

•To install a package using its exact name, epoch, version, release, and 

architecture, use: 

# yum install-nevra name-epoch:version-release.architecture 

Replace name, epoch, version, release, and architecture with the exact name, epoch, 

version, release, and architecture of the package. 
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Updating software packages 
 

 yum allows you to check if your system has any pending updates. You can list packages 
that need updating and choose to update a single package, multiple packages, or all 
packages at once.  

 If any of the packages you choose to update have dependencies, they are updated as 
well. 

 The following section describes how to use yum to: 
1. Check for updates. 

2. Update a single package. 
3. Update a package group. 

4. Update all packages and their dependencies. 
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1. Checking for updates with YUM 

 

 The following procedure describes how to check the available updates for 

packages installed on your system using yum. 

 Procedure 

•To see which packages installed on your system have available updates, 

use: 

# yum check-update 

 

 The output returns the list of packages and their dependencies that have 

an update available. 
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2. Updating a single package with YUM 

 

 Use the following procedure to update a single package and its dependencies 

using yum. 

 

•To update a package, use: 

                   # yum update package-name 

 

 Replace package-name with the name of the package. 

Important 

When applying updates to kernel, yum always installs a new kernel regardless of 

whether you are using the yum update or yum install command.  
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3. Updating a package group with YUM 

 Use the following procedure to update a group of packages and their 

dependencies using yum. 

  

 Procedure 

•To update a package group, use: 

# yum group update group-name 

Replace group-name with the name of the package group. 
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4. Updating all packages and their dependencies with YUM 

 

 Use the following procedure to update all packages and their 

dependencies using yum. 

 

 Procedure 

 

•To update all packages and their dependencies, use: 

# yum update 
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Installing Packages on RHEL 8 Locally Using ISO 

 Benefits of Using RHEL 8 ISO as a Local Repository 
 Allows you to apply offline patches. 
 You can update your server in critical cases where you don’t have an internet 

connection. 
 Using local repo, you can create an ultra-secure RHEL 8 environment that will 

never be connected to the internet and still be updated with the most frequent 
packages. 

 You can also upgrade the server from RHEL 8.x to RHEL 8.y. 

https://www.tecmint.com/download-rhel-8-for-free/
https://www.tecmint.com/download-rhel-8-for-free/
https://www.tecmint.com/download-rhel-8-for-free/
https://www.tecmint.com/download-rhel-8-for-free/
https://www.tecmint.com/download-rhel-8-for-free/


Chapter 
13 

 
 
 
 

Installing and updating software packages  

 Often, when we want to have a local repository for our RHEL 8 system to install 
packages without internet access for extra safety and using RHEL 8 ISO is the easiest 
way to do that. 

 
 In this guide, we will be showing you how you can configure and use locally 

downloaded RHEL 8 ISO images as a repository for installing packages in RHEL 8 Linux. 
[ You might also like: How to Create Local RHEL 9 Repository ] 
 
 But before that, let’s have a look at what are the advantages of using RHEL 8 ISO as a 

local repository. 

https://www.tecmint.com/create-rhel-9-local-repository/
https://www.tecmint.com/create-rhel-9-local-repository/
https://www.tecmint.com/create-rhel-9-local-repository/
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Installing Packages on RHEL 8 Locally Using ISO 

Step 1: Download RHEL 8 ISO Image 

 You can easily download RHEL 8 ISO file from Red Hat’s official download page. While downloading ISO, make sure 

you avoid boot ISOs as they don’t include packages that are less than 1GB in size. 

Step 2: Mount RHEL 8 DVD ISO 

 Once we are done downloading the ISO file, we have to create a mounting 

point for mounting the recently downloaded ISO file on our system.  

We will be creating a mounting point under the /mnt directory by using the 

given command:  

https://developers.redhat.com/products/rhel/download
https://developers.redhat.com/products/rhel/download
https://developers.redhat.com/products/rhel/download
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Make sure you change the name of the ISO file before mounting or it will bring 
an error! You might be wondering about the warning it gave us while we 
mounted our ISO but don’t worry, we will change permissions in the latter part 
of this guide. 
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While mounting, make sure you change sr0 with your drive name.  

Step 3: Creating Local RHEL 8 Repository 

 

 After mounting RHEL 8 ISO file at /mnt, we need to get a copy of 

the media.repo file and paste it to our system directory located 

at /etc/yum.repos.d/ with the name of rhel8.repo. 
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 As we mentioned earlier, our drive is write-protected. But for our purpose, we have 
to change permissions of rhel8.repo file to 0644 which will allow us to read and 
make changes accordingly. 
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 Once we are done with changing permissions, we have to make some changes 
to make our local repository work. First, let’s open rhel8.repo file by utilizing 
the given command: 

 Clear the default configuration and paste new instructions in the config file as given 
below: 
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The final result config file will look like this: 
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 After configuring the file, we need to clear the YUM cache by using the 
given yum or dnf command: 

or 

 Now, let’s list the enabled repositories on our system by the given command: 

https://www.tecmint.com/20-linux-yum-yellowdog-updater-modified-commands-for-package-mangement/
https://www.tecmint.com/dnf-commands-for-fedora-rpm-package-management/
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So if you went through the process as we mentioned, you will get the output listing two 
additional repositories named “dvd-AppStream” and “dvd-BaseOS” which means we have 
successfully converted our ISO into a local repository. 
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Now, let’s update the repository index by using the given command: 




