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Studies on Artificial Intelligence-Based Intrusion Detection
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Hello everyone,
Today, I am going to present my assignment number 1, which consists of preparing
a critical review of previous studies published in my research field, which is

Information Technology, specializing in cybersecurity.

The objective of this review is to analyze existing research, identify its strengths
and weaknesses, and highlight the gaps that require further scientific investigation.
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1. Introduction to the field

Cybersecurity has become an essential field with global digital transformation. Businesses, governments, and
individuals rely heavily on computer systems, which increases the risks associated with cyberattacks. According to
the report published by IBM, the average global cost of a data breach continues to rise each year, highlighting the
importance of strengthening protection mechanisms.

The main current threats include:

O Ransomware attacks

O Phishing

O Distributed denial-of-service attacks

O Insider threats

In this critical review, I will analyze three main research areas:
1. Artificial intelligence-based intrusion detection

2. Cloud computing security

3. Blockchain-based cybersecurity




2.Studies on Artificial Intelligence-Based D
Intrusion Detection U NIV

Several studies have investigated the use of Machine Learning and Deep Learning to improve intrusion
detection systems.

An important study conducted by Ilan Goodfellow in the field of Deep Learning demonstrated the
effectiveness of neural networks in identifying complex attack patterns.

Key points: Weak points:

Use of large databases of real High dependence on the quality of
attacks training data

High accuracy in threat detection Problem of high false positives

Machine learning capability and Significant computational cost
continuous improvement Vulnerability to adversarial attacks

In addition, some studies have used the KDD Cup 99 dataset, which is outdated and does not reflect modern
threats, limiting the validity of the results.




3.Studies on Cloud Computing Security

With the massive migration to the cloud, the security of cloud environments has become a priority.
Research published by the National Institute of Standards and Technology has proposed risk management
frameworks for cloud environments.

X Weaknesses:

Structured approach to risk management Complexity of implementation in

Clear identification of responsibilities SMEs . o
between supplier and client Lack of experimental studies in real

environments

</ Highlights:

Implementation of international
standards Difficulty in managing internal threats

Some studies remain theoretical and lack large-scale practical evaluation.




4.Studies on blockchain in cybersecurity

/"Blockchain technology is being studied as a potential solution to improve the security of transactions and )

digital identities.
The concept introduced by Satoshi Nakamoto in the Bitcoin white paper: A Peer-to-Peer Electronic Cash

System paved the way for many secure applications.

Highlights: o Weak points:
U Transparency and traceability > Scalability issues
of transactions » High energy consumption

» Potential vulnerabilities in smart

[ Resistance to data tampering
contracts

[ Decentralization

Furthermore, few studies analyze the actual integration of blockchain into existing

infrastructures.
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5.Global comparative analysis

( )

By comparing these studies, several trends can be observed:

First, the majority of research shows promising results in the laboratory, but few are
tested in large-scale real-world environments.

Second, there is a lack of integration between the different solutions. For example, few
studies combine artificial intelligence, cloud, and blockchain in a unified approach.

Third, the 1ssue of the human factor remains insufficiently studied, even though human
error is one of the main causes of security incidents.
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6.1dentified gaps and future directions

g From this critical review, several gaps emerge:

s Lack of recent and realistic datasets

¢ Insufficient experimentation in real-world conditions

¢ Limited consideration of emerging attacks

¢ Lack of hybrid approaches combining multiple technologies

Future research should focus on:

s Improving the robustness of AI models
“*Reducing false positives

¢ Secure integration of multi-cloud environments
¢ Studying human behavior in cybersecurity
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In conclusion, cybersecurity is a constantly evolving field. Existing
studies offer significant advancements, particularly in artificial
intelligence, cloud computing, and blockchain.

However, this research still has methodological and practical
limitations.

This critical review has allowed me to identify current gaps and better
guide my future research work toward more integrated, realistic, and
suitable solutions for modern threats.

Thank you for your attention.
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