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What is social media? 

• Social media is the use of applications or programs 
that a user can use to create and share information, 
forms of expression, opinions, ideas, and so on 
through virtual communities through the global 
internet.

• Users can access social media through web-based 
technology such as a mobile device application.
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• The majority of the social media that the artifacts 
will not be saved to the user system.

• The applications store the data in the service 
provider's cloud, which is a fancy way of saying the 
data will be on the service provider's servers.
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The following is a short description of some popular social media 
applications you make come across during your investigations:

• Facebook: The most extensive social media application with nearly 
2,000,000,000 users. It combines commercial advertisers and 
consumer users with their content. It is easy to use. Users can 
upload images, recorded videos, live videos, and chat via the 
messenger application.

• Instagram: A photo and video sharing social media application. 
Users can share photos and recorded videos and live videos. Users 
can also chat and comment with other users via the app.
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• Snapchat: A video/photo-sharing social media application. Initially,
when a user sent a "snap" after the recipient viewed the image, it
would be deleted from the system. Now, users have the option of
saving "snaps."

• Twitter: Social media application used for news, politics, sports,
entertainment, and so on. Twitter allows 280-character tweets, with
longer tweets being linked in the following messages.

• WhatsApp: A messaging application with the ability to send
pictures/videos.
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• Telegram: is a popular cross-platform messaging app that is
widely used because it offers some enhanced privacy and
encryption features as well as support for large group chat
features.

• Tumblr: A blogging/social networking application. Users can post
pictures/videos to a blog page.

• Tinder: A location-based social media application used as a
dating service. Users "swipe right" or "swipe left" on profiles they
like/dislike. If both parties "like" each other, then they can chat
using the app.
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• The  application of computer investigation and 
analysis techniques to gather evidence from 
online sources suitable for presentation in a 
court law 
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Social media investigators have a variety of strategies for 
collecting and analyzing social media information, such as:

• Manually visiting social media account pages.

• Printing or taking screenshots.

• Downloading copies of photos or files.

• Accessing open source or other software programs to 
collect and preserve information.

• Subpoenaing or obtaining a court order for production of 
additional information and documents.
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Here are tools designed to make your online
investigations more successful and efficient:
• WebPreserver: Collect and preserve social media

evidence in defensible format
• Makeawebsitehub: Identify the latest social media apps

and platforms
• Pipl Search: Find public records, online data, and other

information related to an individual
• TinEye: Use reverse image search to find the source of

an online picture
• TweetBeaver: Use Twitter analytics to understand an

account and identify connections
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• WebPreserver
https://youtu.be/gNLHue6TydM

https://youtu.be/gNLHue6TydM
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• Mobile devices perform an array of functions ranging from
a simple telephony device to those of a personal
computer.

• Designed for mobility, they are compact in size, battery-
powered, and lightweight.

• Most mobile devices have a basic set of comparable
features and capabilities.
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Depending on your phone’s model, the following information might be
stored on it:

• Incoming, outgoing, and missed calls

• Multimedia Message Service (MMS; text messages) and Short Message
Service (SMS) messages

• E-mail accounts

• Instant messaging (IM) logs

• Photos, videos, and music files

• Calendars

• Social media account information

• GPS data
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• Web pages

• address books

• Voice recordings and voicemail

• Access to your home

• Bank account logins
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• Different mobile devices have different technical and
physical characteristics (e.g., size, weight, processor speed,
memory capacity)

• Mobile Devices have a microprocessor, read only memory
(ROM), random access memory (RAM), a radio module, a
digital signal processor, a microphone and speaker, a variety
of hardware keys and interfaces and a liquid crystal display
(LCD).

• The operating system (OS) of a mobile device may be stored
in either NAND or NOR memory while code execution
typically occurs in RAM.
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Phone category Smart Phone features
Processor Superior speed (~1GHz dual-core) 
Memory Superior capacity (~128GB) 
Display Large size color, 16.7 million (~24-bit)
Card Slots MicroSD MicroSDXC
Camera Still, Panoramic, and Video (HD) 
Text Input Numeric Keypad, QWERTY-style keyboard 

Touch Screen, Handwriting Recognition, QWERTY-

style keyboard 
Voice Input None Voice Recognition (Dialing and Control)
Cell Interface Voice and Limited Data Voice and High Speed Data 

(4G LTE)
Positioning GPS receiver GPS receiver
Wireless IrDA, Bluetooth, WiFi, and NFC 
Battery Fixed/Removable, Rechargeable Li-Ion Polymer

Mobile 
Hardware 
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OS Android, BlackBerry OS, iOS, 

Symbian, WebOS and Windows 

Phone 
PIM (Personal Information 

Management) 

Phonebook, Calendar and 

Reminder List
Applications Applications (e.g., games, office 

productivity and social media) 
Call Voice, Video 
Messaging Text, Enhanced Text, Full 

Multimedia Messaging 
Chat Enhanced Instant Messaging
Email Via POP or IMAP Server
Web Direct HTTP

Mobile 
Software
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On State 
• If The device is “On” , do 

Not turn it “OFF” , turning it 
“Off” could activate lockout 
feature.

• Write down all information 
on display (photography, if 
possible)

OFF State
• If the device is “OFF”, 

leave it “OFF”
• Turning it on could 

alter evidence on 
device (same as 
computer 
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• Mobile device should be protected from signal Interruption, data overwriting
• Use signal Containment devices and bags to achieve and maintain network 

isolation  
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• Faraday Bag : prevent any signal from being sent to 
or reaching the mobile phone.

• Signal Disruption Bag/Wireless StrongHold Bag : It 
Prevents any type of signal from reaching mobile 
device.
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• Arson Cans : are mainly used in the mobile
investigative process to prevent someone connected
to the crime from hitting the with a text or email
‘bomb’ that floods the phone’s memory with
message that crowd out all other previous calls from
the log.
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• Aluminum Foil : the mobile devices is wrapped with 
three layers of aluminum foil to prevent an incoming 
signal and making data secure.

• RF-shielded box: it preserve the mobile device against 
radio frequency (RF) inerferences resulting form noisy 
environmen
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• A forensic investigator should not directly work on
the original evidence. He/she should instead
create ta forensic image of the mobile device
obtained at the crime scene

• File carving and forensic analysis is conducted on
forensic image in order to leave the actual
evidence intact
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• Forensic imaging is an accepted standard of every company for
the preservation of mobile-based evidences. The forensic
investigator should not directory work on the actual evidence.

• The investigator need to create image of the mobile internal or
external memory.

• Creating forensic image is difficult since the data may change due
to continuous mobile updates.

• Investigator may copies the content onto separate hard device.
• The image tool such as : FTKImager, EnCase and Smart used to

create forensic image.
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• AccessData FTK Imager is a forensics tool whose main purpose is 
to preview recoverable data from a disk of any kind. It can also 
create perfect copies, called forensic images, of that data. 

• This powerful tool can create forensic images of local hard drives, 
floppy disks, Zip disks, CDs, and DVDs, entire folders, or even of 
individual files from various places within the media storage 
device. 

• The fact that it can export files and folders from the created 
image means that this application can also recover data on its 
own (in some circumstances). 
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• File carving is a process used in computer forensics to extract
data from a disk drive or other storage device without the
assistance of the file system that originality created the file.

• It is a method that recovers files at unallocated space without
any file information and is used to recover data and execute a
digital forensic investigation.

• It also called “carving,” which is a general term for extracting
structured data out of raw data, based on format specific
characteristics present in the structured data.

File carving
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• The IMEI (International Mobile Equipment Identity) is a unique
number to identify GSM, WCDMA, and iDEN mobile phones, as well as
some satellite phones.

• Mostly phone have one IMEI number, but in dual SIM phones are two.
• The IMEI number is a unique 15-digit code that precisely identifies the

device.
• This number is an individual number assigned to each and every phone

all over the world.
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How to find this number:
•Dial *#06# on your keypad and press call or send
button, your IMEI number will be retrieved and
displayed on your screen.
•On the back or bottom of the device or under, IMEI
number can be found printed.
•IMEI numbers can also be printed on the original
packaging of your device.
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• *#06#

• IMEI CHECK - Free Online 
IMEI Number Checker | 
IMEI.info

https://www.imei.info/
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Why would you need to check the IMEI Number?
• The number is useful when you would like to send the device for

service to fill out warranty forms.
• Besides that, if you want to report a stolen or a lost phone at the

police or network operator you should use the IMEI Number as well.
• After that, you can block your phone and it will make the device

unusable, regardless of whether the SIM card is changed or removed.
• What is also really important is that IMEI contains a few secret

information about the product but also sometimes allows you to
locate the smartphone.
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The Structure of an IMEI Number:

First 8 digits of IMEI number are TAC (Type Allocation Code)
which will give you the mobile phone brand and model. Other 7
digits are defined by manufacturer (6 are serial number and 1 is
check digit).
For example a IMEI number: 354230061155201
Here TAC: 354230 | FAC: 06 | SNR: 115520 | CD: 1
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• Service Provider Data contains information such
as call history and text message, including the date
and time.

• It can act as backup evidence when the user
deletes the content from his mobile.

• The mobile forensic investigator should request
the service provider to release data at the time of
incident .
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• This helps investigators pinpoint the exact
location of the mobile device at the time of
the incident in a situation where a user turns
off the Geo location feature in the mobile.

• Investigators should investigate both the
service provider data and the data found on
the mobile phone, to find potential evidence.
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Call Detail Record (CDR): contains information about user activities with the  
mobile phone. 
The service providers records and store this information in their database.

The call data record contains several categories of information such as :
• Call telephone number or numbers
• Name and addresses of the subscribers or registered users
• Date and time of the start and end of the communication
• Telephone service used , e.g. voice, conference call , Short Message Service 

(SMS) Multimedia Service(MMS)
• Location label (Cell ID) at the start and end of the communication 
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SIM Card
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Mobile chips
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ICCID : Integrated Circuit Card IDentification

• Integrated Circuit Card ID (ICCID) is the unique identifier of a 
Subscriber Identity Module (SIM card) on a mobile device.

• ICCIDs are stored in the SIM cards and printed on the SIM card 
body. 

• The ICCID is defined by the ITU-T recommendation E.118 as 
the Primary Account Number. 

• A full ICCID is 19 or 20 characters containing the Industry 
Identifier (ISO), country code, issuer identity, account ID, and 
other data which allows the network operator to identify the 
card.
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19 to 20 digit  
Industry identifier : 89 
Counter code :  94
Issuer identifier 
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What is a SIM cloning?

• SIM cloning is the process in which a legitimate SIM card is 
duplicated. When the cloning is completed, the cloned SIM card’s 
identifying information is transferred onto a separate, secondary 
SIM card. 

• The secondary card can then be used in a different phone while 
having all calls and associated charges attributed to the original 
SIM card.
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• SIM Cloning as attack 

• An attacker gaining physical access to your SIM 
card and then cloning it onto a new SIM card 
controlled by the hacker.

• Once the hacker has a clone of the SIM card, 
they can then use this in a device they control 
to access the victim’s texts, phone calls and 
location data.



Executive Diploma in Cybersecurity

49

How to Clone SIM Card -- Tenorshare

https://www.tenorshare.com/iphone-transfer/clone-sim-card.html#:~:text=%20How%20to%20clone%20SIM%20card%20using%20IMSI,mobile%20device%20and%20turn%20it%20on.%20More%20
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