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[bookmark: _Toc216976183]Abstract

Cloud computing is a fundamental facilitator of the new digital services and it is scalable, flexible and cost effective. Simultaneously, the adoption of clouds extends the attack surface and exposes them to unauthorized access, misconfiguration, credential abuse, insider threats, and lateral movement of resources among the interconnected resources. Previously, the assumptions of perimeter-based security are becoming less and less effective in distributed and dynamic infrastructures in the cloud. Zero Trust Architecture (ZTA) is a solution to these issues as it entails constant validation, least-privilege access, and enforcement on a policy basis. The proposed research is expected to provide an analysis of the drawbacks of existing implementations of Zero Trust in clouds as well as define research gaps and areas of improvement to facilitate the secure and scalable use of the technology. The research is a structured qualitative study that has an extended literature review and comparison. A predicted result is a gap-based synthesis of the literature, the criteria, which should be considered in evaluating adoption of cloud ZTA, and feasible recommendations to enhance the effectiveness in security in relation to the performance and operational overhead.
Keywords: Zero Trust Architecture, Cloud Security, ZTNA, Least Privilege, Micro-segmentation, Continuous Verification.
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[bookmark: _Toc216976185]Introduction
Cloud computing has radically altered the manner in which information systems are constructed, run and expanded by organizations. Public, private and hybrid cloud models are fast in providing services, have the ability to allocate resources in an elastic manner and allow access of applications and data globally. Nevertheless, these advantages present security risks that can be linked to multi-tenancy, shared responsibility, remote access, dynamism and identity and device posture, and changing configuration frequently. Weak identity controls, misconfigured services, exposed APIs, and credential theft have become a significant way through which threat actors can achieve initial access prior to furthering their presence through additional access by lateral movement.
Old methods of perimeter protection involve the protection of a network border, with the belief that once a network user is verified, inner requests are considered more reliable. In current cloud settings, where the resources are spread, identities are federated, and access is achieved through the variety of networks, this assumption does not hold true anymore. The concept of Zero Trust Architecture (ZTA) embraces the assumption of never trust, always verify by implementing policy decisions on a request, which is informed by identity, context, device posture, and risk indicators. This proposal explores the potential of improving cloud security by applying the Zero Trust concepts in addition to overcoming the real constraints that hinder its adoption.
[bookmark: _Toc216976186]Background
[bookmark: _Toc216976187]Zero Trust Architecture Overview
[bookmark: _Toc216976188]Zero trust is an emerging security model, which changes the focus of defenses away to a fixed network boundary to users, assets, and resources. ZTA proposes logical elements that include policy engine, policy administrator and point of policy enforcement to make and enforce access decisions. ZTA is applied in practice by using strong identity management, constant authentication and authorization, segmentation, and constant monitoring and analytics.
Zero Trust in Cloud Environments

Cloud deployment demands security models that address workloads that are elastic, services that are API-driven and are characterized by substantial changes in resource topology. Zero trust approach is especially applicable since access to the cloud are identity-based and policy can be enforced in any of the layers, such as application gateways, service mesh controls, identity-aware proxies, and network segmentation. Although these have their benefits, organizations have come across various challenges in regards to complexity of policy design, integration with existing systems and legacy systems, operational overhead, and impact of performance.

[bookmark: _Toc216976189]Problem Statement

Even despite the popularity of Zero Trust Architecture as an effective strategy to enhance security of the cloud, the use and deployment of it is not an easy task. The existing cloud ZTA solutions are often costly to operate and architecturally cumbersome because they require constant verification, policy enforcing to fine granularities, and multi-layers monitoring. Moreover, organizations have been documented to have performance overhead (e.g. greater latency due to proxy-based enforcement and policy checks), high deployment and management costs, and inability to implement consistent policy when operating in hybrid and multi-cloud environments. Numerous suggestions in the literature focus on individual elements like authentication, micro-segmentation, or ZTNA and do not provide an end-to-end analysis of the scalability and feasibility of working in practice. As a result, there is a gap in the research on finding balanced and cloud-ready ZTA strategies that can improve security without decreasing acceptable performance and tolerable operational complexity.

[bookmark: _Toc216976190]Research Objectives
The objectives that will guide this research proposal are as follows:
1. To examine the weaknesses of using perimeter-based security assumptions in the contemporary cloud environment.
2. To analyze the existing Zero Trust strategies to secure the cloud and define their advantages and limitations.
3. To determine gaps in research in terms of scalability, policy complexity, performance overhead and evidence of real world deployment.
4. To come up with evaluation guidelines of cloud Zero Trust implementation (security effectiveness, scalability, usability, and performance impact).
5. To make a series of recommendations and a plan of adoption of the implementation of Zero Trust in cloud environments.
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This paper is dedicated to the cloud computing environments, such as the public, private, and hybrid deployments. The areas include identity and access management, ZTNA, micro-segmentation, continuous monitoring, and policy enforcement mechanisms. It is confined to the proposal stage in terms of conceptual and literature based analysis and it does not feature any practical implementation or even experimental trial. Nevertheless, the methodology explains the manner in which an empirical assessment can be performed in future based on quantifiable parameters (latency, policy decision time, attack surface reduction indicators, and operational complexity measures).

[bookmark: _Toc216976192]Chapter 2
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[bookmark: _Toc216976194]Foundational Guidance and Reference Architectures
The main ideas and elements, as well as implementation aspects of Zero Trust Architecture, were formalized in NIST Special Publication 800-207, which provides a foundation of research and practice. The document focuses on the aspects of policy decision and enforcement and points to the necessity of the ongoing assessment of identity and context. NIST SP 800-207A is an expansion of this guidance and offers a reference model to implement application-level policies at granularity, as well as to support runtime ZTA requirements in a hybrid and multi-cloud environment.
[bookmark: _Toc216976195]Surveys and Systematic Literature Reviews
Survey and systematic literature review (SLR) studies will bring a general perspective of Zero Trust evolution and barriers to its use. A 2022 survey synthesizing salient ZTA technologies that include identity authentication, access control, and trust evaluation mechanisms (Wiley) puts deficiencies in implementing ZTA technologies in distributed environments. Recent SLR work (MDPI Sensors, 2025) discusses how ZTA has been implemented and evaluated in various areas such as cloud, IoT and healthcare and identifies gaps in the area such as uniform evaluation measures, practical validation and practicality.
[bookmark: _Toc216976196]ZTNA and Identity-Centric Cloud Access
Zero Trust Network Access (ZTNA) is usually positioned as a viable solution to ZTA by restricting access to certain applications rather than to networks as a whole. The recent analysis (arXiv, 2024) refers to the principles and architectures of ZTNA and explains how identity, device posture, and contextual risk are taken into account to make access. ZTNA enhances the exposure reduction, but also creates design issues of the enforcement points, integration with cloud-native identity providers, and user experience.
[bookmark: _Toc216976197]Evidence from Multivocal and Industry-Influenced Studies
Multivocal literature reviews are those that integrate academic and practitioner views and are applicable in the knowledge of operational adoption. A 2024 multivocal review (ScienceDirect) indicates that the adoption of cloud ZTA is affected by the readiness of the organization, governance, and the maturity of the tooling as well as the capabilities of the policy management. These results suggest that the success of ZTA is not exclusively reliant on technical controls but it also hinges on the deployment planning, monitoring maturity and change management.
[bookmark: _Toc216976198]Identified Gaps and Implications for This Proposal
The gaps that can be identified across the literature reviewed are: (1) the paucity of large scale, real-world deployment evaluations; (2) the inconsistency of measuring performance and operational overhead; (3) the non-existence of end-to-end evaluations across hybrid and multi-cloud setups; and (4) methodic consistency between comparing ZTA approaches. These deficiencies are the direct driving force behind the aims of this proposal and the necessity of a framework of structured evaluation and effective recommendations specific to cloud-based settings.

[bookmark: _Toc216976199]Chapter 3
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[bookmark: _Toc216976201]Research Design
The methodology adopted in this research is a qualitative and structured literature based methodology that is appropriate in a research proposal. The qualitative method is chosen as it aids the profound synthesis of the existing frameworks, patterns of implementation, and reported limitations, and does not need the deployment of the system. The methodology has been structured into steps in which it follows a chronological order in order to be able to trace the objectives to the outcomes.
[bookmark: _Toc216976202]Phase 1: Systematic and Structured Literature Review
The initial stage is the gathering and filtering of pertinent research on Zero Trust and cloud security. The key resources are IEEE Xplore, ACM Digital Library, Scopus, SpringerLink, and ScienceDirect, with standards and technical reports (e.g. NIST) as supplements. Inclusion criteria are based on prior research and publications on cloud adoption, ZTNA, policy enforcement, segmentation and operational analysis. Thematic analysis technique will be adopted to identify common themes likely to consist of deployment issues, performance effects, and metrics.
[bookmark: _Toc216976203]Phase 2: Comparative Evaluation and Mapping to Objectives
[bookmark: _Toc216976204]At the second stage, the chosen approaches will be compared with the assistance of the set of evaluation criteria which are unified and relevant to the research goals. These are: (a) security effectiveness (least privilege, reduction of exposure, containment in lateral movement), (b) scalability (policy manageability, consistency of hybrid/ multi-clouds), (c) performance impact (reported latency, reported enforcement overhead) and (d) operational feasibility (integration effort, monitoring requirements, complexity of maintenance). This will be compared by undertaking a systematic mapping of the literature findings to every research objective. Phase 3: Recommendation Development
The third phase synthesizes findings into practical recommendations and an adoption roadmap for cloud ZTA. Recommendations will address policy design strategies, incremental deployment patterns (starting with ZTNA), monitoring and analytics considerations, and methods to reduce overhead (caching policy decisions, risk-based authentication, and enforcing segmentation at appropriate layers).
[bookmark: _Toc216976205]Ethical Considerations
The study is only secondary and does not refer to human subjects or personal information. The ethical issues are the right citation guidelines, not to present the previous work in a false manner, and integrity in the academic field. Where there are practitioner sources, the research will explicitly differentiate evidence that is peer-reviewed and those of industry perspectives.
[bookmark: _Toc216976206]Limitations
One of the main constraints of such a proposal is that implementation and testing have not been done empirically. Results will be based on the literature and the quality of reported evaluation measures. This limitation can be overcome in the future by carrying out controlled experiments or case studies in actual cloud deployments to confirm the recommendations.
[bookmark: _Toc216976207]Expected Outcomes
The anticipated deliverables will be (1) an organized synthesis of Zero Trust strategies to be applied to cloud environments; (2) a gap analysis that shows what remains unclear about the ability to scale and perform adequately and safely; (3) a set of evaluation criteria that can be utilized to compare cloud ZTA strategies; and(4)practical and evidence-based recommendations and a proposed roadmap that will support the ability to scale and operate securely and successfully in cloud environments.
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	Task
	Start Date
	Duration (Days)

	Literature Review
	11/10/2025
	14

	Formulate Research Questions & Objectives Refinement
	25/10/2025
	7

	Develop Evaluation Criteria & Methodology
	01/11/2025
	7

	Screening & Thematic Analysis
	08/11/2025
	14

	Comparative Evaluation & Mapping to Objectives
	22/11/2025
	14

	Drafting Proposal
	06/12/2025
	10

	Revision & Final Submission Preparation
	16/12/2025
	4
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