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Al all alaldl Uy J g¥) Jucaill

dadial) 1.1

L ol i3 Lt g Anad )l 5 il Jady Ao jluiia <Y gad daelaia¥ g nbaBy) daiil) s Jae Yl Ay agis
e SaieY) a5t aes (Kshetri, 2019). 4o sadl slall cail sa asan (8 450 ) e Canpal ) (aal)
gy Wada 5k (S5 il A A5 iSIY) Slaagall 5 phlaadly 3laii Saaa Claad G jeda el il
o e sSa ilS o) g g gif Calitiay il pall 8 A g SIY) Aadai¥) Aedl 5 ULl 4y s s e sleall
(Von Solms & Van Niekerk, 2013).4xls
3oy jacll Alila COLIS) 3 A5 i) Ay (318 8 VL) 5 e slacall L 5l 9385 8 Jilgd) ) shaill gl ]
el 2 san sl Al Boasia g baiae halie 4t ) ) ohaill 13 O e clusugall A SISV 5 da il
VA5 ¢y STV dpaaill 5 ¢ (31 A Cllee 5 Aad) Gl yall 5 A g STV Claagd) A Jialip (Sl
o il (Bada et al., 2019). seine JS& skt A dul jual)l Glasgdll JIE o L 5 ¢ o)
ikl 3 shie cadlud (4035 i (i Lo clusall & Sl cl Y )5S Gaas Jia i)
(ENISA, 2021).)uagill s3¢] Aelall ainl) 5 Al sll 5 ¢« jSuall

S ol yue Ay KUY Hlalaal) 30 Gauad (5 sma s D Lpaal) La ol i€l Canpual ¢ Glall 128 a
Ol 3l dadail y dadizall i) cOlasy ( V) alal) iy ¢ elihial) olSA (i de gile il
(Sharma & Sahay, 45 S Claagll saail) 3.US g 4 I dlanll (5 siusa pd ) 8 Cragasd 3 (il slaall
LS 5 «laagilly sl e 8 a6l A e laladl Anlld) HEY) e 8 sl od Gaels L&2021),
(Ammar et al., 2020) . dapen dyial ol n g 85 Adlainl (e JIE Lliind Jsla a8 5 dyial) cl il
Aiaatia bl 3 dlacy dale dalall Canveal cilins sell dulial) bl s 4add ) J sea¥) dlea Sy 15k
Clani) i) g skt g e g SIY) Hlalaall s la) (3 AiSaa s ) g Jumdly Bpaall L o1 i€ Cala 4088 3 ns
Lepar ] Al ,all 038 (2S5 5 (ISO/IEC, 2018). soaaiall il Angla s canslid ALals  Allad dles bl 5
(e i 5 A5 SV Hlalaall 3 )l 5 aa ) A deddisal) Dpaal) i) e ¢ guall Jaglud ] e g3 S (1
(ENISA, 2021).52cbaiall 41 5 yiSIY) langill dgal sa 8 Glalaiall aon A Lgillad

Dbl e Sl oSl Gt 8 Aaal) L ol 63 Cals g5 Ol alaill g Al ally Al al) J gl
il 5 el o2 (paat die o gall dn) g5 38 Al laaill & Gini LS eled Alaia¥) (3 k5 oA g I
) il Al Hall pda i (Sharma & Sahay, 2021). Gla laall les Jlaa = Aallad) lis jladl)
3oy Allad g 45 ye ST bl yiad g Cilans sk o ddliaal) Gl gall 8N g3 acluy ale
(Bada et al., 2019). 1 ke A8 5 dsus sall drans o Jadlay g Jlae Y1 Ay ) el ) g Ly e 5 SSIY) Ll
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Aoyl A& 2.1

N a8 S IS aalis e 1) deait) e 2yl il il sall slaie ] o ) dasd) ol s

ST A5 S Clangdl Canpal Cus apda G Lils (e (23S a8 4] bl 3L 8

(Von Solms & Van deall dalaiy aleil) ol padll oty IS Lewllal e giig 3y shd g 175k
S lall (s sinnall e ol gmn il ) Eaal sall e daalill jileald) w33 ) IS ool 8 5Niekerk, 2013).

(Bada et al., 2019). e ¢ Do) 485 5 Clicss gl Aans A

4 s S Claagilly sl e 168 )38 ane (8 eSS Gl sall e aaall Lgia Jlad ) 4 8 sal) AISEN )
2y Jadll 3 e 385l dles cullul e gla¥) alane i laalaie Y 1 5k dlgie jSuall CalSH ol 3a0aiall

) ) Sl sall (e LIS 585 LS (ENISA, 2021). 5 shaite i Jsla 35 00 Y asngll & 5
625 La ebaninsall gl aa Jalaall e 4 i) o) oS <l 508y ol 48U Ayl peal yall 5 ¢yl 4yiaY)
(Sharma & us sall (8 Ulad (alaall Alaal) (5 e 5 40 5 SIY) Cilaagl) ) ghali e o (0 5 52l mns 53
Sahay, 2021).

Al e Lgmed Ay sam s Apanl) Al Jglall 8 jlaiinV) CadlSs o las ) dalatie cilans cllia celly ) ddl)
ALl Bt (Ammar et al., 2020). S8l Gl BA3 Gl sall (i yad Adlaial e 3 3 Lo Al
b Uaiaiic el S Slliai Y 553 sm0 W) e (0 5S5 L Glle ) cidan giall 55 praall il sall 3 S
(Kshetri, 2019).4.: 5 Sy Hhalaall 5 )

el Jslaill dla) e Caadl 8 1aa3 Al all o3a A Jiai

T Sy A g yiSIYT lalaall s la) 4 Apaadl L o) S0 (il 5 e Al 5 400 smoall il 51 3508 (500 L
T8 sl (Al 53 (e a Il (b5 JalS JS 4l Jsladl oda (ke o 1gd 508 (e 2al ) ol sall La g

o gally 4 g AN laliiall 3 1) (A ) guall) 4a ) J g2 21
La gl Al

Uy A i g ¢ jaliall CaiSll e adiad Aol Alen) Aalail dayln

Agan) gl e Jabaill Ala gall ) Ayl il Ll g il

Aailal) Aadai¥Vl sl AEdll J glall day 4 graa Aakaiy Jalss

Gl sall ramy Sl D il i) 4a il Canaa G acll

sl (a0 83 gum yall ) 3 ) gl A8 daadd) Ll Huall
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i) a8l gl s Aaall Lis o) 50 a8 5l Aligd) S (s Jond O 35 Y 5508 5 508 (0 (Baas Lsa ey
280 5 sadll o2 bl Jalat) xsi dade Al 50 6l aY Ao Aalall Jray o) ) (Liflisis e S Lgipalal
(ol Llee Jola
(ISO/IEC, 2018).4alads 4108 )1 Led goaal 5 Lgilibn baa o il pall <l 528 ) oy Ly
A Al dzaai 3.1
2 A ) o3a Apan o (sl Ayl Aalaiall 5 A0 grd) Ay el ASLaall A N Jsail) 5 5 8 sl Sl S
50a) 5 Al Ll gl Alen e Cilisns 5all 508 3y a3 8 Aol L 5l 53K il 53 A0 gl Aalal) Aalal) (e
daadidl g il deal je A e cilaaY 35 (ENISA, 2021). dalle 0 435 Sy ki)
daiia 485 Jsla g8 a2 cilaglaall (el (8 Ll Jola o aaiad )55 L dadaiall (8 il 5all plana
Slangill e Suall Cad€l 316 Ha g 185 st o (e 35 ¢ S ladl Jadall el o e Lilaa) 1S3 i
(Sharma & Sahay, 2021).ta ylea Julsi
bl Sl e ) Gy ¢ jall Al sl g Aing 5 pad dual anii L 58 (g Apalall Lghaan] sl 5 i€ LS
(Kshetri, Aalaall Gl sall 28E) 5 dgny pil) dpa goadll Gars @kl (50 dpalle jlad e 38 55 4 la)
Ly Cpania Apaal) A ) glal) eed Sy RS a5y s 23 gl sl il Al all 28 JDA (4052019).
Slo lnssall 3l il lis ae by Loy clgidels (e aa3 gl ac s 31 Jal gall apas 5 ey jall 5 300 graadl Jaal
Al 5 4 e dial Hlidaus
gl yias) Cupanil il pall don 55 A Lgtilinm 5 5 Leanili anludius s dlee dpaa] Jand Al all o (ol IS
Jlae 1 4 )l i) lanim 5 40 el 4 5ala) 05 VA (5 <2030 ASLeall 435 ) il po il Lay 43k
by 8 gin Al Gl (Galll ) slaia e s (ISO/IEC, 2018). ¢ Skeall 485 5 s sall Anans e Lalaall
el e (G Aia gl) ol S, 5y ghai Jalad g Ay 53 gl anvanal 8 peaitiall 5 el ae b o Ailasa
s )

e 5l el

A g SV Shalaall 5 ) Jlae 8 4 ) il 6 ) Aalal) AaaY)

Adaall Gl all 3 gkl AL Al Jla ]| uaald) aaY)

Apad )1 AFD) a5 5 s el 5 0 Y iy Alen 8 Aaalusallll Loclaia¥) draaY!

A g Y laagll g B AAYT Gl s e Aaill) Cadl<all Juls] Jualaiy) Auaay)

2030 425 (e Al ) A salall ad ) 8 A all Clga i ae oflduatl iuY) dsaaY)

) pal) Agad) slagl 22 Jgan
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A2 grd) Jlae W1 Ay A Cile sleall (gl (5 siane (a8 Aglae 5 dpale Laalive sl oad Al jall 28 DA (e g
Sl i) e dd nlaall Hlalaall Gl g Al L 5l 53S0 L e (pa BN (0 U ) 58 (38 Ly A ol 5
(Bada et al., 2019).4w 5% dzale ol e 4
du ) dpaal 4.1
i Al all o3 dgaal () (5l ¢ yad) Alaiall 5 A0 gad) Ayl ASLaall 8 a8l J il 505 ¢ st Jha
503l 5 Aad )1 L goal Alan o il pall 508 3y ja% 8 Laal) La o] 1 ol 5 48K agdl Aalal) dalall 46
doaadiall a5 Gl daal e JA (e cidas 385 (ENISA, 2021). dille 3l 4y 5 Sy ksl
Aadile 435 Jsla 858 ae ) o sbeall (pal (8 Apalii Jla o aaind J) 35 Lo dilaiall (3 Sl sall alans
Slagill e Sl CadSl 310 Ha g 185 st o (K S35 ¢ S bl Jidaill ey o e lilaa) 1S3 i
(Sharma & Sahay, 2021).l yitua Jilsi
il pall e o) G el jall Aaull A dacal 5 ding 3 gad A a8 S (e Aalall Lgaaal i) 0 oSS LS
(Kshetri, dslaall il 5all LA 5 dmy piil) dua seadll Gery @k 052 dpalle cjlad e 38 5 4Ll
Ly Cpanin Apaal) A ) glal) eed Sy (RS pra gy s 23 gt sl ad Al all 238 JNA (5452019).
Sle lusall 8 1l e lia ac by Loy dlgiileld (e aa3 ol ac i 3l ol gall aan 5 e yall 5 400 sad) Janll
Al 5 4 e dial s

el yiaa) Cupanil ilians all dam 53 A Lgtlim 5 Leanilii anlucius s dlee dpaal Jand Al all o (gl IS
Jae Y1 4 ) jaitas) Gl g 4 ) 4 jalal) ad ) A (e ¢2030 ASLaall 435 clallaia e 3lahs Loy i)
Gl A giw il Gl (aldl ) shaia e (ISO/IEC, 2018). ¢ bead) 285 5 Cilisn sall Zaan e Llaall
e Jlae (8 A gl ol KUy gl Jalad 5 A )35 gl a3 Cpeaiitiall 5 (paigall 2o Lo Apaa dilasa

s )

dad) e sil)

Aalal) AaaY) A g ySIY) lalaall 5yl Jlaa 8 A jall il 6 )

Llanll daaaY) Al s all 8 (Gaail] 318 J ) 5 J sl s

daclaiay) dsaaY) Aaad I G 3 a3 g s sall g ) Y1 iy dles 3 A lisall

Lalaiy) il A5 IV Cilaagdl 5 B AY) Eul s e Aasll) callal) Ll

daai) i) Laa ¥ 2030 Ay Cann A ) &y alal) ad ;8 A gall Clga g ae

Al o) Az Ayl 23 Jgan
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A2 grd) Jlae W1 Ay A e sleall (gl (5 siine G 8 Aglee 5 dpale aalie il oad Al Hall 28 DA (g g
Sl i) e el alaall Hlalaall Qi g Al L o) 53S0 ) e (pa BN (0 U ) 58 (38 Ly Al 5
(Bada et al., 2019).4w 5% dzale ol e 4
A pall G294 5.1
DAY Ay g e Ll ol (A Asalall (g il (10 e sane gl ) oda b ddail ad Lo ) TSl
Jiatiy A padl 5 Ag0 ) Sl gall & 4 1Y) jlalaall 3 )la) Aallad g dipaad) L o il (il 53 483121
Lk Lasd mg il 220
b 5l Sl aaaid N Gl all (g A5 S lalaall 5 1) Allad 3 dilan] V2 il 35 8 255 ]
Aol i) e adied ) @l g dpaall
JS A 5 I gl L)y y ol 8 bl Bl s e lidaa) (1Sl i Cads ¢ agy 2
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Abstract

This study aims to analyze the role played by modern technology in enhancing cyber
risk management within Saudi and Arab institutions by examining the extent to
which these institutions adopt advanced technologies such as artificial intelligence
and big data analytics, as well as their ability to effectively detect and respond to
cyber threats. The significance of this study arises from the urgent need to strengthen
cybersecurity measures in organizations to address the increasing complexity of
cyber threats, which can severely impact business continuity and institutional
reputation.

The study adopted the descriptive analytical method, and a comprehensive electronic
guestionnaire was designed and distributed to a sample of 250 employees working in
IT and cybersecurity departments in both public and private institutions of various
sizes. Data were analyzed using descriptive and inferential statistical methods,
including T-tests, one-way ANOVA, and correlation analysis, while data validity was
ensured through normality tests and reliability analysis.

The study results revealed a strong, statistically significant positive correlation
between the level of modern technology adoption and the effectiveness of cyber risk
management. The results also showed significant differences attributed to the
institution size, with larger organizations demonstrating higher efficiency in cyber
risk management compared to small and medium-sized enterprises. Furthermore,
the findings indicated that key challenges hindering effective technology adoption
include human and organizational barriers, such as the lack of qualified personnel
and difficulties integrating advanced solutions with existing systems.

The study recommended developing periodic specialized training plans for
cybersecurity staff, allocating independent budgets for cybersecurity initiatives,
regularly updating security policies, enhancing integration among different
technological systems, and collaborating with national cybersecurity authorities to
achieve comprehensive and effective protection of institutional digital assets and
ensure business continuity in light of growing cyber threats.

Keywords:
Cybersecurity, Cyber Risk Management, Modern Technology, Artificial Intelligence,
Saudi Institutions, Technological Solutions.
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