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Abstract

These days, social media feels like a battlefield of information where truth and lies
collide every second. Fake news doesn’t just confuse people; it spreads like wildfire,
shaping opinions and even influencing what we buy. Beyond personal choices,
misinformation can shake economies and destabilize governments. That’s why
tackling this problem isn’t optional it requires fast, decisive action before it spirals
out of control.

In this project, we focus on using deep learning (DL) and machine learning (ML)
techniques to help detect fake news effectively.
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(1o 1 Chapter 1: Introduction

1.1 Problem Definition

(1) Today, the internet is a big part of our daily lives, and billions of people use social
media to connect and share. Information now moves faster than ever ideas,
conversations, and events can spread across the world in just seconds. For example,
something small that happens in a remote village in Japan can quickly reach people
everywhere through videos, photos, and live updates, making it feel like you’re right
there.

While the constant flow of information has many benefits, it also brings an important
question: How do we know if the news we read is true? And how can we tell the
difference between real reports and fake reports?

These challenges make it clear that we urgently need a good research and smarter
(27 systems to stop the global spread of fake news.

Wrong information doesn’t just confuse people; it can shake entire communities.
Fake news changes how people think, stirs emotions, and slowly eats away at trust.
And when it’s done on purpose, the damage gets worse. Suddenly, people start
questioning the media, doubting the government, and the whole system feels fragile.

Fake news is a serious threat to politics. It doesn’t just spread lies; it shakes the
stability of countries and messes with how decisions are made. Wrong stories and
organized campaigns can flip election results, make people doubt their leaders, and
twist political conversations. Over time, trust in democracy starts to crumble. We’ve
seen it happen in many places: fake news used as a weapon to attack politicians,
disrupt elections, and deepen divisions among people.

Fake news can hit the economy hard. A single false story about a company or market
can send stock prices swinging, damage reputations, and even disrupt supply chains.
Some people exploit this chaos to manipulate markets and make quick profits. In
today’s hyper-connected world, one wrong piece of financial news can ripple across
industries and cause serious trouble.
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Fake news doesn’t just confuse; it tears at the fabric of society. It spreads false
information, reinforces harmful stereotypes, and fuels hate speech and division.
With so many people getting their news from social media, the chances of running
into fake or manipulated content are sky-high. And now, with Al tools like
deepfakes, it’s even harder to tell what’s real and what’s not.

Sports isn’t untouched by fake news. False reports about transfers, match results,
contracts, or internal club issues can stir up fans, put players under pressure, and
create chaos for managers. These rumors spread quickly because fans are deeply
invested; and that passion can distort opinions and even push sports organizations
into making hasty decisions.

These challenges are complex, so I set out to improve how fake news is detected. In
this report, I apply deep learning (DL) and machine learning (ML) techniques to
tackle the problem. I review existing research to understand current methods, spot
gaps, and explain what this thesis aims to solve. I also compare my results with
previous studies, analyzing datasets, feature extraction approaches, model designs,
and evaluation strategies. This comparison offers insights into why some techniques
outperform others in different situations.

This research also explores new deep learning models to improve the accuracy of
detecting and classifying fake news. I test these models, evaluate their performance,
and compare them with existing approaches. The study highlights how well these
models work and offers insights into and recommendations for future research to
advance this field

Finally, this paper examines the broader impact of fake news across politics, the
economy, society, and even sports. It also proposes practical solutions that can scale,
leveraging the latest Al technologies to make a real difference.

1.2 Thesis Objectives

The main goal of this thesis is to evaluate machine learning (ML) and deep
learning (DL) techniques for detecting fake news on the internet and social
media. To achieve this, I focus on several key steps:

e Reviewing current ML and DL approaches used for fake news detection.
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e Testing and comparing different models on publicly available datasets.

e Examining the role of feature extraction and preprocessing in improving
detection accuracy.

e Grouping detection methods based on algorithms, data sources, and
evaluation strategies.

e Identifying major limitations, challenges, and gaps in existing systems.

Through these steps, I aim to contribute to building more robust, accurate, and
reliable fake news detection models for real-world applications.
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2

Chapter 2: Overview

2.1Introduction to FND

Fake news detection means finding news that is wrong or made up. Social media
and online platforms grow so fast now, fake news is everywhere and it changes
what people think and what choices they make. To find fake news, I use machine

learning and deep learning methods to look at the text and decide if it is real or
fake.

52 2.2 Classical Machine Learning Methods

Old machine learning methods like logistic regression, SVM, and random forests
still get used a lot for text tasks like finding fake news. These models need
feature extraction like TF-IDF or Bag-of-Words to change text into numbers.
For example, a fake news system can train a logistic regression model with TF-
IDF features from news articles to learn patterns that show fake stuff. Even if
deep learning is popular now, these old methods still work good when the dataset
1s small and when we need results that are easy to understand.

2.3Deep Learning Approaches

Deep learning methods for finding fake news use neural networks that learn hard
patterns in text by themselves, no need to make features by hand. Old methods
use things like TF-IDF, but these models use word embeddings like Word2Vec
and GloVe, or advanced ones like BERT, to understand meaning better. Models
like CNN and RNN (with LSTM and GRU) look at word order and context. Now
transformer models like BERT, RoBERTa, and XLNet are most popular because
they check both sides of context and give very good accuracy. These models can
be trained again on datasets with real and fake news, so they become very strong
for understanding language.

2.4Quantitative Results Summary

Study Model Key Findings
Mohammad
Anlabhan RNN Accuracy - 99%

7) turnitin
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Study Model Key Findings
Paula Branco
Alok Mishra LSTM Offers strong performance but may lose
Halima Sadia information depending on feature extraction
Paraveshka Random
Forest Accuracy - 79%
Sanchana Ores
Alim AlAyub Naive
B Accuracy — 98%
Ayman Aljarbuh ayes
2.5Conclusion

This thesis looks at using logistic regression with TF-IDF to detect fake news.
The results show the model can separate fake news from real news by finding

patterns in the text.

Logistic regression worked pretty well as a simple model, even without deep
learning. This shows that easy and clear methods can still do a good job for fake
news detection. Steps like cleaning the data and using TF-IDF were really
important to make the model better.

Overall, this thesis shows old machine learning methods are still useful and
practical for fake news detection. In the future, work can try more advanced
models or add new features to make accuracy even better.
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3 Chapter 3: Proposed Approach
3.1 Data Preprocessing Module

I took the dataset from Kaggle, and the raw data had noise, mistakes, and different
formats that needed fixing before training the model. Cleaning the data was really
important to make the fake news detection system work better and give good results.
This step changed the raw text into clean and organized data that works good for
machine learning and deep learning models.

3.2 Text Processing:

Text cleaning has steps to make the data better while keeping the meaning. First, |
remove special characters and fix messy stuff. I also check emojis because they
show feelings in social media and news. Then I do lemmatization so words look
the same but still mean the same. Another step 1s named entity recognition (NER)
to find names of people, places, and organizations since fake news often changes
or makes up these names.

This cleaning helps remove noise, keep the context, and make features stronger so
the fake news detection models work better.
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(1) 4 Chapter 4: Experimental Results and Discussion

This part shows the results of the fake news detection model and how well it works.
We use real datasets with news articles to test if the model can tell real news from
fake news in different settings. The goal is not just to show the numbers but also to
explain what they mean for fighting fake news.

7 4.1 Logistics Regression Model

What is Logistic Regression?
Logistic Regression is a machine learning algorithm for classification.

It is used to answer yes/no questions, such as:
e Fake news or real news?
e Spam or regular email?
e Sick or not sick?
Why is it called regression if it's a classification?
First, it calculates a numerical value, Then, it converts it to a probability between 0
and 1. After that, 1t decides:
(15 e If the probability is > 0.5 — Category 1
e If the probability is < 0.5 — Category 0

How does it work? (Simply put)
It takes numerical data (like TF-IDF for words), multiplies it by weights, sums the
results, and then passes them to a function called Sigmoid. The Sigmoid function
(16 (the real heart) converts any number to a value between 0 and 1.
Example:
e Result = 0.9 — High probability (Fake News)
e Result=0.1 — Low probability (Real News)

Suppose the news item contains the words:

e “Breaking”
e “Government”
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e “Urgent”
The model learns that:
o The word “Urgent” often appears in fake news.
o The word “Government” appears in both.
The model:
o Gives higher weight to the word “Urgent.”
o Summaries the effect.
o Determines the outcome.

Why is Logistic Regression excellent for NLP?
e Fast
Simple
Works well with TF-IDF
Its results are interpretable (we know the weight of each word).

That's why it's often used in (Fake News Detection)

4.2 Model Evaluating

Logistic regression was used to classify texts using a bag-of-words representation.
GridSearchCV was employed to select the best model parameters by testing various
solvers, employing 5-fold cross-validation and classification accuracy as
performance metrics. After identifying the best model, it was used to predict the test
data, its performance was evaluated using standard classification metrics, and
finally, the resulting best parameters were presented.

Figure 1 A Confusion matrix showing the performance of the Logistic Regression model in classifying fake and real news.
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Confusion Matrix for LogisticRegression

True Label
Fake News

Real News

Fake News Real News
Predicted Label

e Figure 2 An Overall performance metrics of the Logistic Regression model, including accuracy, precision, recall, and F1-score
@ for fake news detection.

Model Name:
LogisticRegression
Accuracy: 0.5106
Precision: ©.5108
Recall: 8.5106

F1 Score: 6.5184

° Figure 3 A Classification report showing precision, recall, and F1-score for fake and real news using the Logistic Regression
model.

z'l-_l ‘turnitil’f Page 18 of 22 - Integrity Submission 13 Submission ID  trn:oid:::2945:339370400



zﬂ turnitin Page 19 of 22 - Integrity Submission

Submission ID  trn:oid:::2945:339370400

precision

Fake News 9.51

Real News 8.52
accuracy

macro avg ©.51

weighted avg 9.51

recall fi1-score

8.53
6.49

8.51
8.51

6.52
0.50

6.51
0.51
6.51

support

2058
2162

4166
4160
4166
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12 S5 Chapter 5: Conclusion and Future Work

5.1 Conclusion

This study tested using Logistic Regression with TF-IDF to find fake news. The
results show the model can tell fake news from real news by catching important
patterns in the text.

Logistic Regression worked pretty good as a simple model, even without using deep
learning. This shows that easy and clear methods can still do a good job for detecting
fake news. Cleaning the data and applying TF-IDF was really important to make the
model perform better.

Overall, this study proves that old machine learning techniques are still useful and
(25 ) practical for fake news detection. In the future, research can try more advanced
models or add extra features to improve the accuracy even more.

5.2 Future Work

Based on findings of the study I did, there are a several recommendations is

proposed:

Scientific Recommendations:

(17 e The future studies should be using the advanced machine learning and deep
learning models, for example transformer-based architectures, to find a deeper
contextual and semantic patterns in the news articles.

e Incorporating additional linguistic and metadata features, including source
credibility and temporal patterns, could further enhance model performance.

Practical Recommendations:

e Social Media companies and online platforms firms can adopt lightweight and
interpretable models like Logistic Regression with TF-IDF as a baseline solution
for real-time fake news detection.

e We should focus on making the model clear and easy to understand so people
can trust it and make better decisions.

Research Suggestions:
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e Expand research to include more languages datasets and cross-platform news
sources to improve Adaptability.

e Investigate hybrid approaches combining classical and deep learning techniques
for better accuracy and efficiency.

These recommendations aim to help both researchers and practitioners improve

automated fake news detection models.
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