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¢ The document describes how to obtain valid information by technical means and analyze
the information to locate security risks and threats.

e Data can be collected from network devices or from terminal systems that provide
services. Data monitoring and analysis can reveal network security risks and strengthen the
network. If a security event occurs, data monitoring and analysis help rapidly locate the
threat, and provide support for defense and event investigation.
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ODbjectives

e Upon completion of this course, you will be able to:

0 Describe the technical means of data monitoring and analysis.
0 Describe the data collection process.
0 Use techniques to locate threats.
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Proactive Analysis

e Evaluate network security before attacks occur, rectify the identified issues and strengthen the network.

¢ The following figure shows the security assessment method.

2. Manual
Security audit

assessment
method

4. Questionnaire 3. Penetration
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e Objectives: Use the scanning analysis and assessment tool to determine network security vulnerabilities of target
systems.

e (Contents:

0O Enabled ports

0 Weak passwords

0 SQL injection vulnerability

0 Cross-site scripting (XSS) vulnerability

e Output
O Result generated by the scanner

Penetration Ol Interview

Security scan Manual audit test survey

=B

45 proall daoly
EVERYONE'S SMART UNIVERSITY




Type Name Function

Provides the following functions:

* Uses PING to check whether IP addresses are reachable.

* Checks service types provided by target computers.

* Checks whether target computers in a certain scope are
online and checks the ports of the target computers.

SuperScan

Port scanning

software A network scanning and sniffing toolkit in Linux. Basic functions
include: checking hosts are online, scanning host ports, sniffing
the network services provided, and verifying the operating

nmap system used by the host.
Types
Integrated in Kali Linux to detect the enabled services and
Vulnerability ports, and crack user names and passwords of applications
scanner Sparta | sing a dictionary attack.

An integrated platform to penetrate web applications. It
App scanner | Burp Suite | includes a wide range of tools and relevant interfaces to speed

a' up the attacks on applications.
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SuperScan Usage

e SuperScan is used to scan the web server in a lab environment.

Scan | Host and Service Discovery | Scan Options | Took | Windows Enumerstion | About |

IPs
Hostname P | blog com Y | Stant IP End P Qchnaod'
swe X|[ 0 1 7w anze Cowrt |
2
End P ﬂ[ 10 .1 7 M
Fead IPs hom He .'>|
Ho st nane wvew blog. com 3
TCP 3 L L $3,90,135,139,445,358%
oS 3.1
Total live hosts discovered
Tosal open TCP ports .
Total open UDP ports 2

Perforsing hostnane resolution
Peartforsing banner grabs
TCP bannar grabbing (6 ports)
UDP banner grabbing (2 ports)
Paporting scan results
Scan done

Discovery scan finished: 04/17/718 03:53:33

E
n:llLu..u]mllln!unlunyz:ronon.::uoluonummunu«uuuuunmulnumumm

Saved kg fle Live: | TCP openy: 6 LOP open: 2 1/1 dorwe
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& SuperScan 4.0

Su

00:14

Scan | Host and Service Discovery | Scan Options  Took |WMEM|M|

M=l E3

.I HostnameAP Lookup ICHP Traceroute te 10.1 102 (www . blog =) :J
_DJ Prg Hop 01 10.1 )
Hep 02 ) | )
DI ICMP Traceroute Hep 03 ] \
Hop O4 i »
» I Zorw Tranclex
’I Bulk Resolve Zone Transtes muax 45 donain@dNS_Server_IP e.g¢
.I HTTP HEAD R test.comBlO. 1. 2.9 p—
.I H"p“'nlu st HEAD request *“/* to w log = (1
.I HTTPS GET Request [HTTP/1.1 200 OK
Content ~Length: 689
» I ‘Whos Content ~Type: text/htal
Last-Nodified: Tue, 17 Apr 20149 10:41:5¢ oY
Dl CRSNIC Whess IP Accept-Ranges  bytes
ETag: “e91748043846431:0°
’I ARIN Whos P Server: Microsoft~IIS/7.8
X-Powared-By: ASP_NET
" RIPE Whoa P Date: Tue, 17 Apr 2018 10:49:01 CNY
.l APNIC' WA P Connection: close
Total bytes read
CET request /" te bl s (10.1.7.300)
i o aon oo =
Saved log He Live: | TCP opens: 6 LOP open: 2 1/1 done




Viewing the SuperScan Result

SuperScan Report - 0411718 03:63:19

. ISR
i Mortname { o
¢+ On the Scan tab, click View HTML Result. The SuperScan report 2” E::':E'm&
is displayed e T3 e s
::7 :::):::wl“:;o
'"Il 1o -

Contant-Type tent/htal
Lot Bedifiod Toa 17 Agr 2030 10 41 58 o7

Aeempt-Banger bytes
Perforsing hostnane resolution. . z] e ¢ .
Perforning banner grabs
TCP banner grabbing (6 ports)
UDP banner grabbing (2 ports)
Reporting scan resuics

Server Bioresef- 10T 8
T lesersily AF W1
Pate Ton, 1T Mgr 2000 0 80 25 @Y

"""" Scan done =rrsenss Cotmnetion lone
Cantent-Langth =%
Discovery scan finished: 04/17/710 03:53: 3
- o WP B
L3 1 B AMeens 0
NETIHOS Name Senvice WL Yender
| o | o [ [ e Renas s s s @
1y ! . \ W W Ve
T T ' O e T e T LT T T T T T M 3 B e -
L— O i
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Nmap Usage

e Click Applications > Information Gathering > nmap.
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Viewing the Nmap Scan Result

¢ Collect information about the target system based on the parameter rules of the Nmap tool.

¢ The following figure shows how to scan the TCP ports enabled on the host:

root@kali: ~ e 0
File Edit View Search Terminal Help
# nmap -sT 10.1.7.102

Starting Nmap 7.40 ( https://nmap.org ) at 2018-04-17 19:36 CST
Nmap scan report for ww.blog.com (10.1.7.102)
Host is up (0.00068s latency

Not shown: 988 closed ports

PORT STATE SERVICE

53/tcp open domair

80/tcp open http

135/tcp open msrpc

139/tct open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49157/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 2.03 seconds
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Sparta Usage

e Click Applications > Vulnerability Analysis > sparta.

=B

45 proall daoly
EVERYONE'S SMART UNIVERSITY




Viewing the Sparta Scan Result

¢ On the Sparta page, add the address segment or host address to be scanned. The Sparta
result shows the ports and apps enabled on the target host, as well as the operating
system being used.

SPARTA 1.0.2 (BETA) - untitied - /root/ SPARTA 1.0.2 (BETA) - untitied - /root/
Flle Help File Help
Scan Beute Scan Brute
Hosts Servi«:»| Services Scripts Information Notes nikto (BOAcp) (=)  screenshot (BO/cp) (=) smbenum (¢ Hosts Serwi« » Services Scripts Information Notes nikto (B0Rcp) (-  screenshot (BOMcp) =0 smbenum
Host Status Addresses
0S5  Host Port Protocol State Name Versi 05  Host :
101 10 - Hile 0l My 3. 33 Deta )pen Ports: 16 -
® - Microsaft IS hend 7 ¢ e 18 "
- P Windows RP Filtered Ports: )
. soft Windows netbios-ns (work Operating System
P V w5 j— » Name: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1. Windows Server 2008 R2
=]
a s y - \ |9 Accuracy: 10K
»
Log
Progress ol Host Start time End time
Progress Tool Host Start time End time AT 1851 A 1
[LEREiiseiiiiiniig I 818 ]
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Burp Suite Usage

¢ Burp Suite sends requests to apps and uses payloads to verify vulnerabilities. Burp Suite can effectively
scan the following vulnerabilities:

O Client vulnerabilities: XSS, HTTP header injection, and operation redirection
O Server vulnerabilities: SQL injection, command line injection, and file search
B o e el 7 T Gy T -

Buip uoer Repeater Window el

Y'Wlh“'iwi"‘mlm:LR'“*'ASM"LWW'iCW."iEW;W‘) |

Resu ]lwmlun:cmv: | Ogsons

# 4 Homt URL Status s3ues Reguests Emony nsenon ponts
1 DD Awww ZHaopin com ! 25% complete " 3
2 D Pevarw ZNBOPIN COM iotymap My S0% complete ’ 4 b}
3 DR Swww Thaopn com AUBTINMBC 1 29% compiete 1 2 b}
4 PRIp Awww Zhaopin com motiemobde htryd nahed 4 9 b}
S MAD Pwww ZhaOPN COM s esracindes_ndusty My 75% compiete K n 3
L3 NEC Sevww TNAOPWN roem Antsssiscindss £ My Sruihed 3] : |
7 Mpiwewiaopl  Show details 50 complete 8 - |
0 rOp e Daopd AN ned S0 compiete " Q2 3
o % ' a ’
LU T Scan agan 50% complete r n ]
11 MpAwewaneopl L 25% complete ] " 3
2 mm::: Delete Srished Bom 5% complete © s ]
e i s o
15 Mip Swww haopl " - aatng
15 hap Awww shaopl Yip wating
17 MSp Awww Ihaopin Com TEIATNSU wamng
18 N Awww ZNa0pan com ARerchen waltng
19 hip Swww shaopin com Bangry - ating
20 Mg Swww 2haopin com alany wating
21 N Pww 2haopin com nhenyangy wating

a‘ - *mmm - .m
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Burp Suite Scan Result

e The Results tab page displays the scanned vulnerability details.

£ 8urp Suite .

Burp Inruoer Repealer Wind0ow  Help

queue | Lve scanning | Opons |

» | Mip Aoms haopen com @ Password Beld s sfocomoiets snatied 241 &

* | hiipcc dgreat com * O Password feld  Report selecied issues t

* | hip Ackmap medav com » Source code Om

* | hipsom meaochen 3im youky com » Cross-goman e

* | hiip Fom vamaker com i : Ematl stees] 5.“~°'MO » ® Medum

n Ootete s0teCed 33003 s Low

* | Mip Acpro Dasdu com *» | Povate P 2004

» D Aruserupaate aliyun com | Robots 8 e eninsemndmas | \nformation

* 6 N TN Meda com » | HTML does not specly charset 2] | rr False positve

* ) MOp pv Medav cOMm . User agent Gependent response (2] Restore ongnal value

*  Mp S Nsolk com » . Framealie response (potential Chogacung) (191 v

O "D Pwww Ih0pen com P HIM ssas unoacnoniiad chaonst 1N .
Jmn |

.
~

“ Password field with autocomplete enabled

Msue Password heid with autoc omgiete enabled
Severty Mg h

Confidence Certam

Mot DUPWww IRSOPn Com

24 mstances of Puy 133ue were WSentiBed o e foloming locabons

.
@ 'ORy™mag hery
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Manual Audit

¢ Objectives:

0 Manual audit is a complement to security scan. It requires no software installation on the target system and does not affect the running
status. It is useful for important hosts that do not allow software installation.

e Method:

O Security specialists manually inspect target systems, including the host system, service system, database, network device, and security
device.

0 The following check items may vary according to target systems:

m Latest patch installed or not
m Service minimization principle used or not, and unnecessary services and ports enabled or not
m Firewall configuration policy correct or not

: : Penetration . . Interview
Security scan Manual audit test Questionnaire survey

=B
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Penetration Test

+* A penetration test is carried out as part of an external inspection. This test is an attempt to evaluate the security of
operating systems and network services by safely exploiting vulnerabilities.

¢ The penetration test process is as follows:

« Collect and analyze information

» Make a penetration test solution and preparations

* Report and analyze information

* Implement privilege escalation and penetration

« Study penetration test results

« Create a penetration test report

* Propose security solutions

Y
Y
N
Y
v
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Questionnaire

Security scan Manual audit Penetration test Ir;t::vv;;w
; Operational operation
« Survey audience 1. Doss the network adminietratcr recammand changes o the confguraton o he
network system?
o Network system administrator, security A Yes B No C. Others
2. Are there regular audits and checks on important servers and routers running on the
administrator, technical director, etc. etwork?
A Yes B. No C. Others_
» Survey scope 3. Are the backbone routers srcty using fxed terminals for configuration and
managemaent?
o Service, asset, threat, and vulnerability A Yos B.No C. Others
4. MHas the intrusion detection device running on the network system been selected to
(from the perspective of management) Getnct and contvel aysiem ibsion avens i & faly sarmer?
A Yes B. No C. Others
« Questionnaire style 5. Have you coneidered fubwe 1es0urce and capacty requirsments when designing o

new application system?
o Integrity, specificity, simplicity, and A Yos B.No C. Others
6. Are the administrators of important hosts monitoring the usage of major system

Con S i Ste n cy resources, including processor, main memory, file storage, and communication

system bandwidth?
A Yes B. No C. Others

S50 poat sty 0
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Interview survey

Security scan Manual audit Penetration test Questionnaire Interview

survey

Security Management Interview Record

» Audience [ | Sy | ivestote Sutpct ==
= - . ! T"‘""" Does the company have a systematc, undied socunty strategy?
o Security administrator, technical | fww
= g = - Secunty Is the saecunty policy detalled 1o the collective requrements of sl aspects
director, network system administrator, gl [ PPR——
EtC Secunty Has the secunty policy been developed by a dedicated person for
. K}
StrateqQy mamtenance?
+ Interview topics , | ety | A you revioweng your pushed securty pokcy,chacing and g ot
Strategy wheee f 15 mappropnate or outdated?
o Questionnaire results || ooty | s e comomn st e s socurty oparment o
| Organzabon | workang group responsible for secunty management? ,
o Obtaining management enforcement B T r——————
d eta . I S Organwzabon | the mplemontabion of safoty managemeont in all departments?
| , |

Does the company exphailly require indmiduals 1o be responsdie for the
Secunty
4 safoty of personally-managed assots? Is there a cloar discphnary rule for

a' o Users' opinions and comments —

employees who violate secunty policies and securty procedures”?
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Passive Collection

e When an attack occurs, users must collect data, analyze attack methods and vulnerabilities, and rectify the
situation to minimize the impact.

e Data collection method:
Command

Packet capture

Packet capture software
Port mirroring

Network device log

=
R,
e
O
Q
I
()
1°)
-
18]
Q

Operating system log

=B
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Packet Capture - Commands (1)

e Command to check the OSPF neighbor states

<Switch> debugging ospf event
Apr 12 2018 12:03:16.370.1-05:00 SW3 RM/6/RMDEBUG:
FilelD: 0x7017802d Line: 1136 Level: 0x20
OSPF 1: Nbr 10.1.10.34 Rcv HelloReceived State Down > Init.
Apr 12 2018 12:03:16.380.1-05:00 SW3 RM/6/RMDEBUG:
FilelD: 0x7017802d Line: 1732 Level: 0x20
OSPF 1: Nbr 10.1.10.34 Rcv 2WayReceived State Init > 2Way.
Apr 12 2018 12:03:16.390.1-05:00 SW3 RM/6/RMDEBUG:
FilelD: 0x7017802d Line: 1732 Level: 0x20
OSPF 1: Nbr 10.1.10.34 Rcv AdjOk? State 2Way -> ExStart.
Apr 12 2018 12:03:16.400.1-05:00 SW3 RM/6/RMDEBUG:
FilelD: 0x7017802d Line: 1845 Level: 0x20
OSPF 1: Nbr 10.1.10.34 Rcv NegotiationDone State ExStart -> Exchange.
Apr 12 2018 12:03:16.410.1-05:00 SW3 RM/6/RMDEBUG:
FilelD: 0x7017802d Line: 1957 Level: 0x20
OSPF 1: Nbr 10.1.10.34 Rcv ExchangeDone State Exchange -> Loading.
Apr 12 2018 12:03:16.430.1-05:00 SW3 RM/6/RMDEBUG:

FilelD: 0x7017802d Line: 2359 Level: 0x20
a' OSPF 1: Nbr 10.1.10.34 Rcv LoadingDone State Loading -> Full.
1511 eron)l dooly
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Packet Capture - Commands (2)

e Command to view OSPF packet information

<Switch> debugging ospf packet

Apr 12 2018 12:05:42.930.2-05:00 SW3 RM/6/RMDEBUG: Source Address: 10.1.10.34
Apr 12 2018 12:05:42.930.3-05:00 SW3 RM/6/RMDEBUG: Destination Address: 224.0.0.5
Apr 12 2018 12:05:42.940.1-05:00 SW3 RM/6/RMDEBUG: Ver# 2, Type: 1 (Hello)

Apr 12 2018 12:05:42.940.2-05:00 SW3 RM/6/RMDEBUG: Length: 48, Router: 34.34.34.34
Apr 12 2018 12:05:42.940.3-05:00 SW3 RM/6/RMDEBUG: Area: 0.0.0.0, Chksum: 4dcf
Apr 12 2018 12:05:42.940.4-05:00 SW3 RM/6/RMDEBUG: AuType: 00

Apr 12 2018 12:05:42.940.5-05:00 SW3 RM/6/RMDEBUG: Key(ascu):* *******d

Apr 12 2018 12:05:42.940.6-05:00 SW3 RM/6/RMDEBUG: Net Mask: 255.255.255.0e
Apr 12 2018 12:05:42.940.7-05:00 SW3 RM/6/RMDEBUG: Hello Int: 10, Option: _E_

Apr 12 2018 12:05:42.940.8-05:00 SW3 RM/6/RMDEBUG: Rtr Priority: 1, Dead Int: 40
Apr 12 2018 12:05:42.940.9-05:00 SW3 RM/6/RMDEBUG: DR: 10.1.10.34

Apr 12 2018 12:05:42.940.1-05:00 SW3 RM/6/RMDEBUG: BDR: 10.1.10.33

Apr 12 2018 12:05:42.940.2-05:00 SW3 RM/6/RMDEBUG: # Attached Neighbors: 1

a' Apr 12 2018 12:05:42.940.3-05:00 SW3 RM/6/RMDEBUG: Neighbor: 33.33.33.33

45 proall daoly
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Packet Capture - Tools (1)

e Use the Wireshark to capture packets, and check how OSPF adjacency is formed.

. 101121 01122 Broadcast c e
224005% HusweiTe 7701058
16672 _ wHielic Packet : P¥: Motle Packe
¥7 844 Whe has 1000227 2P Whe has
37844 _ o telio Packet : OSPF: Mello Pachet
37.87% _._IQLM ARF 301 s
37.906 —R Resrigtion : ! O5P% D8 Desore
Q609 o DBDegrigtion ‘ % D8 Doscropteon
42828 o Hitllo Packet P¥: Hollo Poches
47.3% o DADewrigion #5 08 Descrpton
a9 _wtelio Packet . He ot
$2 000 ‘ o tinllc Packet ¥ Melia Pachet
$2.12% —RRDescrigticn F¥ D8 Descrption
51172 o— DB Desgrigion /9% 08 Cwscronon
531 e titlic Packet e ’
$3.2¢ + DBDegrigion % 08 Descrgtoom
$3.234 AS Bequest _ ’ .
$3.234 PU— 1 — % Descrption
$3.266 —hilndate o DSPE: LS Updote
1266 u“ i ’ poate
) 266 ; AS Request ’ P¥ LS Reaves
$3.266 —niDegrigticn ’ Descrgtion
$3.297 : A lpdate : oo o
$3.297 oA Acknowledge .13 Acvaniedpe
$3.297 _e-bblndate . ’ e
$3.328 ~—Aslndate . -
$4.078 AS Acknowledgg. 089%: 1S Adwauiedpe
54,15 S5 Adcowisdge. O3F% LS Acanowiedge
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Packet Capture - Tools (2)

e Use the Wireshark to capture packets, and check OSPF packet information.

45 proall daoly
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M “Locsl Area Comnertion ) N |
Fle fdr View Go Coptwre Anshme Ttatitics Telephony Weeelers Toolr  Melp
- - lavad
An ' ® BERR R« STi3QQan
" fd * Dgeesson.  #
e Tore Source Cwstraton Protocd  Length e »
L1 o. cvvove 8. 1. 01. M 104.0.0.5% oL 7 nello Packet |
2 2.5457 ruseelTe bé:de: 2 Vemare oh:lf ke w @ Fallure '
) 4. 40500 10.1.51.79 o 05 178950600 [PIN, ACK) Seqel Ackel Mine2S6 Lene)l -
4 4 40W Vmsare 81710 brosdcaest v 42 ¥ho Mg 101,110,047 Tell 100000
S 4L a0 MusseiTe bé1deide Vemare b 71 e e 60 1011004 (s ot chifiherdbiderde
.4 o K] Segel Ackedd Mine2Sl Lene))

AQM3) 0.1.11.1: n. e 5 5460217949 (¥

124,005 o e ™ nello Packert
- ff@2::122 n(Pvt 150 Sollcit XID: @xcedca? CID: OOOIOONM 21 425 o005 05000 2090
- 190211113 I Pvé 150 Sollcit XID: Gesebca? CI0: OOOIONNI 21 fA25codesdNtat 3000

19 10, i1
11 13, 000
12 14, 089542

Frome 11 7 bytes on uire (624 bits), 7 bytes captured (624 bits) on Interface @
fthermet 11, Srci Musselle bé:derdc (c8:1fiberbérderic), Dst: IPwimcast 05 (01 :00:5:100:00:8%)
Internet Protocel Versfon 4, Src: 10.1.13.54, Dst: 204.0.0.%
4 Cpen Shortest Path Flrst
¢ OOPF Keader
Version: 2
Aessage Type: Mello Packet (1)
Packet Length: 44
Source OLFF Rouwter: M. M. 8.4
Ares 101 0.0.0.9 (Backbone)
Checksum: @nadd7 [correct)
Aath Type: Wil (9)
Ath Dats (none): SONDDDDROINONN
¢ 05 nello Packet
Network Rask: 295.265.0%%.0
tello Interval [sec): 10
Cptions: & £) External Routing)
Router Priority: L
fouter Desd Interval [sec): &2
Designeted Router: 10.1.00.04
Sackup Desipnated Souter: 2.0.0.0




Port Mirroring

¢ Port mirroring enables a device to copy the packets passing through a mirrored port and send them to a
specified observing port for analysis and monitoring.

Observing port

Monitoring device

Client 1 Client 2 Client 3

=B
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Network Device Log

e The USG6330 firewall is used as an example. It supports logs and reports. When the hard disk is unavailable,
you can only view and export system logs and service logs.

e Hard disk unavailable: e Hard disk available:

Huawei Huawei

wuawer  USGB330 wawe  USGB330

) Log ™ Log
S System Log List > Traffic Log
iy Service Log List "N Threat Log
Ly Alarm Information f’ﬂURL Log
%] Report f8 Content Log
G.L Top Sessions (2 Operation Log
& Session Table f&System Log
@ System Statistics 8 User Activity Log
o Diagnosis Center ™ Policy Matching Log
'Tf.‘ Quintuple Packet Capture 4 Sandbox Detection Log

%2, Quintuple Packet Statistic {53 Mail Filtering Log
a' (& Secunty Posture Awarene ") Report

6153 sl oty ]
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Firewall Log Format

¢ Log formats supported by the firewall:

Format Scenario

Session logs are output in binary format and consume few network
Binary resources. Such logs, however, cannot be viewed on the firewall. You
must export them to a log server.

If the session logs, packetloss logs, and system logs are generated in

ysiog Syslog format, the log information is displayed in text.
NetElow The firewall can also export session logs in NetFlow format to a log
server for the administrator to analyze IP packet flows on the network.
Dataflow Service logs are generated in Dataflow formatso that they can be viewed

on the log server.

=B
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¢ This example uses the USG6000 firewall to describe how to view system logs.

0 Choose Monitor > Log > System Log.

System Log List

a3 Export 2 Retrest

Security Level Log Type Time Log Source Description

L at -
@ Vuning  DOWSLOAD_FA I 4 1p= u
L [Pete, ¥
@ Sarning  DOWSLOAD FAI . .
e "
e 1 Mod
e fis
@

e 4

L P {

e ! 4

e R E_¥ 4 4

@

=B
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Service Logs

¢ This example uses the USG6000 to describe how to view service logs.

0 Choose Monitor > Log > Service Log

Service Log List

" Refresh

i3
i

Log Type Time Log Source Description

“ F¥1 SOIATE 4/ FIREFALLATCK

ing (8 OIATE 4/ FIRENALLATCK 41 AttackType="Syn {1 pttack” t=" " cpu"0", receive terface~"", proto~"1CP" -
"nE 1 ) 2018 MIATE/ 4/ FIREFALLAICE 4 AttackType~"1P 53 f attack’ lot= D receive terface~"CR1/0/1 : ro="UDF
a‘ LS FIREVALLATCK e 05:44 F¥1 WSOIATE 4/FIREWALLATCE (1) [4 AttackType="IP spoof attack”, 2lot*" °, cpu~"0", receive interface~"CE1/0/5 °, prote~"ION
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¢ This example uses the USG6000 to describe how to view alarms.

0 Choose Monitor > Log > Alarm Information.

Alarm Information List

3 Expont 3 Retresh
Security Level Time Alarm Source Description

e ¥ £ 1 F ~
e 4 4/ AR 1.4.1 f

e RF ' P

e 4/ARP_IF A .41 }

L ARF '

e ARS .41 b

e ARF ‘1 ¥

e 4/ ARF | L4.1 IF

® " ARF 4 I¥

e ARS + IP »

L ! I

e 1 3 IP 2
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Operating System Logs

T Server Manager (WIN-AL977HS5346)

e When using Windows: # 3 Roles
+! d; Features
. = 8 Diagnostics
1. Click Start. = [d] Event Viewer
2. Right-click Computer and choose Manage. 5 Sy N W

3. Select System Tools > Event Viewer > Windows Logs N

Windows system logs are classified into:

| | Forwarded Events
+ [ Applications and Services Logs
0 System logs ' Subscriptions
0 Application logs # (N) Performance
. &= Device Manager
0 Security logs @ i} Configuration
+ = Storage
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Windows Log Types

e Windows log types:

Storage Location in
Log Type Function Vista/Win7/Win8/Win10/
Server 2008/Server 2012

Records events generated by operating
system components, including the

System log | breakdown information and data of drivers,
system components, and application

%SystemRoot%\System32\
Winevt\Logs\System.evtx

software.
Application IncIqu es events (mainly ab.out.program %SystemRoot%\System32\
running) recorded by application or system . . s
log orograms Winevt\Logs\Application.evtx

Records system security audit events,
including login logs, object access logs,
Security log | process tracing logs, privilege usage,
account management, policy change, and

%SystemRoot%\System32\
Winevt\Logs\Security.evtx

a' system events.
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Windows Log Storage

¢ To check the location of security logs, choose Properties.
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IServer Manager (WIN-CTOSMOIFLAB)

] Roles
i Features Genenl
E Dragnostics
= [ Evert Viewer .
3) _ Custom W Full Name: Secunty
- Wirdows L
v i Log path: %Sy stemRo o\ System 32\ Winevt\L og s\ Security. evix
-~ Log sie: 1.07 MB(1,118,208 bytes)
i Svitem Created: Monday, May 08, 2017 42221 PM
Forwarded Events
% LD Applications and Services Logs Modified: Monday, Janusry 22, 2018 6:59:01 AM
) Subscripbons
# Q) Performance Accessed: Monday, May 08, 2017 422:27 PM
g2 Device Manager
H1 Configuration [
149 Storage
Mudmum log sae (KB): [ 20430

When maamum event log size (s reached:
(5 Overwrite events a5 needed (oldest events first)
" Archive the log when full, do not overwrite events
™ Do not overwrite events ( Clear logs manually )

Actions
L_
i Open Saved Log
¥ Creste Custom View

Import Custom View

Ceoar Log

¥ Fier Current Log

e e

bed Save AlEvents As

Attach a Tash To thes Log

Evert Properties
] Attach Task To This Evert
Copy »
kel Seve Selected Everts. .,
% Refresh
H e ’




Windows Log and Event Types

¢ Log and event types:

Type Function

Information An event of successful operation of an application, driver, or service

It is neither a direct nor major event, but will lead to potential issues. For
Warning example, if the disk space is insufficient or no printer is found, a "Warning”
event is recorded.

Error events refer to function unavailability and data loss. For example, if a

Error . )
service cannot be loaded as a system boot, an error event is generated.

Successful security audit on access attempts. Success audit events mainly
refer to security logs recording login/logout, object access, privilege use,
Success audit account management, policy change, detailed tracking, directory service
access, and other security events. For example, all successful system logins
are recorded as success audit events.

Failed security audit on login attempts. For example, if a user attempts to
Failure audit access a network drive but fails, this attempt is recorded as a failure audit
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Windows Log Formats

e A Windows log consists of two parts: header field and description field.

Lryweords Date wrd Tevm Sonce Evert 10 | Towh Catogery s
Au Sxcens WILI2010 10 1600 AM Moot Wirndows seoaty sudting 2 Somon Logen p—
AW Sxcens ¥ 10 16 00 AM MOoosft Wirndose sty sultng e Logon
A e WIN0I18 11637 Mrosft Windosns secsty sudtrg 77 Specsl Logon
A wxcwns NISJ0I8 11637 P Moosdt Windosss secsty sultng o2 Logon
At Suxcens NI%2010 1000708 AM Mot Windowes secsty saltrg N Logolt
Al axien 585 Moot Wedosn wosty sultng 4677  Specwl Logen
Ak Scxcess 29SS M Moot Windows ssoaty sultng e Logon
A Sxccews NIN2018 95051 A Moosaft Windows seosty sudtng A5 Logon
st Sxcens NWIN2018 950 51 AM Marowft Windown secsty sudtrg 4T Cradential Yahdatuon -

.l R

Evert 4604 Ma(roioft Wendow) 1e(urty sudting x

Gereryl Irmml
W s count was logged off
e
Secuney D MSrmuns ity wton
Account Name: Adrruraitratos Descnp"on
Accouwnt Domen
Logon In T
Logon Type u
[Thet svert (1 geneested when » b0gon 1e:10n 11 Sestroyed R may be potdiely comelated with & lcgom event uimg e L osgon ID value Logon
1 wre ondy wihigue bedmeen reboots on the 1ame Computer
o9 Name Secuntty
Source Mcrotoft Wndows tecary  Logged WIN910 100037 AM
vent 10: ®)4 Tusk Cotegony: Logott
et Irdormation Veyword: Audt Saccen Header
yer! WA Compuper 3
ode o
tInformation  Eyent Log Ondieme Help
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Abdelrhman Ahmed Refaat:
abdelrhmanahmedrefaat@gmail.com
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