MIDOCEAI

UN[VERSITY'

Storage Technologies
IT403

Prepared by
Dr. Ahmed El-Douh




MIDOCEAI

UNIVERSITY'

[ Lecture 6 }

IT403
Storage Reliability Technologies
Common Advanced Storage Technologies




Objectives

MIDOCEA

UNIVERSITY

-

Upon completion of this module, you will be able to:

o Describe the concepts, principles and types of RAID technologies.

o Describe the principles of RAID 2.0+ technologies.

o Understand the Multipathing technologies of hosts.

o Understand the technologies implemented for ensuring the reliability of hard disk.
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Chapter Outlines

06

Traditional RAID Technologies.

RAID 2.0+ Technologies.

Multipathing Technologies.

Disk Reliability Technologies.
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Traditional RAID Technologies
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Background

= Problems in traditional computer systems must be addressed.

------------------

Instructions "

processed per "
second
PV T——— > 1 million

§ RAM {—— > 100,000

..................

- Disks become the system performance bottleneck.

- Operations on disks are limited, making it impossible to

provide large capacities.

i Data is stored on individual disks, making it impossible
to provide consistent high data reliability.

T
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Traditional RAID Technologies
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What Is RAID?

* Redundant Array of Independent Disks (RAID) combines multiple physical disks into one
logical disk in different ways, for the purposes of read/write performance and data
security improvement.

* Implementations: hardware RAID and software RAID.
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The Basic Concepts and Implementation of RAID
4 )
RAID:Redundant Array of Independent Disks
)
RAID
» Implementation Method:

o Hardware RAID

o Software RAID
\_ /
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The Forms of RAID Data Organization

r

Strip: A contiguously addressable block in the hard drive. It is the smallest unit that can be written with

data in a hard drive and it is the element that forms a stripe.

Stripe: Collection of strips that has the same “location” (or same ID) aligned in multiple hard drives

within the disk array. STRIPE

Strip 1 Strip 2 Strip 3

Strips on a hard drive Strips on a hard drive Strips on a hard drive

_/
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RAID Data Protection Methods

r

» Method 1: Save a copy of the data on another redundant hard drive.

» Method 2: Parity Check Calculation (XOR).

o XOR computation is widely used in digital and computing science.

o 060=0; 0B1=1; 160=1; 1H1=0;

Parity Drive

1

1
———
a ——— 1
E o3 B k-4

XOR Parity Check Creates A Redundant Backup of Data.

1
1]

o XOR computation--If both is equal then it is false, if both is different then it is true.

J
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RAID Technologies

-
Common RAID Levels and Classification Criteria

* RAID levels use different combinations of data organization forms and data

protection techniques.

Consists of block-level striping with
J double distributed parity.

Consists of striping, but m
no mirroring or parity. RAIDO )

1 is implemented.

Common RAID levels

Consists of data mirroring, m
without parity or striping. PR )

5 is implemented.

Consists of byte-level striping m
with dedicated parity. ' )
Consists of block-level striping
with distributed parity.

RAID 0 is implemented after RAID

RAID 0 is implemented atter RAID

J
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The Working Principles of RAID O

Logical Disk

Strips on the Hard Drive  Strips on the Hard Drive

RAID with Data Striping without Error Checking

J
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Data Writing of RAID O

Writes D2, D3,...
Writes D1

Writes DO

.
i Stripe 1

| Stripe0

Logical Disk

J
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Data Reading of RAID 0 >4

S

—

ﬂ Read data block D2, D3...

“ Read data block D1

Read data block DO

Logical Disk

\_ J
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The Working Principles of RAID 1 >4

Mirrored Array/ Disk Mirroring

\_ J
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Data Writing of RAID 1

-

X
W
\/

Write data block D2

Write data block D1
Write data block DO

Logical Disk

v

D2

D1

DO

J
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Data Reading of RAID 1

Reads D2

Reads D1

Reads DO
Logical Disk
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The Working Principles of RAID 3

-

-
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v

DO, D1, D2, D3, D4, D5, D6, D7, D8 ]

—

<

' ‘x v Generates Parity Code
Drive 1 Drive 2 Parity D

Drive
Bosd B o d i f Eoe d
L L oo E s Lol
1 Bl e B B

RAID with Striping and Dedicated Parity Disk

J
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Data Writing of RAID 3

Writes C
Writes B

Writes A

Logical Drive

Mote: When new data to be written is significantly small and only need to be written to 1 or 2 disks, it
will cause BAID 3 “Write Penalty”.

J

www.midocean.ae



Data Reading of RAID 3
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Working Principles of RAID 5 P R
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( oooyp2p3,p405 |
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Data Writing of RAID 5
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Data Reading of RAID 5
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Overview of RAID 6 P S|

4 )
» RAIDG

o Has 2 types of parity options for this RAID type.

o Requires at least N+2(N>2) number of disk to form this array,

commonly used in high data reliability, high availability application

scenarios.
e The common RAID 6 technologies are:

o RAID6P +Q

o RAID6 DP (Double Parity)

\_ J
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Working Principles of RAID 6 P+Q

-

» RAID 6 P+Q calculates 2 different sets of parity data P and Q, when data
is lost, the data can be recovered based on P and Q. The parity

information of P and Q is calculated based on the formula below:

s P=DO0 D1 D2...

o Q=(a@D0)D (BDDI) D (v @ D2)...

J
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Working Principles of RAID 6 DP )
g )

» DP=Double Parity, which is an addition of a diagonal parity disk used to store parity information, which
is added on top of the basis of XOR parity disks used by RAID 4.

»  P0-P3 within the horizontal parity disk are the horizontal data parity information for each disks(Drive1-
4).
o Example: PO=D0 XOR D1 XOR D2 XOR D3
» DPO-DP3 within the diagonal parity disk are the diagonal parity information for data in Drivel-4 and
horizontal parity drive.

o Example: DPO=D0 ¥OR D5 ¥XOR D10 XOR D15

Drive 4 Horizontal Diagonal

Drive 1

\_ J
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Hybrid RAID - RAID 10

-

RAID 10 is a RAID type that combines mirroring and striping by implementing RAID 1
mirroring and then RAID 0. RAID 10 is one of the widely used RAID types.

User data , U1, ]

J
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Hybrid RAID - RAID 50

-

o RAID 50 is the RAID type that combines RAID 5 and RAID 0. The first
level is RAID 5 and the second level is RAID 0.

\/

D2, D3, D6, D7, D10, D11

/rv _______ v

“l____lnsl _____ I o3l |

Physical
Disk 2

RAID 5

A

Physical
Disk 3

Physical
Disk 4

v

Physical
Disk 5
RAID 5

Physical

J
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Development of RAID Technologies

~N

Traditional > LUN > RAID2.0+
RAID

Virtualization

J
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Logical Objects of RAID 2.0+ Software

4 BidcBomain ;

| | Storage Pool
LUMN
CiiVelume T
:l Grain Grain Grain
Extent Extent Extent
P \Zone| 1 \Zone| 1 Zone|
. CKG | " CKG CKG
< S K K
LD LD LD
55D SAS ML-5AS5
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Basic Principles of RAID 2.0+

CKG | Fme-

\_ W,
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Disk Domain

r

» Disk Domain refers to a group of combined disk drives ( can also be all the drives within

the system). These drives capacity are combined with reserved hot spare space and then

provided as a unified storage resource to the storage pool.

____________________________________________________

Physical Disks .’ Disk Domain #1

EQQ@Q OO0
SOCe B SO
000 €0¢9¢,

CSOCC T
COOC B COOe
SOOC VOOe

_____________________________

Storage Tier

. High Performance
Tier

Q Performance Tier
Q Capacity Tier
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Storage Pool & Tier
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Storage Pool is the container for storing storage resources. All the storage space used by

servers are provided by the storage pool.

Storage Tier is the integration of storage media with similar performance within the

storage pool. It is used to manage the storage media with different performances and

makes it easier to provide different storage space based on performance requirements.

Stora Supported
) £ Tier Name _PP Application
Tier Disk Type
High Performance Highest performance and cost, suitable for high
Tier0 _ SSD
Tier frequency data access and data storage.
Medium performance and cost, suitable for medium
Tierl Performance Tier SAS
frequency data access and data storage.
Low performance, low cost and high capacity.
Tier2 Capacity Tier NL-SAS Suitable for large sized data and low frequency data

access and data storage.
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Disk Group (DG)

-

Disk Group consist of the combination or integration of multiple similar types
of hard drives within a Disk Domain.

The types of hard drives includes SSD, SAS and NL-SAS.

J
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Logical Drive (LD)

r

o Logical Drive (LD) is the drive that is managed by the storage system

which corresponds to the physical hard drive.

Disk0 Disk1 Disk2 Disk3

J
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Chunk (CK)
4 )

e Chunk or abbreviated as CK, refers to the fixed size physical storage space that

is divided from the hard drive capacity within the storage pool, and it is the

basic unit for forming RAID.

Chunk Chunk

HDDO HDD1 HDD2 HDD3 HDD4
\_ J
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Chunk Group (CKG)
4 )

e Chunk Group (CKG), is formed from Chunks (CK) of multiple disks from the

same Disk Group (DG). CK is the logical storage unit based on RAID, and it is the

smallest unit for resource allocation in the Storage Pool.

(I CIL ] CILIL] (10
(L] I m = . (LI
0] 1] 1] 0]
OO (I
CIC I ) Disk (LI ]| Disk
CK C 10 1] [ L]
DG DG
\_ )
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Extent
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Extent is the logical storage space of fixed size that is formed using the CKG as
the fundamental unit. The size of extent can be changed, and it is the smallest

unit for hot data analysis and data migration (data migration granularity).

LUN O (Thick)
"1 B | Extent
CKG
1 1
LUN 1 (Thick)
mE R
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Grain
4 )
e In Thin LUN mode, the Extent is further divided into finer and smaller
blocks. These blocks are called Grain. Thin LUN uses Grain for space
allocation. The LBA within the Grain is continuous.
LUN (Thin)
AR N Extent Grain
CKG
1
HE B
g J
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Volume & LUN

r

Volume is the internal management object within a storage system.

LUN is the storage unit that can be directly mapped to host for data read/write.

It is the external representation of Volume.

Server

Volume

www.midocean.ae
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Multipathing Technologies
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Working Principles of Multipathing Technologies
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No Multipathing
Installed

3
L

Multipathing Installed

Host sees 2
physical LUN.

Host only sees 1
LUN.

~N

J
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Integration Method Of Multipathing Software M|DQCEA'|

with the Operating System 3 45
~N

-

» In Windows, Linux and Solaris platform, the layer where the UltraPath driver lies is

shown on the diagram below:

Application
File System

VM

Multipath

SCSI Layer

HBA Driver

W,
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UltraPath Feature - Failover
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‘ Application
@* |@
NARENZ
Path 1 Path 2
Storage
\_ W,
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UltraPath Feature - Failback
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UltraPath will retransmit the 1/0O back to the normal route after detecting that

the normal path has recovered from failure.

There are two methods of path recovery:

o For systems that supports hot plugging technologies ( such as Windows), the broken path between the host and
storage will cause the 5C51 device to be removed, correspondingly when the link has recovered it will trigger the

automatic connection of the SC51 device. In this scenario, UltraPath will detect the path recovery instantly.

o Forsystems that doesn’t support hot plugging technologies (such as AlX, earlier version of Linux), UltraPath
detects path recovery in periodic interval cycle. This means that UltraPath will check the paths in the configured

specific interval of time to see if the path is recovered or not.

W,
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Disk Reliability
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Mechanical Parts

Components of a Hard Disk:

Electrical Parts

Thousands
of lines of
Firmware

codes.

Software

J
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Types of Disk Failures

r

»  TOP 1: UNC ( Uncorrectable) about 60% of the disk errors are caused by bad sectors.

» TOP 2: NPF (No Problem Found) about 12% of the disk errors found no problems after the disk is

returned to factory for analysis.

»  TOP 3: Disks will predict failures before it happens, but the failure detection rate is just 7.69%, most of

the failures are not able to be predicted in advance.

WP 5.13%

SMART
failure, 7.69%

IDNF, 7.69%

Device fault,
8.97%
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Disk Smart Scan & Bad Sector Recovery MIDOCEA| \

UNIVERSITY

e Technical Principle:

Disk Bad Sector Recovery Technology * Characteristics that produces bad sectors: Temporal

Locality, Spatial Locality, Data Decay.

» Storage systems periodically scans all the storage media
to find any hidden errors.

§alolcRalelilclnli B : _ _ _
* Scanning algorithm: cross scanning, dynamic rate
adjustment.
* When the system founds a bad sector, it tries to restore
the data using the redundancy capability of RAID, after it
Q recovers the data, it writes it back to the disk.
* Technical Advantage:

* Detect hidden data safety risks and run recovery actions
to minimize the overall system risks due to faulty drives.

* Increases the disk drives service life and protects the user
investment.

[N |

www.midocean.ae



Smart Online Disk Diagnostics System

|
lalzlelelelelzlelele|e]s
o B2 |8|5|5|5|5|5|5|5|5]|8[n = 3

. D|5k drive will periodically analyze minor disk errors and predict the abnormalities in
the disk head or disk platters.

* When a single abnormality occurs, it will quarantine, diagnose, analyze and do
recovery actions.

s When multiple abnormalities occurs, it guarantines the whaole disk from further usage.

* Power on/foff self test, Smart test, 1O test, Head test, Verify and Disk Self Check
operations, analyze disk fault reasons and degree of the disk faults.

s Bad sector recovery operation, and fix disk faults.
»

» Successful Recovery: connect back to the systemn and continue to provide read fwrite 3
services.

* Failed Recovery: Mo longer connect back to system, disk mark as failed, and initiate
RAID reconstruction.

J
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Disk PreCopy

r

Working Principles of Disk PreCopy

In normal status, disk
status are monitored
in real-time.

When a certain hard
dizk shows symptoms
of failures: Move or

migrate all the data
within that disk to the

hot spare space.

Data Disk

Hot Spare Space

RAID PreCopy

Suspected Hot Spare Space
Faulty Disk

J
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Fast Response to Slow |I/O

r

Fast Response to Slow /0 Technology

!

<

o

RAID in Degraded Mode
with Slow Read I/O
Quickly Responds to
Host.

XOR x[m Bl H

J
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Overview of RAID Reconstruction Technologies
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Traditional
RAID

Zp

RAID2.0+

.:.:’ an ‘mE mEs aE

Traditional RAID

RAID2.0+

Need to manually configure the independent

global or local hot spare disks.

configuration.

Distributed hot spare space, no need for manual

Many to one reconstruction,

reconstructed data are written in sequence to

a single hot spare disk.

where the | Many to many reconstruction, where reconstructed
data in written in parallel to many disk drives.

Hot spot exists and longer reconstruction

time.

Load balancing and short reconstruction time.

~N
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Technical Principles of RAID Reconstruction

r

Traditional RAID Reconstruction
(Many to One)

| |
! _HDDO HDD 5
; hotspare ;
| |
HDD | HDD 6 RAIDS(4+1)
| |
| 0 & 2[3]a].
! |
| |
HDD 2 HDD 7 5
; ;
i _HDD3 HDD 8 |
| |
| |
| |
| _HDD 4 HDD 9
| |
| Hot Sparei
; Disks E
I T e s O s ol el i e S s sl 2 i

RAID2.0+ Reconstruction (Many to Many)

HDD O HDD 5
or[o2[o3 51[52]53
07| 08]09 57158|59] [@0 23[34]43]
HDD | HDD 6 3
N2 6) [62]43
14 16 64| 65]66 HDE
) 18 67| 65169
21]22]23 71[72]73 52 63]74]85]
24|25]26 7417576
27| 28|29 77 78] 7 a7
\
HDD 3 HDD 8 D<€
31 [32][33 HEAES
3435136 848586
[(E&Te7 178159191
HDD 4 HDD 9
3 [42]43 91[92]9%3
aalas| 26| [94]95]96 [ Unused CK
7| 45]%9]| [57195]99 [] Hot Spare
Space

e  Note: The diagram above uses RAID 5 (4+1) as example, the working principles for other RAID type are similar.

J
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