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Abstract

This study aimed to measure the impact of artificial intelligence technologies (computer
vision, machine learning and predictive analytics, and natural language processing) on the
efficiency of security control room performance at the Arab National Bank, in terms of
three main dimensions: response speed (measured by MTTD and MTTR indicators),
analysis accuracy (reducing false alarms and alert fatigue), and the level of regulatory
compliance with the frameworks of the Saudi Central Bank (SAMA) and the National
Cybersecurity Authority (NCA). The study adopted a quantitative descriptive-analytical
approach, using a specifically designed electronic questionnaire distributed to a purposive
sample of (190) participants, including security leaders, Security Operations Center (SOC)
analysts, Al engineers, and information technology experts at the Arab National Bank.
Data were analyzed using SPSS software, and hypotheses were tested using multiple and
simple linear regression analysis, ANOVA, and T-tests. The results showed a statistically
significant positive impact of Al technologies collectively on security control room
performance, explaining 82.1% of the varlance in security performance. Machine learning
and predictive analytics were found to have the greatest impact (f = 0.371), followed by
computer vision (f = 0.328), and then natural language processing (f = 0.301). All security
performance dimensions recorded high levels (overall mean of 4.08 out of 5). The results
also revealed statistically significant differences in estimates attributed to job title and
years of experience, while no differences were found based on educational qualification.
The most prominent challenges facing the bank were: shortage of qualified human cadres
(mean 3.99), high operational costs (4.02), and privacy and ethical challenges (3.94). The
study recommended the widespread adoption of AI technologies across all security
operations centers, the development of continuous training programs for analysts, the
establishment of an internal governance unit to oversee Al ethics, the integration of SOAR
solutions for response automation, and the periodic evaluation of performance indicators.
It also recommended that regulatory bodies issue unified guidelines for AI adoption In the
banking sector and establish a national platform for intelligent threat intelligence sharing.

Keywords: Artificial Intelligence, Security Control Rooms, Security Operations Centers
(SOC), Machine Learning, Computer Vision, Natural Language Processing, Regulatory
Compliance, Arab National Bank, Saudi Vision 2030.
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