FedGNN‑IoT: Federated Graph Neural Networks for Privacy‑Preserving Botnet Intrusion Detection at the Edge

Problem Statement:
The rapid proliferation of Internet of Things (IoT) devices has created a dense, highly interconnected attack surface that is increasingly exploited by botnets for large-scale attacks such as DDoS. Existing intrusion detection solutions based on centralized machine learning and deep learning—while achieving very high accuracy on benchmark datasets like BoT-IoT and N-BaIoT—suffer from several critical limitations. They typically require aggregating raw network traffic or device logs at a central server, which raises serious privacy, regulatory, and trust concerns. In addition, most current methods treat flows or records as independent samples, ignoring the underlying graph structure of IoT ecosystems (devices, gateways, services, and their communication patterns). This limits their ability to detect coordinated, multi-device botnet behavior.
Furthermore, reported performance frequently relies on static, laboratory-curated datasets, lacking substantial evidence of cross-site generalization, resilience to concept drift and adversarial manipulation, or realistic latency and resource limitations at the edge.Collaborative and early-detection approaches partially address timeliness, but they still rely on classical ML models and do not fully leverage distributed learning or relational information across devices. As a result, there is no practical, privacy-preserving intrusion detection framework that (i) operates federated across multiple organizations or edge domains, (ii) models graph-structured IoT communication patterns, and (iii) remains lightweight enough for deployment on resource-constrained edge nodes.
This project, FedGNN IoT, addresses this gap by investigating how Federated Graph Neural Networks (GNNs) can be used for privacy-preserving botnet intrusion detection at the edge. The core problem is to design and evaluate a framework that:
· Learns from distributed IoT traffic and device data without sharing raw data (federated learning),
· Uses graph neural networks to capture structural and relational patterns of botnet activity across devices,
· Meets edge constraints in terms of computation, communication, and latency, and
· Demonstrates robust, generalizable detection performance across heterogeneous sites and evolving attack scenarios.
Research Objectives:
The main goal of this propose is to create a privacy-preserving, federated graph neural network structure (FedGNN-IoT) that can instantly and perfectly recognize botnet attacks at the edges of IoT networks.
1. To use graphs to show how IoT networks work, how devices talk to each other (including gateways), and services that are important for botnet activity.  
2.  To create an intrusion detection system utilizing a Graph Neural Network (GNN) that leverages these graph representations to identify botnet activities with greater precision than conventional, sample-level (non-graph) models.   
3. To create a federated learning protocol that trains the GNN on several edge nodes or sites while keeping raw traffic and device data local to protect privacy and stop central data aggregation.   
4. to come up with lightweight and resource-aware methodologies, such model compression and training/inference methods that operate well on the edge, to make the FedGNN-IoT framework work within the limits of edge and fog devices' memory, processing power, and energy.   
5. To provide the federated GNN architecture with more stability by giving it tools that can handle data distributions that aren't perfect in the real world.   Some of these strategies are dealing with class imbalance and, where they can, adopt training methods that are hard to attack.   
6. To optimize the FedGNN-IoT framework for edge deployment by incorporating model and system-level techniques (e.g., model size reduction, efficient message passing, and batching strategies) and evaluating resource usage in terms of computation time, memory footprint, and energy where possible.





Literature Review:
More and more, botnets are utilizing IoT environments to carry out big attacks like DDoS. They accomplish this with technologies that aren't safe, are all different, and don't have a lot of resources. A lot of work has gone into creating intrusion detection systems (IDS) that employ machine and deep learning to scan network data or malware artifacts. But most of these systems are currently only prototypes in labs, so it's hard to tell how strong and valuable they will be in the real world. 
Several studies utilize deep neural networks for network-centric intrusion detection. Feed-forward DNNs trained on datasets like UNSW Canberra Bot-IoT have shown that simple architectures may find useful patterns by being very good at telling the difference between good and bad traffic. But these models are usually only evaluated on one carefully chosen dataset, so we don't know how well they work when the notion changes, when new devices are added, or when the network is set up in different ways.
Other works directly tackle class imbalance, a common problem in intrusion detection.   One of these strategies is SMOTE-DRNN.  It uses oversampling (SMOTE) and recurrent neural networks to greatly improve the detection of attack types that are less common.  On Bot-IoT, it receives very high ratings for F1, precision, recall, and AUC.   These results are interesting, but I'm worried that the stated performance won't function as well in real-world traffic, which is typically louder and more variable, because they used synthetic oversampling and only one dataset to test.
  More research is being done on new types of architecture and groupings to speed things up and make them more precise. BotIDS and other CNN-based systems treat flow records like pictures and can figure things out in less than a millisecond with almost perfect accuracy. In less than a microsecond, boosted tree-based models can locate items in datasets like N-BaIoT-2021. ELBA-IoT and other ensemble approaches leverage these models. These publications show that it is possible to swiftly find items at the edge or in the fog, but they don't usually talk about the costs of feature extraction, streaming, and the full pipeline delay.
Another worry is how well systems can stand up to aggressive manipulation. Def-IDS and other systems like it use generative adversarial networks to add more data and adversarial retraining to make deep IDS more resistant to changed inputs. This makes them more resilient while keeping their performance on clean traffic. But these solutions are still mostly centralized and don't directly address the privacy and heterogeneity issues that come up in distributed IoT deployments.
In general, current methods do very well on typical benchmarks, but they have certain problems: they don't do enough cross-dataset and cross-site evaluation, they don't fully address class imbalance, they only evaluate latency in a few cases, and they don't pay enough attention to privacy and distributed learning. There are also conceptual conflicts between centralized and collaborative designs, as well as between various detection methods and phases of the attack lifecycle. These restrictions drive the transition to federated, graph-based IDS frameworks like FedGNN IoT, which maintain data locality, represent IoT systems as graphs to identify structural and relational patterns, and incorporate resilience and imbalance management within a privacy-preserving federated training methodology.
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