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1. START WITH NETWORK ANALYSIS 
(Port Scanner using Sockets, Network Traffic) 

2. Wireshark 
(Definition, installation, Display Filters, PCAP File (.pcap)) 

3. Scapy    
(Definition, installation) 

4. Npcap     
(Definition, installation, Reading and writing .pcap, Packets[sending, receiving, 
sniffing], Packets with [ICMP, QoS, ToS, CoS]) 
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Network Traffic or Network Data:  
is the amount of data(packets) moving across a network at any given point of time. 

                                                   

 Traffic volume = Traffic Intensity * Time  
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These are all the information which is sent over along with data packets on a network. It includes 
several information like: 
Time: Time at which packets are captured. 
Source: Source from which the packet originated. 
Destination: The Sink where packets reach finally. 
Protocol: Type of Internet protocol(or set of rules) the packet followed during its journey    
like: TCP, UDP, SMTP, ARP etc. 
Info: The information that packet contains. Generally, the information is encrypted for obvious 
reasons. But in some cases its unencrypted also, but that is rare. 
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 What is a Port Scanner? What is it used for? 
A port scan is a common technique hackers use to discover open doors or weak points in 
a network. A port scan attack helps cyber criminals find open ports and figure out 
whether they are receiving or sending data. It can also reveal whether active security 
devices like firewalls are being used by an organization. 

- The fundamental step to enter a system is to scan the system for opening ports.  
- It is always adviced to close unnecessary ports of your system(server) to avoid 

any mishappening.  
- For a web server port 80 is open by default for HTTP request and response. 
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import socket 

 

t_host = str(input("Enter the host to be scanned: "))  # Target Host, www.example.com 

t_ip = socket.gethostbyname(t_host)  # Resolve t_host to IPv4 address 

 

print(t_ip)  # Print the IP address 

 

while 1: 

    t_port = int(input("Enter the port: "))  # Enter the port to be scanned 

 

    try: 

        sock = socket.socket() 

        res = sock.connect((t_ip, t_port)) 

        print("Port {}: Open".format(t_port)) 

        sock.close() 

    except: 

        print("Port {}: Closed".format(t_port)) 

 

print("Port Scanning complete") 
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 Wireshark is a network packet analyzer. A network packet analyzer presents captured packet 
data in as much detail as possible. 

- Measuring device for examining what„s happening inside a network cable, just like an 
electrician uses a voltmeter for examining what„s happening inside an electric cable (but 
at a higher level, of course). 

- Wireshark is available for free, is open source, and is one of the best packet analyzers 
available today. 

https://www.wireshark.org/ 
https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html 
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Some reasons for using Wireshark: 
 

1) Network administrators use it to troubleshoot network problems. 
2) Network security engineers use it to examine security problems. 
3) Quality assurance (QA) engineers use it to verify network applications. 
4) Developers use it to debug protocol implementations. 
5) People use it to learn network protocol internals. 
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Features provided by Wireshark: 
1) Available for UNIX and Windows. 
2) Capture live packet data from a network interface. 
3) Open files containing packet data captured with tcpdump/WinDump, Wireshark, and many 

other packet capture programs. 
4) Import packets from text files containing hex dumps of packet data. 
5) Display packets with very detailed protocol information. 
6) Save packet data captured. 
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Features: 
7) Export some or all packets in a number of capture file formats. 
8) Filter packets on many criteria. 
9) Search for packets on many criteria. 
10) Colorize packet display based on filters. 
11) Create various statistics. 

12) …​and a lot more! 
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Some things Wireshark does not provide : 
 

1) Wireshark isn„t an intrusion detection system. It will not warn you when someone does 
strange things on your network that he/she isn„t allowed to do. However, if strange things 
happen, Wireshark might help you figure out what is really going on. 
 

2) Wireshark will not manipulate things on the network, it will only “measure” things from it. 
Wireshark doesn„t send packets on the network or do other active things (except domain 
name resolution, but that can be disabled). 
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https://i.pinimg.com/originals/18/92/fe/1892fee1441736b7f5eef640d58e54b7.jpg 
https://unit42.paloaltonetworks.com/using-wireshark-display-filter-expressions/ 

 Wireshark's display filter a bar located right above the column display section. This is where you 
type expressions to filter the frames, IP packets, or TCP segments that Wireshark displays from a 
pcap. 

 Wireshark's display filter uses Boolean expressions, so you can specify values and chain them 
together. The following expressions are commonly used: 
 

Equals: == or eq 
And: && or and 

Or: || (double pipe) or or 
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 Examples of these filter expressions follow: 
 

ip.dst  eq 192.168.10.195 and ip.src == 192.168.10.1 
 

http.request && ip.dst == 192.168.10.195 
 

http.request || http.response 
 

dns.qry.name contains microsoft or dns.qry.name contains windows 
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 What is pcap file? How to open pcap files? 
PCAP file extension - Captured packets 

 The pcap file extension is associated with Wireshark. 
 Wireshark pcap files contain captured data sniffed from network packets. PCAP data file 

format is de facto standard file format used by other network analyzers. 
 Packet capture data can be checked and viewed by applications, which use libpcap or 

Npcap libraries. 
 The pcap files are used to save the captured packets for later use. We can read packets from 

a pcap file and write them to a pcap file using Scapy. 
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 Scapy is a Python program that enables the user to send, sniff and dissect and forge network 
packets. This capability allows construction of tools that can probe, scan or attack networks. 
 

 Scapy is a powerful interactive packet manipulation program: 
- Forge, decode packets of a wide number of protocols, send them on the wire, capture 

them, match requests and replies, and much more.  
- Scanning, tracerouting, probing, unit tests, attacks or network discovery.  

 

 Scapy also performs very well on a lot of other specific tasks that most other tools can„t handle, 
like sending invalid frames, injecting your own 802.11 frames, combining techniques (VLAN 
hopping+ARP cache poisoning, VOIP decoding on WEP encrypted channel, …), etc. 
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https://scapy.readthedocs.io/en/latest/index.html 
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 Scapy is a library made in Python, with its own command line interpreter (CLI), which allows to 
create, modify, send and capture network packets. 
 

 It can be used interactively through the command line interface or as a library by importing it into 
Python programs. It can also run on Linux, Mac OS X and Windows systems. 
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https://santandergto.com/en/guide-using-scapy-with-python/ 
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Packet capture library for Windows (Nmap Packet Capture) 
-       Npcap is the Nmap Project's packet capture (and sending) library for Microsoft Windows.  
- This allows Windows software to capture raw network traffic (including wireless networks, 

wired ethernet, localhost traffic, and many VPNs) using a simple, portable API.  
- Npcap allows for sending raw packets as well.  
- Mac and Linux systems already include the Pcap API, so Npcap allows popular software 

such as Nmap and Wireshark to run on all these platforms (and more) with a single 
codebase.  

- Wireshark uses this library to capture live network data on Windows. 
 

https://npcap.com/ 
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https://nmap.org/
https://www.wireshark.org/
https://npcap.com/
https://npcap.com/
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 check the installation options of an already installed Npcap by reading the registry key: 
 

Cmd          regedit  

 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\npcap\Parameters        
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 You need the following software in order to install Scapy on Windows: 
•Python: Python 2.7.X or 3.4+. After installation, add the Python installation directory and its 
Scripts subdirectory to your PATH.  
•Install scapy library by:  python –m pip install scapy 
•Wireshark           
•Npcap 

 https://www.systemconf.com/2021/05/06/how-to-install-wireshark/ 
 Open a command prompt (cmd.exe) and run Scapy by typing scapy 
 Or, open terminal in PyCharm and run Scapy by typing scapy 

http://www.python.org/
http://www.python.org/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
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from scapy.all import * 

 

packets = rdpcap("2.pcap") 

packets.summary() 

packets.show() 

 

for packet in packets: 

    if packet.haslayer(UDP): 

        print('It is UDP') 
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from scapy.all import * 

 

capture = input("Enter file path of pcap file: ") 

pcap = rdpcap(capture) 

ports = 53 

 

def write(pkt): 

    wrpcap('filtered.pcap', pkt, append=True)  # appends packet to output file 

 

for pkt in pcap: 

    if pkt.haslayer(UDP) and pkt.getlayer(UDP).sport == ports:  # checks for UDP layer 

        write(pkt)  # sends the packet to be written if it meets criteria 

        print('pkt == ', pkt) 

    else: 

        pass 
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 Capture up to 10 packets (or stop with ctrl-c) 

from scapy.all import * 

import sys 

 

pkts = sniff(count=10, iface="Qualcomm Atheros AR9485WB-EG Wireless Network Adapter") 

print(pkts) 

pkts.show() 
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 Send one or more packets at layer three 
send(pkt, inter=0, loop=0, count=1, iface=N) 

 Send one or more packets at layer two 
      sendp(pkt, inter=0, loop=0, count=1, iface=N) 

 Send packets much faster at layer two using tcpreplay 
        sendpfast(pkt, pps=N, mbps=N, loop=0, iface=N) 

Note:  
In Scapy, you have two ways of sending packets. The "layer 3 way", and the  
" layer 2 way”. 
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from scapy.all import * 

import sys 

 

NetInf = "Qualcomm Atheros AR9485WB-EG Wireless Network Adapter" 

pkts = sniff(count=3, iface= NetInf) 

 

send(pkts, inter=0, loop=0, count=1, iface=NetInf) 

send(IP(dst="192.0.2.1")/UDP(dport=53)) 

 

sendp(pkts, inter=0, loop=0, count=2, iface=NetInf) 

sendp(Ether()/IP(dst="192.0.2.1")/UDP(dport=53)) 
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 Send packets and receive replies 
sr(pkt, iface=N) 

srp(pkt, iface=N)   
 Send packets and return only the first reply  

sr1(pkt, inter=0, loop=0, count=1, iface=N), srp1(…) 
 Send packets in a loop and print each reply 

srloop(pkt, timeout=N, count=N), srploop(…)  
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from scapy.all import * 

import sys 

 

a, b = sr(IP(dst="www.google.com") / ICMP()) 

a.show() 

print(a) 

   Note : 
/ is the encapsulation operator. That means ICMP encapsulated in IP. 
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 Scapy allows the setting 
of DSCP or ToS bits in IP 
packets, using the upper 
6 bits of the 8 bit Type 
of Service field. 

from scapy.all import * 

import sys 

 

a = IP(dst="172.0.0.1", tos=184) 

print('a = ', a) 

a.show() 

 

b = IP(dst="172.0.0.1", ttl=(4, 25), id=100, tos=184)/TCP(flags=0x2) 

print('b = ', b) 

b.show() 

 

print(" b.dst= ", b.dst) 
print(" b.ttl= ", b.ttl) 

print(" b.tos= ", b.tos) 
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1) Generate packets with various QoS markings with scapy.  
2) Mimic the markings typical to VoIP phones and verify that the markings remain intact 

on the other end using Wireshark. 
3) There are two QoS values we need to test:  

• IEEE 802.1Q priority marking (class of service, or CoS)  
• IP differentiated services control point (DSCP) field. 
                 (Both of these have a default value of zero). 
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from scapy.all import * 

import sys 

 

a = Dot1Q().display() 

print(a) 

 

IP().display() 

Notes: 
1) An Ethernet frame can only be marked at layer two if 

it has an 802.1Q header.  
2) Packets traveling out an access port or inside the 

untagged native VLAN on a trunk don't receive an 
802.1Q header and thus have no priority field, and 
must rely on layer three QoS markings. 
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from scapy.all import * 

import sys 

 

a = Dot1Q().display() 

print(a) 

 

IP().display() 

Notes: 
3) An Ethernet frame can only be marked at layer two if 

it has an 802.1Q header.  
4) Packets traveling out an access port or inside the 

untagged native VLAN on a trunk don't receive an 
802.1Q header and thus have no priority field, and 
must rely on layer three QoS markings. 



QoS Marking with Scapy (802.1Q header) 
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Notes: 
5) build the packet with an Ethernet header with a specified destination MAC 

address and an 802.1Q header with a VLAN ID and priority (CoS) of five. 

l2 = Ether(dst="00:23:7d:00:d0:a8")/Dot1Q(vlan=10, prio=5) 
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Notes: 
6) DSCP values usually are referring to only the first six bits of an eight-bit field. This 

allows for a decimal value range of 0 through 63. A complete list of DSCP values is 
shown on the QoS cheat sheet (https://packetlife.net/media/library/19/QoS.pdf). 

7) Scapy requires to provide an eight-bit value when setting the field in the packet. 
8) How do we convert our decimal DSCP value of 46 (EF) to an eight-bit value?  

EX: find 46 in binary, add two trailing zeros, and convert it back to decimal. 
46 => 101110 

10111000 => 184 
 

https://www.rapidtables.com/convert/number/binary-to-decimal.html 

https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
https://packetlife.net/media/library/19/QoS.pdf
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Notes: 
9) Set the packet's DSCP field equal to 184 decimal. Scapy displays the DSCP field as 

a hexadecimal value. 

l3 = IP(dst="192.168.0.1", src="192.168.0.2", tos=184) 

print("Layer 3 = ", l3) 

10) Top off the packet with an empty UDP payload and see what it looks like glued 
together. 

l4 = UDP() 

print("Layer 4 = ", l4) 

b = l2/l3/l4 

print("The three Layers = ", b) 
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Notes: 
9) Set the packet's DSCP field equal to 184 decimal. Scapy displays the DSCP field as 

a hexadecimal value. 

l3 = IP(dst="192.168.0.1", src="192.168.0.2", tos=184) 

print("Layer 3 = ", l3) 

10) Top off the packet with an empty UDP payload and see what it looks like glued 
together. 

l4 = UDP() 

print("Layer 4 = ", l4) 

b = l2/l3/l4 

print("The three Layers = ", b) 
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Notes: 
11) Send the packet out on the wire.  

• Remember that since we're working at layer two, we need to use 
the sendp() function, not send(), to transmit our packet.  

• Scapy requires root or administrator privileges to send raw packets. 

12) Use Wireshark to verify that the packet has been marked with the appropriate 
CoS and DSCP values at the receiving end. 

sendp(l2/l3/l4, iface="Qualcomm Atheros AR9485WB-EG Wireless Network Adapter") 
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from scapy.all import * 

import sys 

 

a = Dot1Q().display() 

print(a) 

IP().display() 

 

l2 = Ether(dst="09:10:6c:0b:a0:a0")/Dot1Q(vlan=10, prio=5) 

l3 = IP(dst="192.168.0.1", src="192.168.0.2", tos=128) 

print("Layer 3 = ", l3) 

l2.show() 

l3.show() 

 

l4 = UDP() 

print("Layer 4 = ", l4) 

l4.show() 

 

b = l2/l3/l4 

print("The three Layers = ", b) 

sendp(l2/l3/l4, iface="Qualcomm Atheros AR9485WB-EG Wireless Network Adapter") 
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Q1: Build the packet with an Ethernet header with: 
1) Destination MAC address = 00:23:7d:00:d0:a8 

2) 802.1Q header  
3) VLAN ID: 20 
4) Priority (CoS): 3 
5) DSCP: PHB Class: AF21 

HW1 
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Q2: Screenshot your 
Wireshark using the filter 
as in the figure. 
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from scapy.all import * 

 

Ether().show() 

 

IP().display() 

l3 = IP(dst="www.python.org", tos=104) / ICMP() 

print("Layer 3 = ", l3) 

l3.show() 

send(l3) 

 

def write(pkt): 

    wrpcap('ICMPwriteOnly.pcap', pkt, append=True)  # appends packet to output file 

 

for pkt in l3: 

        write(pkt)  # sends the packet 

        print('pkt == ', pkt) 
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Q2  (a ) :  Use Python Scapy module to generate an ICMP Request with: 
         - ToS value 72 

         - ICMP(id=1, length=256, seq=57) 
         - Destination : www.google.com 
        (b) : send and receive ICMP request and reply by using sr() command. 
        ( c) : write the returned value from sr() command to .pcap file. 
        (d) : open your .pcap file in wireshark and screenshot the wireshark window as the Figure. 
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1) https://networklessons.com/quality-of-service/how-to-configure-queuing-on-cisco-catalyst-
3560-and-3750-switch 

2) https://www.youtube.com/watch?v=VbqIRBgemnM&ab_channel=KevinWallaceTraining%2CLLC 
3) https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/4_0_4_s_v_1_3/qo

s/configuration/guide/n1000v_qos.pdf 
4) https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/4_0_4_s_v_1_3/qo

s/configuration/guide/n1000v_qos/n1000v_qos_2classification.html 
5) http://what-when-how.com/ccnp-ont-exam-certification-guide/qos-implementation-methods-ip-

quality-of-service/ 
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