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03 4 Scanning

* One of the information gathering piece is to
get |IP addresses that both belonged to the
target and that we were authorized to

attack.
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Chapter _
03 Scanning

* Network scanning refers to a set of procedures for
identifying hosts , ports, and services in a network.

* Objectives of network scanning :
* To discover live hosts, IP address, and ports of live hosts
* To discover operating systems
* To discover services running on hosts
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03 live hosts, IP address, and ports of live hosts
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* Determining if a system is alive

* Port scanning the system with Nmap. d1SAll groaldl asoln
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* A ping is a special type of network packet called an Internet Control Message
Protocol (ICMP) packet.

* What s the Internet Control Message Protocol (ICMP)? e .
* The Internet Control Message Protocol (ICMP) is a network layer protocol Dl 1 i o e i i
used by network devices to diagnose network communication issues.
* |ICMP is mainly used to determine whether or not data is reaching its
intended destination in a timely manner.
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alive system

What is ICMP used for?

* The primary purpose of ICMP is for error reporting. d1Sill groadl asols
* A secondary use of ICMP protocol is to perform T A S e 0

network diagnostics; the commonly used terminal
utilities traceroute and ping both operate using ICMP
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Pings work by sending a particular type of

network traffic, called an ICMP echo request ECHO Request
packet, to a specific interface on a computer

or network device. ECHO Reply
If the device (and the attached network card) —

that received the ping packet is turned on and

not restricted from responding, the receiving What is ICMP Protocol ?

machine will respond back to the originating
machine with an echo reply packet.
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Chapter

03 alive system

* Aside from telling us that a host is alive and
accepting traffic, pings provide other valuable
information including the total time it took for the
packet to travel to the target and return.

* Pings also report traffic loss that can be used to

gauge the reliability of a network connection.
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03 alive system

ping target ip

You will need to replace the “target _ip” portion of the command with the
actual IP address or hostname of the machine you are trying to ping.
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alive system

“64 bytes from”. This line is telling us that our ICMP echo

request packet successfully reached the target host and
that the host successfully sent a reply packet back to our
machine.

* The “64 bytes” indicates the size of the response packet.

X root@bt: ~
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alive system
03 .

The “from ord08s05-in-f6.1e100.net (74.125.225.6).”
specifies which hostname (and IP address) responded to
our google.com ping.

* The “icmp_seq=" designates the packet order.
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alive system
03 .

* The “ttl = 128" is the time to live value; this is used to
determine the maximum number of hops the packet
will take before automatically expiring.

* “Time =29.2 ms” is telling you how long the entire trip
took for the packets to travel to and from the target.
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» After stopping the ping command, you will be provided
with an output of statistics including the number of
packets transmitted, packet loss, and a series of time-
based stats
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Test with your self

Using a Windows Ping
To use the built-in ping command in Windows to test connectivity to
another system:

1. Open a command prompt in Windows.

2. Type ping www.microsoft.com.
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alive system

A ping sweep is a series of pings that are automatically sent to a
range of IP addresses, rather than individually entering each target’s
address.

* The simplest way to run a ping sweep is with a tool called FPing.

* FPing is built into Kali and is run from the terminal.

* The tool can also be downloaded for Windows.

fping -a -g 216.58.209.46 216.58.209.200 >hosts.txt

GaNAN opoll dooly
LR L) v

»
s

- .
-

.....
\\\\\\
\\\\\\\\\\
\\\\\




Chapter
03

Jol S geall s =

all law elaly JJ'
aik smmd ;‘N‘

Lo plodl padyg ig'ss

Port scanning the system T




Port scanning the system with
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What Does Port Number Mean?

* A port number is the logical address of each -
application or process that uses a network or the a5l Mﬁ@ob
Internet to communicate. L e o

* A port number uniquely identifies a network-based
application on a computer.

» Each application/program is allocated a 16-bit integer
port number.

 This number is assigned automatically by the OS,

manually by the user or is set as a default for some
popular applications.
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Port scanning the system

What is the difference between an IP address and a
port number?

* An IP address identifies a machine in an IP d15all 8'.'-'“3%&?‘”3
network and is used to determine the e el T ok o
destination of a data packet.

* Port numbers identify a particular application

or service on a system.

Question : what is MAC address?
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Port scanning the system
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* There are 65,535 port numbers, but not all are used every
day. &

* Restricted port numbers or well-known port numbers are a5l Mﬁ@ob
reserved by prominent companies and range from 0 to 1023. e

* Those who want to register a specific port number can
choose from 1024 to 49151. Software companies typically
register these port numbers

* Dynamic or private ports ranging from 49152 to 65535 are
available for anyone to use.
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Port scanning the system
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| M d15a11 graalli@sols

Well-Known Ports 0-1023
NN Registered Ports 1024-49151
NN Dynamic Ports 49152-65535
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Port scanning the system: well-know
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n FTP-data File Transfer Protocol data transfer

File Transfer Protocol (FTP) control connection

dai8all
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SSH Secure Shell, secure logins, file transfers (scp, sftp), and port forwarding e Bl el S it B
Telnet Telnet protocol—unencrypted text communications

SMTP Simple Mail Transfer Protocol, used for email routing between mail servers

DNS Domain Name System name resolver

Hypertext Transfer Protocol (HTTP) uses TCP in versions 1.x and 2.
HTTP HTTP/3 uses QUIC, a transport protocol on top of UDP

Kerberos Network authentication system

Hypertext Transfer Protocol Secure (HTTPS) uses TCP in versions 1.x and 2.
HTTPS (HTTP over SSL) HTTP/3 uses QUIC, a transport protocol on top of UDP. -
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Port scanning the system: registered
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m OpenVPN OpenVPN

Cisco VQP Cisco VLAN Query Protocol (VQP) o 5 .}.I | 8.‘_-“?-" , anob
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Oracle database listening for insecure client maoal clig A T PETY

Oracle DB connections to the listener, replaces port 1521

Oracle database listening for SSL client
)10 Oracle DB connections to the listener

Symantec AV Symantec System Center agent (SSC-AGENT)
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Port scanning the system

When we conduct a port scan, our tool will literally create a

packet and send it to each designated port on the machine. d15ill M‘aﬂob

* The goal is to determine what kind of a response we get T Al S ek o
from the target port.

» Different types of port scans can produce different results.
* |tisimportant to understand the type of scan you are
running as well as the expected output of that scan.
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Port scanning the system with Nmap

* Nmap is a free, open source tool that quickly
and efficiently performs ping sweeps, port
scanning, service identification, IP address
detection, and operating system detection.
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* Nmap has the benefit of scanning a large
number of machines in a single session.

* It’s supported by many operating systems,
including Unix, Windows, and Linux.
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Port scanning the system with Nmap

* The state of the port as determined by an nmap scan
can be open, filtered, or unfiltered.

* Open means that the target machine accepts incoming |
request on that port. 2 e e 5 i

* Filtered means a firewall or network filter is screening

the port and preventing nmap from discovering
whether it’s open.

* Unfiltered mean the port is determined to be closed,

and no firewall or filter is interfering with the nmap
requests.
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Port scanning the system with Nmap

nmap <Scan Type> <Option> <Target Specification> &..l.ﬁi.ll &I_.n:\-" aﬂDb
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Port scanning the system with Nmap

* Nmap has server scan types such as :

& TCP sean
* UDP scan
* Specific port scan

Gan i pponll ooy
LR L 1 v




Port scanning the system with Nmap

TCP scan

* The first scan we will look at is called the TCP
Connect scan.

* This scan is often considered the most basic
and stable of all the port scans because Nmap
attempts to complete the three-way
handshake on each port specified in the
Nmap command.

=8

GaNAN opoll dooly
LR L) v




Chapter | |
03 Port scanning the system

* What is TCP protocol?

Application [l

. i s : . B
TCP stands for Transmission Control Protocol. It is a Presentation  [Qpemrestmmem

transport layer protocol that facilitates the transmission

> 2 5 . S : + Synch & send to port
of packets from source to destination. It is a connection- ESSI0N  [e—
oriented protocol that means it establishes the g
connection prior to the communication that occurs ransport

between the computing devices in a network. This
protocol is used with an IP protocol, so together, they are
referred to as a TCP/IP.

o Packels
o 1P, KM, IPSec, IGMP

Physical :xdn:rmmw
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Port scanning the system with Nmap

 TCP connect scan detects when a port is open
by completing the three-way handshake.

INnitiator Responder
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Port scanning the system with Nmap

Port is open

* The client sends a single SYN packet to the server
on the appropriate port

* If the port is open then the server responds with
a SYN/ACK packet

* The client sends the RST packet to close the Port is closed
initiation before a connection can ever be
established

* If the server responds with an RST packet then Bil shela
the remote port is in the closed state
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Port scanning the system with Nmap

* nmap <target |[p Address>

* Nmap is very simple to use, this would return us the ports
that are opened upon the target host

* Lets test with google IP address

* |f you do not specify a specific port range, Nmap will scan

the 1000 most common ports.
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216.58.209.46
Starting Nmap 7.93 ( https://nmap.org ) at 2023-02-12 18:15 EST
Nmap scan report for mil@7s12-in-f14.1el100.net (216.58.209.46)
Host is up (0.088s latency).
Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE
25/tcp open smtp
80/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned 1in 13.04 seconds




Port scanning the system with Nmap
~ v X root@bt: ~

File Edit View Terminal Help
root@bt:~# nmap -sT -p- -Pn 192.168.18.132

Starting Nmap 6.01 ( http://nmap.org ) at 2013-02-17 14:42 EST

" ' [
-sT” is used to run a scan type Nmap scan report for 192.168.18.132
of TCP Connect. Host 1is up (0.00042s latency).
e, Not shown: 65522 closed ports
We use the “-p-” to tell Nmap PORT STATE SERVICE
to scan all the ports not just 21/tcp open ftp
22/tcp open ssh
the defal.“t 1090 23/tcp open telnet
“-Pn” switch will cause Nmap 25/tcp open smtp
to disable host discovery and 53/tcp  open domain
80/tcp open http
force the tool to scan every 139/tcp open netbios-ssn
system as if it were alive. 445/tcp open microsoft-ds

3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgresql
8009/tcp open ajpl3
8180/tcp open unknown

a Nmap done: 1 IP address (1 host up) scanned in 1.35 seconds
root@bt:~#
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Port scanning the system with Nmap

OS] & TCP/IP Protocol-Stacks and Protocols

UDP scan Wr G WTTP POPS,
« User Datagram Protocol (UDP) refers to a wr ARSSHHE
protocol used for communication throughout Transport Transport  TCP & UDP
the internet. It is specifically chosen for time- Y Networking P
sensitive applications like gaming, playing M Datalink And £1nernet
videos, or Domain Name System (DNS) e s
lookups. osi o Protocols

* UDP results in speedier communication
because it does not spend time forming a firm

connection with the destination before
transferring the data. ~—

. IR 28 o,
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Port scanning the system

UDP ' TCP

Message 1 S0 SYN
r—m———) —
Message shats mm— SYN-ACK
o <

L =— ACK
o il

Sender Sender

N

s
-

Receiver

) atatus
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03 4 Port scanning the syste

Nmap sends a UDP packet to a port.
Depending on the port, the packet sent is protocol
specific.

If it receives a response, the port is considered open.
If the port is closed, Nmap will receive an ICMP Port
Unreachable message.

If Nmap receives no response whatsoever, then either
the port is open and the program listening does not
respond to Nmap’s query, or the traffic is being
filtered.
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Chapter

* Because UDP is connectionless, the
scanning logic is a bit different.
* Ina UDP scan (-sU),

03 4/ Port scanning the system with Nmap

root@kali:"~# mmap -sU 192.168.20.10-12 -oA bookudp
Starting Nmap 6.490 ( http://nmap.oxrg ) at 2015-12-18 O8B:39 EST

Stats: 0:11:43 elapsed; O hosts completed (3 wup), 3 underxgoing UDP Sc
UDP Scan Timing: About 89.42% done; ETC: 08:52 (0:01:23 remaining)
Nmap scan report forxr 192.168.20.10

Host is up (0.00027s latency).

Not shown: 990 closed ports

PORT STATE SERVICE

69 /udp open | filtered tftp ©
123/ udp open ntp

135S /udp open msxpc

137 /udp open netbios-ns

138/udp open|filtered netbios-dgm
44sS/udp open|filtered microsoft-ds
SOO/udp open|filtered isakmp

1026 /udp open win-xpc

106S/udp open|filtexred syscomlan
1900/udp open|filtered upnp

MAC Address: 0O0:0C:29:A5:C1:248 (VMwarxe)

Nmap scan reporxrt for 192.168.20.11
Host is up (0.00031s latency).
Not shown: 994 closed ports

PORT STATE SERVICE

68 /udp open | filtexred dhcpc

1131 /udp open rpcbind
A37/udp open netbios-ns
138/udp open|filtexed netbios-dgm
2049/udp open nfs &
S353/7udp open zexocon¥

MAC Address: 00:0C:29:FD:0E:430 (VMwarxe)

Nmap scan report for 192.168.20.12

Host is up (0.072s latency).

Not shown: 999 open|filtexed ports

PORT STATE SERVICE

A37/udp open netbios-ns

MAC Address: 00:0C:29:62:D5:C8 (VMwarxe)

g' _ Nmap done: 3 IP addyesses (3 hosts up) scanned in 1073.86 seconds
A
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Port scanning the system with Nmap

Scanning a Specific Port
 Nmap scans only the 1,000 ports it considers the most

“interesting,” not the 65,535 possible TCP or UDP ports. s

The default Nmap scan will catch common running services, a5l groall -
but in some cases it will miss a listening port or two. To scan .y A T P
specific ports, use the -p flag with Nmap |

root@kali:~# nmap -p 3232 -sV 192.168.20.10

Starting Nmap 6.40 ( http://nmap.org ) at 2015-04-28 10:19 EDT
Nmap scan report for 192.168.20.10

Host is up (0.00031s latency).

PORT STATE SERVICE VERSION

3232/tcp open unknown

1 service unrecognized despite returning data®. If you know the service/

version, please submlt the follow1ng fingerprint at http://www.insecure.org/
Td— W )

muwmu
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Test by yourself

To use a port scan tool to determine listening ports of active hosts:
1. Download Angry IP Scanner from www.angryip.org !
2. Enter the IP address of the target system in the Host or IP Address field 0-,1,5-3-” 8-.'.-“?-" aﬂoh
or enter a range or IP address for your lab systems and click Start to
perform a conventional (full connect) scan of standard ports.

ol luws glaly AN JolW SUSI G (o=
andl Jlilo

sl Jasil JA ol padyg g =

Gan i pponll ooy
LR L 1 v




Chapter
03

all lyw olaly J-ﬂ‘ J‘v .ﬂil m Rt
skl Jasil Jddo pledl padyg @ig'ss

Discover operating systems




Chapter |/ |
03 Discover operating systems

 Banner grabbing or OS fingerprinting
is the method to determine the
operating system running on a
remote target system.
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03 ﬂanner grabbing and operating system identificatio
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 Banner grabbing is the process of opening a
connection and. rez.admg the banner or response d1511 guoallido s
sent by the application. "

* The process of fingerprinting allows the hacker to 11
identify particularly vulnerable or high-value
targets on the network.

 Hackers are looking for the easiest way to gain
access to a system or network.
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Chapter

03 A'anner grabbing and operating system identificatio

* Many email, FTP, and web servers will respond to
a telnet connection with the name and version of
the software.

* This aids a hacker in fingerprinting the OS and
application software.

* For example, a Microsoft Exchange email server
would only be installed on a Windows OS.
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03 A'anner grabbing and operating system identificatio

* |dentifying the OS used on the target host
allows an attacker to figure out vulnerabilities
the system posses and the exploits that might
work on a system to further carry out

additional attack.

* There are two types of banner grabbing :
active and passive .
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03 ﬂanner grabbing and operating system identificatio
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Active stack fingerprinting is the most common form of
fingerprinting. A
It involves sending data to a system to see how the system diSall Mﬁ@ob
responds. o L 1 e
It’s based on the fact that various operating system vendors

implement the TCP stack differently, and responses will differ
based on the operating system.

The responses are then compared to a database to determine
the operating system.

Active stack fingerprinting is detectable because it repeatedly
attempts to connect with the same target system.

1
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Chapter

03 A'anner grabbing and operating system identificatio

* Passive stack fingerprinting is stealthier and involves
examining traffic on the network to determine the
operating system.

* |t uses sniffing techniques instead of scanning
techniques.

* Passive stack fingerprinting usually goes undetected by
an IDS or other security system but is less accurate than
active fingerprinting.

=8

GaNAN opoll dooly
S Ssanny v

dai8all

all lae pluly A
aill Jasdl Jd

JoW LS Jell o=
2 g Jo's

\do ple g g =

e



Chapter

Active Banner Grabbing

@ Specially crafted packets are sent to remote
OS and the responses are noted

@ The responses are then compared with a
database to determine the OS

@ Response from different OSes varies due to
differences in TCP/IP stack implementation
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03 _Banner grabbing and operating system identificatio

Passive Banner Grabbing

Banner grabbing from error messages

Error messages provide information such as type
of server, type of OS, and SSL tool used by the target
remote system

Sniffing the network traffic

Capturing and analyzing packets from the target
enables an attacker to determine OS used by the
remote system

Banner grabbing from page extensions

Looking for an extension in the URL may assist in
determining the application version

Example: .aspx => lIS server and Windows platform
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03 Banner grabbing and operating system identificatio

p@ Services»  Solutions¥ News Company~ Resourcesv Qv u

Netcraft Hostnames matching google.com

» Q Search with another pattern?

* Netcraft reports a  site’s
operating system , web server irsts00resuits showing1to20

and netblock owner together .. . -~ . "
with, if available , a graphical g & N—— g
view of the time since last koo & e 2 o e
reboot for each of the computer — — ——
serving the site. o camspegecon @ —
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;Banner grabbing and operating system identificatio

! - : e Sener Mueticanon Uity /1 62 <
ID Server D). Senve  renmvermvteohe; 5 47y

Becgowd  Seve Oy | OtA/en |

* ID Server is used to identify the make, e ——
model, and version of any web site; B[ amimie | & Hmoims
server software.

|t is also used to identify non-HTTP
internet servers such as FTP, SMTP, POP
NEWSs etc.
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 What about services and ports numbers ?

:\Users\Nermin>netstat

Active Connections

—
. 4

oo oRoNONONONORNOo RO NN NN
(O OO RO RO RO RN RO R RO RN RO
pb e ped e b e b e b el b b b

npun YN ] mq.

Services and ports

Foreign Address

DESKTOP-UAC9DLD:
DESKTOP-UACODLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9ODLD:
DESKTOP-UACSDLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:
DESKTOP-UACODLD:
DESKTOP-UAC9DLD:
DESKTOP-UAC9DLD:

State

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

mil04s43-in-114.10100.net

Statee N
(perating systene

» 142250 180 1)
LUS

Manefacterer:

NetBis:
User:
Type:
Date:
Comments:



Penetration test summary

* Pen testing a network for scanning
vulnerabilities determines the network’s
security posture by identifying live systems ,
discovering open ports , associating services
and grabbing system banners to simulate a
network hacking attempt.
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03 / Penetration test countermeasure

The penetration testing report will help system
administrators to:

Close Disable Hide or

unused unnecessary customize
ports services banners

Gan i pponll ooy
LR L 1 v




Chapter
03

— ot i) i il P et JoiE N -

d1SAll gma._ll»&ﬂ.ob

nat | plaly AN Jol¥ oSN GeSl

; duadll Jasil Jile ple n-uln’i

Any Questions?
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