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Lecture (04)" Objectives

\:{:-"

Understand the types of network models.

\:{:-"

Understand the function of each layer in OS| model.
Differentiate between OSI model and TCP/IP (Internet) model.

Define data encapsulation.

\:r:-" "\}:-"

\:{:-"

Understand how encapsulation takes place.

"\}:-"

Understand how frames switching from source to destination.

\:{:-"

Understand circuit switching.

'\:{:-"

Understand packet switching.

\:r:-"

Recognize the difference between circuit and packet switching.

Understand Internet structure.
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Lecture (04) Network models

What is Network models?

The Network Models are references models for how applications can communicate over a network. There are

two common network models, OSI| seven-layer model and TCP/IP model.

0S| Seven-Layer Model: T
Layer 7 Application
Each layer in the Open Systems Interconnection model (OSI) Layer 6 TerrmAae
seven-layer model defines an important function in computer Layer 5 Session
networking, and the protocols that operate at that layer offer Layer 4 | Transport
solutions to those functions. Discussing the network model starting Layer 3 Network
from layer 7 to layer 1 is called “Top-down approach”. Layer 2 Data Link
Layer 1 Physical
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Lecture (04)" Network models

Application Layer

The application layer is the top-most layer in the OSI Model and is used for | Application
establishing process-to-process communication and user services in a network. It's | Presentation
the interface between user applications and the underlying network. Session
It's a layer that involves human interaction with applications and software to connect Transport

users together across the network. " Network l

Data-Link l
MEENSNN——— Application
layer

Physical l
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Lecture (04)

Network models

The application layer is the medium through which the users can communicate with each

Application
other, a set of protocols are required to establish such communications. : Presentation
For example;, Opening a web page requires HTTP or HTTPS protocols. Similarly, Session
sending and receiving emails need POP3 or IMAP, and SMTP. Transport

Network l
Request content 000
¢ . — Data-Link ]
Return content in required format ~ * S R— -
Physical ]
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Lecture (04)" Network models

Application
Layers

Browsing File Transfer

Email Protocols Administration Management
Protocols Protocols

Protocols

Protocol

HTTP, HTTPS FTP, FTPS POP3, SMTP Telnet SNMP
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Lecture (04)" Network models

Presentation Layer

The presentation layer is the 6™ layer in the OSI| Model and is used for translating, | Application

compressing, and encoding data before transmission. Presentation

I

Session
ASCIl, EBCDIC, Unicode ,
Transport

Data : Network l

Presentation Layer

Compression Lossless, lossy compression [ Datatink l

Encrvotion Physical
yp ﬂ Secure Socket Layer (SSL)

Decryption
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Lecture (04) Network models

Translation; Before being transmitted, the data remains in the form of characters

and numbers. This data must be changed to bitstreams before transmission. : Application 1
Presentation
Data compression; reducing the number of bits requiring transmission, which Session
improves the data throughput. Transport
' Network I
Data Encryption and Decryption; Encryption is needed for security purposes l
Data-Link
when sending data across networks. An encryption algorithm is used during
Physical I

transmission, while a decryption algorithm is used at the receiving node.
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Lecture (04) Network models

Session Layer

The session layer is responsible for establishing, managing, authenticating, and | Application
terminating communicative sessions. Presentation
Session
| o Authentication E
o - oo Transport
— Session Established - Network |
| [€Authorization] Client Data-Link I
SERVER's Physical I
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Lecture (04) Network models

Tran Layer:

The transport layer provides reliable process-to-process message delivery and error recovery.

Application ]

Transport layer !
0yobiion. PresentatlonJ

Session ]

I R : r Transport

End-to-end < Reliable
Add L Flow control
| delivery ‘ et ‘ Jalivery j Network l

l Data-Link ]

Error | \ Sequence
trol | Control

Loss
Control

'l Duplication ‘ Physical ]
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Lecture (04)" Network models

—— Connection Oriented Transmission (TCP)

1 Application if
Ensure that all data are =
received correctly Presentation
r Session
I Tri:sptr)rt : r
e Transport
It does not matter if all .
datais received correctly .M]
™ Do nat resen. Data-Link ]
~—— Connectionless Transmission (UCP) Physical ]

g' End-to-End Delivery
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Lecture (04) Network models

Sequence No.  Port No. -

Addressing

—

Data Unit |

Application

Transport - Sequence No.  Port No. - —
Data P Segmentation o - Presentation
Layer Data Unit II |
! Session
I
Sequence No.  Port No. : { Transport

Data Unit 11l - -
Network l
The transport layer breaks up the data into chunks called segments(depending on the specific Data-Link ]
transport protocol used) and gives each segment a sequence number.
By reading the sequencing numbers, the receiving system knows both the total number of Physical ]

segments and how to put them back together.
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Lecture (04)" Network models

Application

100 Mbps Presentation

Session

Transport
Transport layer

Control flow down to 10Mbps ‘ Network I

100 Mbps 10 Mbps  Data-Link |
Flow Control Physical |
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Lecture (04)" Network models

Sequence Port Sequence Port
No. No. No. No. Application
Data Unit | Data Unit | . -\
Presentation
Sequence Port 1 .

No. No. < > Missing Segment Session
Data Unit | Automatic repeat request [ Transport
Sequence  Port Sequence Port ‘ Network l

No. No. No. No. -
Data-Link I
Data Unit | Data Unit |
Physical I
Reliable delivery
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Lecture (04)" Network models

Multiplexing at the Transport Layer, the datais collected from various application processes. These
segments containthe source port number, destination port number, header files, and data.

Application

Presentation

Session

Multiplexing i i Transport

' Network l
| Data-Link l
| Physical l

Multiplexing - Demultiplexing
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Lecture (04)" Network models

N Layer:

The network layer performs logical addressing. The network layer divides the segments

Application ]

received from the transport layer into packets and adding a header to the packet which -
Presentation ]

includes the logical addresses (IP Addresses) of both the sender and the receiver. ]
Session

Logica o .
IPv4, IPv6 (source & destination) Transport ]
Addressing

Network I

= Pa? . Hub count, delay, bandwidth, load, Data-Link '
determination [EEEERIERTHS :
Physical l
| ROUINE (l;/lov.ing fjata packets from source to
estination.

Network Layer
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Lecture (04)

Layer

I Transport

=B

@Sl proaldeoly
EVERYONE S SMART ONIVERSITY

Network models

| Network |
Segment /“ i IL_mm_>

Adding IP addresses of
source and destination

Application ]

;
PresentationJ

Session

Destination | Source Data
IP Address | IP Address
IP packet

Transport

Network l

Data-Link ]

Physical ]




Lecture (04)" Network models

Data-Link Layer:

The data link layer ensures that all packets of information are passed on free of errors. It

Application

makes sure the appropriate physical protocol is assigned to the data. —
Presentation

The LLC talks to the system’s operating

’5 system (usually via device drivers) for Session
% control synchronization, flow control, and error = .
— checking functions of the data link layer. . anseo
- Network l
k= ,
) Data-Link I
(T Converting IP Packets to Frames by adding ¢ -
'E; IMledia Access MAC address of the sender & receiver and M‘
()] Control frame check sequence (FCS), Carrier Sense

g' Multiple Access with Collision Detection.
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Lecture (04)

Network models

Network | >>
Layer g

Data-link
Layer

Adding IP addresses of
source and destination

=B

Adding MAC addresses
of source and destination

Pacret

™

Application ]

;
PresentationJ

Frame

Header

Packet.
Header

Data

~

Session

Frame

Transport

, Network l

Data-Link ]

Physical ]
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Lecture (04)" Network models

hysical -

The physical layer performs encoding and decoding of bits into physical signals then transmit

Application ]

signals over physical media between devices. - -
Presentation ]

S N A r S -
Copper Electrical signal } | ll |l ;:’ . 3 Zilg ]
ks S Transport ]

Network
Data-Link l
Physical l

I

‘ FleJl i 0)e)ile Light signal
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Lecture (04)" Network models

Internet (TCP/IP) Model:

It is @ compact design of OSI model consists of four layers where the 5" 61 | and 7" layers of OS| model

represented by application layer in TCP/IP model. Also, 15t and 2™ |ayers represented by link layer.

_2pplkation 2 2 €
r Presentatinn] Application I I l I I l

Session ]

Transport ] r Transport 1 [ItPI ubDP

| Network I - Internet l ﬁ W m m

| Data-Link Link
 Datatin_| ) e e e
a' Physical l Physical I
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Lecture (04)

Data Encapsulation

What is encapsulation and de-encapsulation?

Encapsulation is how network protocols work together in layers by dividing data into definite packets and

attaching extra information that adds more features to each packet in order to transmit data through the
network. It takes place on the sender’s side.

De-encapsulation occurs at the receiver’s side, where attached information from the received data is removed

to obtain the original data (the reverse of encapsulated).
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Lecture (04)" pata Encapsulation

q " ( Physical
Application k :
| o
Presentatlo) % $ ‘

Data-Link
Mail Room "

Tracking

£1-3489 058794
Z1-3489 058795

Z1-3489 058796
Z1-3489 058797

iiE§§§é=|:1|||||| SNESSﬂ()ﬂl —---.-l..' 'rraH1SFN)rt —---.-l..' "eﬁvmor"
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Lecture (04)

User1l
IP: 192.168.50.20

MAC: C8-5B-76-4C-CC-DF
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Data Encapsulation

0S| model encapsulation

Application

m Send email

Presentation

01001101  Translate | compress | encrypt

Session

Transport

F;fﬂrt pata  Add Port No.& sequence No.

. Network l-

:ﬂﬂr_t Data Add source & destination IP

Data-Link

cort Add source &
0
no,  Data  FG5 - destination

MAC & FCS

Physical

I—TTE—

) et

Application ]

S

Presentation

Session established

Session ]

Transport ]

Network

Data-Link

Ll

Physical

User 2

IP:172.16.10.3
MAC: D4-BE-D9-8D-46-6A




Lecture (04)" pata Encapsulation

0S| model encapsulation

Application Receive email aﬂ Application ]||

Presentation Translate | decompress | decrypt Presentation ]

Session Session |
User 1 User 2
IP: 192.168.50.20 ) o s ] IP: 172.16.10.3
MAC: C8.5B.76.4C_CC.DF Transpurt Remove source & destinationIP  Data Transpurt MAC: DA-BE-D9-8D-46-6A
Network l :::;‘::;E No.& check :ﬂﬂr_t Data Network I
- Remove source & Port =
- Data -
Data-Link I destination MAC & vo.  Da Data-Link I
check FCS

I AWAWAN Physical -

g' Physical |
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Lecture (04)

User1l
IP: 192.168.50.20

MAC: C8-5B-76-4C-CC-DF
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Data Encapsulation

Internet model encapsulation

m Send email

01001101

Translate | compress | encrypt

Session established

Transport Tfﬂrt pata  AddPort No.& sequence No.

. Network l-
Data-Link ] MAC.

Application

r

Port
MNo.

Data Add source & destination IP

cort Add source &
0
no,  Data  FG5 - destination

MAC & FCS

[ Signal _ 2

Physical ] } _ - -

Application

Transport

Network

Data-Link

Physical

Ll

User 2

IP:172.16.10.3
MAC: D4-BE-D9-8D-46-6A




Lecture (04)" pata Encapsulation

Internet model encapsulation

Receive email aﬂ
Application Translate | decompress | decrypt Application
User 1 - User2
LZi&t?%éiZi%iUC—CC—DF ] Transport 1 Remove source & destinationIP  Data r Transport ll‘hljﬂ:ﬂ:(lj%-:ﬂlfi:é?[.)?;}—SD—dﬁ—GA

. Network l Remove Port No.& check I:z:rt Data ' Network I
sequence No. -
. Remove source & Port .
Data-Link ] destination MAC & o, Data Data-Link I
check FCS
a' Physical ] . Physical l=
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Lecture (04)" pata Encapsulation

Encapsulation De-encapsulation process 0S| / Internet models

0S| Model Intemet(TCP/IP) model Encapsulation De-encapsulation

Application Data

Presentation Application Data Data
Session Data Data
Transport Transport Segment 5552“;’? Data
Network Internet Packet -Sljgme”t Data

eader

Data-Link Link Frame / Datagram e -Sljgg‘;”rt Data Lo
Physical Physical Signal (bits in a wire) ‘ N AWANWAY
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Lecture (04)7 pata Encapsulation

g, 192.168.100.20 L
"#e=d 5D-F1-BC-E9-53-A1 e
V] oo
Router
Source: F3-DA-AC-96-84-E3
Destination: 5D-F1-BC-E9-53-A1l
[ I.I" .5
% | Header - Source: 5D-F1-BC-E9-53-Al
Source: DE-F3-AD-8E-65-2C Destination:A4-DF-34-E7-16-3C
Destination: F&-DA-AC-96-84-E3
10.106.120.50
MAC 1# fovtet F8-D4-AC-96-04-E3
Header
192.168.100.35
s Source: 172.16.5.3 A4-DF-34-E7-16-3C
Destination: 192.168.1088.35
172.16.5.3
D6-F3-AD-8E-65-2C Frame switching from source to destination
L Dr. Khaled ELMenshawy
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Lecture (04)7 pata Encapsulation

10.5.2.10

message [ M ]

segment [H] M
Packet [Hy| H| M |

Encapsulation

trangport
network

frame [Hj|Hy H| M | lingk
physical
link
physical
switch Routing table
Network
Destination
172.16.10.50 172.16.0.0 255.255.0.0 10524 Eth01 10
destination Network 10.0.0.0 255.0.0.0 172.16.10.1 Etho2 5
[ ™M | [application [Hi[Ho[ Hi| M | link [H ] ™ ]
hysical :
thi M| | jtransport ks eth01:10.5.2.4
|Hn| Hi| M network
[H[H H] ™ ] link eth02:172.16.10.1 router
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Lecture (04)" Circuit and Packet Switching

Network switching: Terminal f C\‘ Terminal 2
.I i |
It is the process of channeling data received from any g - T
—r=e

number of input ports to another designated port that will

transmit the data to its desired destination. The device

Store and
forward switch

through with the input data passes is called a switch. Data
entering a port is referred to as ingress, while data leaving

the port is referred to as egress. The switch represents the

medium through which the data is routed to its

) Mainframe
Email Server

destination.
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Lecture (04)" Circuit and Packet Switching

Circuit switching:

The establishment of a dedicated communication path between the Circuit Switching

two nodes, within a physical network. This path (circuit) is

Dialing B ...

1

established and maintained for the duration of the session.

No matter the length of the communication session, the circuit will

remain, and the data paths maintained. The circuit is only

terminated when the session ends. The session consists of three Ringing ...
g i

phases: circuit establishment, data transfer, and circuit

termination/disconnect.
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Lecture (04)" Circuit and Packet Switching

Channel rate

» In the right diagram; the network consists of four links each link HostA 250 Kbps g
|

consists of four circuit (channel) and has a transmission rate of | /| Link 1; 1Mbps
. Four Circuits

1 Mbps then each circuit has a transmission rate of 250 Kbps.

» Host A established connection with Host B through circuit two in
link one and circuit four in link two, the combination of circuit Link 4; 1Mbps Link 2; 1Mbps
Four Circuits Four Circuits
two and circuit four is called “socket”.
» The socket is a dedicated resource, it is not sharing as long as the ] ﬁ\ !

connection between Host A and Host B continues, even if the socket Link 3; 1Mbps

segment is Idle. The circuits are created with either FDM or TDIVI. Four Circuits B g

The maximum number of connections that can be
g' ongoing in the network is the sum of all circuits=  HOStB

4 links x 4circuits = 16 connection
@Sl groall dooly
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Lecture (04)" Circuit and Packet Switching

Circuit switching: FDM versus TDM

» Frequency Division Multiplexing (FDM) is used when multiple 4 users . .
data signals are combined for simultaneous transmission via
a shared communication medium. It is a technique by which g
the total bandwidth is divided into a series of non- dé_
overlapping frequency sub-bands, where each sub-band “E__’
carry different signal. >

time
» Time-division multiplexing (TDM) is a method of transmitting FDM
and receiving independent signals over a common signal
path by means of synchronized switches at each end of the
transmission line. TDM is wused for long-distance
communication links and bears heavy data traffic loads from
end user.
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Lecture (04)" Circuit and Packet Switching

Advantages of circuit switching:

» A committed transmission channel is established between the computers which give a guaranteed data rate.

» Thereis no delay in data flow because of the dedicated transmission path.

Disadvantages of circuit switching:

» It takes a long time to establish a connection.
» More bandwidth is required in setting up dedicated channels.

» It cannot be used to transmit any other data even if the channel is free as the connection is dedicated to circuit

switching.
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Lecture (04)" Circuit and Packet Switching

Packet switching:

Packet switching is defined as the process of breaking down messages into small components, called packets, each

packet then independently navigates its way using the information, through the network to its destination (Switching

information (source and destination) is then included in the header information of the packet). Because the messages

transmitted are smaller packets, there is less demand for resources on intermediate network devices.
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Lecture (04)" Circuit and Packet Switching

Packet Switching uses Store and Forward technique while switching the packets; while forwarding the packet each hop

first stores that packet then forward.

A

The bandwidth is R bps where R is a variable
representsthe bandwidth of any link.

Transmission Delay=L/R sec.

Link 1; R bps

EEE N - r —————

Packet 3 : PAGRELN II PAcKetsln |
p3 P2 | Pl

— o o — — o - o wf

d

The Size of each packet is L bits where Lis Transmission Delay= [N+ (P-1) L. / R]
variable represents the size of any packets where L is the size of packets, N is the number
of links, P is the number of packets, and R is the

a‘ bandwidth.
Dr. Khaled ELMenshawy |
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Lecture (04)" Circuit and Packet Switching

Packet Switching suffer from other delays such as propagation, queuing, and processing delays.
(Laten(y: T Propagation 5 2 Tamsmmm+ 7 queumg+ Tpmmg)

Router Queue

Pl

Link 1; R bps Link 2; R bps

Router

Packet 3 Packet 2 BP ?;:5- i Link 3; R bps
-— - J

The Size of each packet is L blts where Lisa
variable represents the size of any packets

<]
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Lecture (04)" Circuit and Packet Switching

Advantages of Packet switching:

.

» More efficient in terms of bandwidth, since the concept of reserving circuit is not there.
» More reliable as a destination can detect the missing packet.

» More fault tolerant because packets may follow a different path in case any link is down, Unlike Circuit Switching.

» Cost-effective and comparatively cheaper to implement.

Disadvantages of Packet switching:

» Complexity is more at each node because of the facility to follow multiple paths.

» Transmission delay is more because of rerouting.

» Packet Switching is beneficial only for small messages, but for large messages Circuit Switching is better.

=B

4541 aro)l daoly
EWERYOME S SMART URIVERSITY




Lecture (04)" Circuit and Packet Switching

Circuit versus Packet switching
ﬁ

» Packet switching is more efficient than Circuit switching
No. of active users are 10% of all users.

In circuit switching; the bandwidth will distribute

for each user. No. of users that can be supported =

1 Mbps / 100 Kbps =10 users at the same time can
1 Mbps link

use the bandwidth in circuit switching.

In Packet switching; Because of each user can be active 10% of the time, then the

probability of the user to be active = p[one user be active]=0.1. If the no. of users(n)=35,
then the probability of simultaneous 10 active users= Y12 ,(")P*(1 — P)" ™" = 0.9996

Thus, the probability of having 11 or more simultaneous active users= 1-0.9996= 0.0004




Lecture (04)" Circuit and Packet Switching

Circuit versus Packet switching
ﬁ

» Packet switching offers better sharing of link’s transmission capacity.

Only ONE user is active

In circuit switching; the bandwidth will distribute for

each user. Thus, each user can have bandwidth of 100
1 “bps link Kbps. Using TDM, the total time to transmit 125 KB = 125
KB/100Kbps = 1000000 bits / 100000 bps = 10 Sec.

In Packet switching; the bandwidth will be dedicated for active user. Thus, the total

time to transmit 125 KB = 125 KB/1Mbps = 1000000 bits / 1000000 bps =1 Sec.




Lecture (04)7 |nternet structure: network of networks

The subnets (which contain home
users and enterprises etc.) connected
to the local ISP through what is called

‘ Point of presence (the equipment like
DSLAM which present in telephone

IXP

= ‘
central). The local ISP connected to

&)’bf ne{work the regional ISP which connected to
other Global ISP through /nternet

=< 3
<>

> exchange point (IXP).

== =\

regional net
.t network, to bring services, content

a' close to end users.
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Content provider networks (e.g.,

Google, Microsoft) may run their own




Lecture (04)" Thank you




