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RSA Yes Yes Yes 

Elliptic Curve Yes Yes Yes 

Diffie-Hellman No No Yes 

DSS No Yes No 
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 Select ,   and  both prime,  ≠  
  
 Calculate  =  ´ 
  
 Calculate ( ) = (  – 1)(  – 1) 
 
 Select integer  gcd(( ), ) = 1;  1 <  < ( ) 
 

 Calculate   º -1 (mod ( )) 
 
 Public key  = { , } 
 
 Private key  = { , } 
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–1 
 – 1)( – 1)



–1

10800 = (73 – 1)(151 – 1)
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• x16 = x * x * x * x * x * x * x * x * x * x * x * x * x * x * x * x
• x16 = x2 , x4 , x8 , x16



mod  n
• Goal: Compute x11mod  n for integers x and n.
• Breakdown:

• X11=x1+2+8=(X)(X2)(X8) 
• We decompose X11 using powers of 2 to simplify the calculation.

• Step-by-Step Calculation:
• Calculate the following modulo n:

• X  mod  n
• X2 mod  n
• X4 mod  n 
• X8 mod  n

• Finally, combine results:
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• Definition: Key size = length of the modulus n (product of two large primes p and q).

• Common Sizes:

• 1024 bits (Weak, avoid using).

• 2048 bits (Secure, widely used).

• 3072 or 4096 bits (Higher security for sensitive applications).

•

• Security Impact: Larger key sizes offer higher security but are slower to process.
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