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literature Review Detection System for IOT Botnet Attacks: 

 

This study paper presents a deep learning-based intrusion detection method to catch IoT botnet 

episodes, especially DDoS episodes. The writers developed a Deep Neural Network (DNN) model 

using the BoT-IoT dataset, which includes both normal and pretend attack traffic from a real IoT 

network circumstances. The dataset was preprocessed and normalized utilizing min-max scaling. 

The DNN model was trained and assessed employing various metrics, including accuracy, 

precision, recall, F-score, and AUC-ROC curve. The outcomes deliver high performance, with a 

precision of 0.947 and an AUC of 0.98. The key findings show that the offered DNN model 

outperforms existing techniques in detecting IoT botnet attacks with elevated accuracy and 

precision. Two major restrictions of this study are that The focus is primarily on DDoS attacks, 

potentially neglecting different classes of IoT botnet episodes, and The model's performance in 

real-world, dynamic IoT environments may differ from the simulated dataset used for training and 

testing.(Jithu et al., 2021) 

 

This study aimed to develop an ensemble learning model for optimizing botnet detection accuracy 

on IoT machines while underrating required features. The experimenters mixed artificial neural 

networks (ANN) and decision trees (DT) after considering 17 device learning algorithms. They 

employed a dataset of 990,517 domain names (790,745 standard, 199,772 malicious) with 204 

features, which was decreased to 20 essential features. The ensemble approach reached 100% 

accuracy in catching botnets and bots, with a true positive rate of 20.17% and a true negative rate 

of 79.83%. The main constraints were that the study concentrated exclusively on domain name-

based detection, potentially ignoring other kinds of botnet activity. The model's interpretation was 

not pushed on real-time network gridlock, which could introduce further challenges in live 

circumstances.(Rezaei, 2021). 

 

 

This study presents a deep learning-based intrusion detection method called BotIDS to notice 

botnet attacks in IoT networks. The experimenters operated convolutional neural networks 

(CNNs), corresponding to performance in other deep learning techniques like RNN, LSTM, and 

GRU. They employed the Bot-IoT dataset, which includes about 3.6 million network traffic logs 

affecting an IoT domain with normal traffic and ten classes of botnet episodes. The CNN model 

gained 99.94% guarantee accuracy and 0.58% validation loss, with forecast time beneath 0.34 ms. 
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The key results are that the CNN-based approach surpassed other deep learning techniques for this 

IoT intrusion detection mission. The primary restrictions noted are that The study only used one 

dataset for evaluation, and  Real-world testing in an actual IoT environment was not 

conducted (Idrissi et al., 2021). 

 

This study paper presents a collaborative machine-learning method for premature detection of IoT 

botnets. The authors design a model that integrates numerous features from technique calls, 

network manners, and machine performance to notice malicious movement in the premature 

phases of the botnet lifecycle. The model is assessed on a 5023 IoT botnet illustrations dataset and 

3888 benign samples, achieving 99.37% accuracy. Key results contain the significance of using a 

collaborative late fusion approach to combine different feature sets and the capability to notice 

hurtful behavior earlier than full-time series data methods. The primary constraints are The 

dependency on features collected through a custom sandbox domain, which may restrict 

generalizability to real-world IoT devices—an insufficiency of comparison to other state-of-the-

art IoT botnet detection methods to contextualize the performance gains. (Nguyen et al., 2022) 

 

This research paper suggests ELBA-IoT, an ensemble learning model for noticing botnet attacks 

in IoT networks. The examination utilizes the N-BaIoT-2021 dataset, incorporating 611,359 

regular traffic and 7,737 samples of botnet traffic (4,737 Bashlite and 3,000 Mirai) from five IoT 

appliances. The writers utilize three decision tree approaches (AdaBoosted, RUSBoosted, and 

bagged) and assess their ensemble model employing different performance metrics. The results 

show that ELBA-IoT achieves a high detection accuracy of 99.6% with lower inference overhead 

(40 μ-seconds), exceeding other state-of-the-art methods. The primary constraints of this study are 

The dependence on a single dataset, which may restrict the model's generalizability to other IoT 

environments, and The absence of real-time testing in an existing IoT network environment, which 

could deliver more insights into the model's functional performance. (Al-Haija & Al-Dala’ien, 

2022) 

 

 

 

This research document offers a novel method for IoT malware detection employing ensemble 

deep transfer learning. The approach preprocesses binary malware data into grayscale images and 

employs two pre-trained CNN models (ResNet101 and VGG16) as feature extractors. The pulled 

features are combined and provided into a classifier. The study utilized a dataset of 6,000 samples 

(3,000 malicious and 3,000 benign) gathered from two IT firms in Iraq. The suggested method 
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reached 93.58% accuracy, 94.39% precision, and 92.67% recall on the test set. The primary 

benefits are the benefit of transfer learning to optimize training with narrow data and the model's 

competitive performance connected to earlier works, particularly regarding inference time (0.012 

seconds). Nevertheless, two fundamental limitations are the moderately small dataset size 

corresponding to some other studies in the field, which may restrict generalizability, and the 

absence of comparison with more recent state-of-the-art malware detection approaches, which 

could deliver a better complete evaluation of the presented approach's effectiveness. (Kadhim et 

al., 2022) 

Critical Analysis: 

The combined aim of these research papers is to introduce state-of-the-art machine learning and 

deep learning model-related studies that can be utilized for IoT botnet attack detection and 

intrusion detection so that more efficient Intrusion Detection System (IDS) design in an IoT 

network could occur. The studies used datasets like combined IoT and simulated network traffic 

Bot-IoT, which introduced benchmarks in the reviewed approaches performance with metrics 

such as accuracy, precision, recall (or True Positive Rate), F1 score, etc. They also provide ROC 

curves of the mentioned metrics for methods under study, all to prove the feasibility of the 

studied techniques proposed. Their papers generally say that their use of deep learning and 

ensembles furthers the state-of-the-art in detecting IoT botnet attacks compared to Traditional 

methods, with reasonable accuracy and performance metrics. Although not explicitly mentioned, 

these works are extensions of the IoT security research and deal with drawback contexture within 

customary intrusion detection strategies for IoT networks. The underlying assumption is that 

machine learning and deep learning (more formally called "end-to-end" training with inference), 

in particular, can learn narrow patterns in network traffic, implying normal vs. malicious 

behavior of an IoT device or group thereof! These include multiple models such as Deep Neural 

Networks (DNN), ensemble learning techniques, and transfer learning methods. This paper's 

strengths were presenting the recent IoT datasets and exploring the inherent security challenges 

in a precisely specified domain. However, some of the potential limitations may be overfitting to 

specific datasets, or it can get computationally complex for resource-limited IOT devices and, in 

a few cases, has never been tested in real life. Instead, these papers offer positive measures for 

enhancing IoT security using elaborate machine learning methods. However, more research 

regarding their practicality in real-world implementation and resource efficiency is required to 

corroborate the conclusions. 

 

Connections & Conflicts: 

Significance of IoT Security: All articles underscore the critical importance of protecting IoT 

devices from botnet assaults, highlighting the vulnerabilities of the devices' heterogeneous and 

resource-constrained design.  
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Methods of Machine Learning and Deep Learning: The majority of research recommends 

applying machine learning (ML) and deep learning (DL) to identify botnet activity. To improve 

detection accuracy, several articles explicitly use deep neural networks (DNNs).  

Usage of the Bot-IoT Dataset: Several publications discuss using this dataset, which is intended 

for simulating and examining different kinds of assaults in IoT contexts. This similarity points to 

a shared resource that facilitates the testing and development of detection methods.  

Anomaly Detection: Several studies suggest anomaly-based detection systems that use ML/DL 

to find anomalies in typical traffic patterns are likely successful in identifying botnet tendencies. 

 

Conflicts: Detection Performance and Accuracy: Although some studies indicate excellent 

performance and accuracy with their models, others may give conflicting conclusions, posing 

concerns about the repeatability and generalizability of findings across diverse contexts or 

datasets.  

Efficiency vs. Complexity: While some studies support more sophisticated models that attain 

high detection rates, others may support more straightforward, more efficient models that 

function as expected but are more straightforward to implement in IoT environments with 

limited resources.  

Limitations of the dataset: Opinions regarding the adequacy of currently available datasets for 

training robust models may differ. While some articles may examine dataset variety in detail, 

others may draw attention to the limits of datasets such as UNSW-NB15 compared to Bot-IoT.  

Overarching Concept for IoT Applications: The suggested techniques' efficacy may differ 

depending on the IoT application(e.g., healthcare, smart homes), resulting in disagreements on 

the findings' generalizability outside the particular settings examined. 
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Synthesis Matrix for Literature Review: 
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