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Module Objectives
Module Title: Network Security Fundamentals

Module Objective: Configure switches and routers with device hardening features to enhance security.

Topic Title Topic Objective

Security Threats and 
Vulnerabilities

Explain why basic security measure are 
necessary on network devices.

Network Attacks Identify security vulnerabilities.

Network Attack Mitigation Identify general mitigation techniques.

Device Security
Configure network devices with device 
hardening features to mitigate security 
threats.
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