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[bookmark: _Toc233491884]1. Introduction to the Study
[bookmark: _Toc233491885]1.1 Global Context
Critical infrastructures — including energy systems, telecommunications networks, transportation services, healthcare facilities, water distribution systems, and governmental information systems — constitute the backbone of modern societies and economies. As digital transformation accelerates globally, these infrastructures have become increasingly interconnected and dependent on information and communication technologies (ICTs). While this interconnectivity improves operational efficiency, it simultaneously increases exposure to sophisticated cyber threats.
Recent cyberattacks against critical infrastructures have demonstrated the limitations of traditional perimeter-based security approaches. Advanced Persistent Threats (APTs), ransomware campaigns, insider threats, supply-chain attacks, and AI-powered attacks have become more sophisticated and difficult to detect using conventional security mechanisms.
Zero Trust Architecture (ZTA) has emerged as a promising cybersecurity paradigm based on the principle of "Never Trust, Always Verify." It addresses modern threats through identity verification, continuous authentication, and least-privilege access — principles that remain effective regardless of network perimeter.
Explainable Artificial Intelligence (XAI) complements ZTA by providing transparent and interpretable machine learning mechanisms. XAI directly resolves the "black-box" problem that limits acceptance of AI-based security tools among cybersecurity analysts and decision-makers — a critical concern addressed by the Technology Acceptance Model (TAM) and the Unified Theory of Acceptance and Use of Technology (UTAUT).
[bookmark: _Toc233491886]1.2 Comoros-Specific Context
The Union of the Comoros is currently undergoing rapid digital transformation involving governmental institutions, telecommunications operators (notably Comores Telecom), financial services, and energy infrastructure. However, the country faces significant cybersecurity challenges:
1. No dedicated national Computer Emergency Response Team (CERT) or cybersecurity monitoring hub
1. No enacted national cybersecurity law or comprehensive regulatory framework
1. Limited telecom penetration (~60%), amplifying unmonitored digital exposure
1. Shortage of cybersecurity expertise and qualified professionals
1. Fragmented security governance across state entities and sectors
1. Insufficient adoption of advanced security frameworks

The absence of regional cybersecurity monitoring hubs and the island-isolated digital environment (spanning three islands: Grande Comore, Anjouan, and Moheli) further accelerates the need for a locally adaptive, low-resource cyber defense model calibrated to these structural constraints.

This study proposes the design, implementation, and evaluation of an Adaptive Cyber Defense Design Framework that combines Explainable Artificial Intelligence and Zero Trust Architecture for protecting critical infrastructures in the Union of the Comoros.


[bookmark: _Toc233491887]2. Research Problem
The increasing digitalization of critical infrastructures in the Union of the Comoros has expanded the cyber threat landscape. Three interconnected problem dimensions are identified:
[bookmark: _Toc233491888]2.1 Reactive Security Posture
Existing cybersecurity practices primarily rely on reactive security measures and traditional access control mechanisms that are insufficient against modern cyberattacks. No proactive or adaptive framework currently exists at the national level to protect Comorian critical infrastructure.
[bookmark: _Toc233491889]2.2 Black-Box AI Distrust
Current AI-based cybersecurity solutions often lack transparency and explainability, making it difficult for cybersecurity professionals to understand, trust, and validate security decisions generated by intelligent systems. Per the Technology Acceptance Model (TAM) and UTAUT, perceived transparency is a primary determinant of adoption intention. The absence of explainability constitutes a fundamental barrier to adoption and must be addressed through formal XAI integration.
[bookmark: _Toc233491890]2.3 Absence of a Contextual Framework
There is currently no comprehensive adaptive cybersecurity design framework specifically designed for the context of critical infrastructures in the Union of the Comoros that combines all of the following:
1. Zero Trust Architecture
1. Explainable Artificial Intelligence
1. Real-time threat detection
1. Adaptive response mechanisms
1. National cybersecurity resilience requirements
1. Adaptation to island-context constraints (limited bandwidth, legacy hardware, fragmented governance)

Theoretical grounding: this study applies Sociotechnical Systems Theory to bridge infrastructure, policy, and human professionals; TAM/UTAUT to justify XAI adoption; and island-context systems theory to explain how the specific constraints of small island developing states structurally alter standard cybersecurity framework design.

	Consequently, there is a need to develop and evaluate a novel design framework capable of improving security effectiveness while maintaining transparency, trustworthiness, and applicability within the low-resource island context of the Union of the Comoros.




[bookmark: _Toc233491891]3. Research Questions
[bookmark: _Toc233491892]3.1 Main Research Question
	How can an adaptive cyber defense design framework integrating Explainable Artificial Intelligence and Zero Trust Architecture enhance the security and resilience of critical infrastructures in the Union of the Comoros?



[bookmark: _Toc233491893]3.2 Sub-Questions
1. What are the main cybersecurity challenges (regulatory, technical, and governance) affecting critical infrastructures in the Union of the Comoros, based on empirical assessment of key ICT stakeholders?
1. How can XAI techniques improve cyber threat detection and decision-making — specifically, how does explanation transparency address the black-box human distrust problem as modeled by TAM/UTAUT?
1. How can Zero Trust principles — identity verification, continuous authentication, and least-privilege — strengthen access control and reduce attack surfaces in a low-resource island context?
1. What adaptive mechanisms can dynamically respond to evolving cyber threats in resource-constrained environments?
1. What is the impact of the proposed framework on cybersecurity resilience, detection accuracy, and incident response efficiency compared to traditional security architectures?


[bookmark: _Toc233491894]4. Research Objectives
[bookmark: _Toc233491895]4.1 General Objective
	To develop and evaluate an Adaptive Cyber Defense Design Framework for critical infrastructures that integrates Explainable Artificial Intelligence and Zero Trust Architecture — adapted to the specific constraints of the Union of the Comoros.



[bookmark: _Toc233491896]4.2 Specific Objectives
1. To conduct an empirical baseline assessment (5–10 Comorian IT/ICT leaders) to analyze cybersecurity risks affecting critical infrastructures and document existing governance mandates.
1. To design a cybersecurity design framework integrating Explainable AI and Zero Trust principles, adapted for low-resource and island-isolated infrastructure constraints.
1. To develop XAI-powered intelligent threat detection mechanisms (e.g., SHAP-based feature attribution) optimized for resource-constrained computing environments.
1. To implement dynamic policy automation and adaptive incident response strategies aligned with Zero Trust continuous verification principles.
1. To evaluate the effectiveness of the proposed framework through engineering simulations on benchmark datasets and expert validation with 100–150 cybersecurity professionals.
1. To provide actionable cybersecurity policy recommendations for national critical infrastructure protection in the Union of the Comoros and replicable guidance for small island developing states.


[bookmark: _Toc233491897]5. Significance of the Study
[bookmark: _Toc233491898]5.1 Theoretical Significance
This study makes the following theoretical contributions to the scientific literature:
1. New trust quantification metrics: Introduces quantitative metrics to measure trust in Zero Trust environments (e.g., continuous authentication confidence scores), advancing theoretical understanding of trust measurement in adaptive security systems.
1. XAI as formal black-box resolution: Formally demonstrates how XAI (SHAP/LIME) addresses the mathematical black-box dilemma in critical infrastructure protection, grounded in TAM/UTAUT adoption theory.
1. Island-context adaptation theory: Defines academic criteria for adapting cybersecurity frameworks to low-resource, bandwidth-limited, legally isolated digital environments — establishing transferable principles for small island developing states (SIDS).
1. Advances research on trustworthy AI in cybersecurity contexts.
1. Contributes to Africa's cybersecurity resilience research body.

[bookmark: _Toc233491899]5.2 Practical Significance
The study will deliver concrete practical value:
1. Improve detection and protection of Comorian critical infrastructure across energy, telecommunications, government, financial, and water sectors
1. Enable policymakers to build a national cybersecurity governance framework grounded in empirical data
1. Provide a replicable Zero Trust implementation roadmap for low-resource island nations
1. Deliver an XAI-powered threat detection engine validated against international benchmark datasets
1. Establish a reference cybersecurity maturity model applicable across small island developing states (SIDS)
1. Strengthen national digital resilience and support alignment with emerging regional ICT regulatory frameworks


[bookmark: _Toc233491900]6. Research Hypotheses
H1: XAI-based threat detection significantly improves detection accuracy (Precision, Recall, F1-Score) in Comorian critical infrastructure compared to non-explainable AI baselines.

H2: Zero Trust Architecture significantly reduces unauthorized access attempts through continuous authentication and least-privilege enforcement in island-context network environments.

H3: Adaptive cyber defense mechanisms significantly improve incident response time and effectiveness, as validated through engineering simulation on benchmark network datasets.

H4: The integrated XAI + Zero Trust framework significantly enhances overall cybersecurity resilience as measured by a composite cybersecurity maturity index.

H5: The proposed framework outperforms traditional perimeter-based security architectures across detection rate, false-positive rate, prevention score, and mean response time.


[bookmark: _Toc233491901]7. Conceptual Framework
[bookmark: _Toc233491902]7.1 Independent Variables
Explainable Artificial Intelligence (XAI):
1. Feature Importance (SHAP — SHapley Additive exPlanations)
1. Model Transparency (LIME — Local Interpretable Model-agnostic Explanations)
1. Decision Interpretability

Zero Trust Architecture (ZTA):
1. Identity Verification
1. Continuous Authentication
1. Least Privilege Access
1. Micro-Segmentation

Island-Context Constraints (Moderating):
1. Low bandwidth and connectivity limitations
1. Legacy hardware environments
1. Governance fragmentation across islands
[bookmark: _Toc233491903]7.2 Mediating Variable
Adaptive Threat Intelligence — the dynamic synthesis of XAI outputs and ZTA policy signals that enables real-time threat prioritization and response calibration.
[bookmark: _Toc233491904]7.3 Dependent Variables
1. Cybersecurity Resilience — composite maturity index
1. Detection Accuracy — Precision / Recall / F1-Score
1. Incident Response Effectiveness — Mean Response Time
1. Infrastructure Availability — uptime and continuity metrics
1. Trust & Usability — TAM-based expert validation score


[bookmark: _Toc233491905]8. Research Methodology
[bookmark: _Toc233491906]8.1 Research Approach
A mixed-methods approach combining Design Science Research (DSR) with a case study methodology. The methodology is structured into two clearly separated phases to avoid conflating engineering evaluation with behavioral/perception analysis.
[bookmark: _Toc233491907]8.2 Phase 1 — Engineering Phase (Quantitative/Technical)
This phase focuses on building and evaluating the technical framework artifact.
1. Data: Internationally benchmarked cyber datasets (NSL-KDD, CICIDS) for initial training; refined with anonymized localized sample logs from consenting Comorian entities
1. Tools: ML training pipelines; XAI libraries (SHAP, LIME); network simulation environments
1. Evaluation Metrics: Accuracy, Precision, Recall, F1-Score, Detection Rate, False Positive Rate, Mean Response Time
1. Comparison: Framework performance measured against baseline traditional security architectures

[bookmark: _Toc233491908]8.3 Phase 2 — Validation Phase (Qualitative/Expert Review)
This phase uses expert review to validate real-world applicability and usability in the Comorian context.
1. Sample: Purposive sampling — 100 to 150 cybersecurity professionals, IT administrators, infrastructure managers, and government ICT officials
1. Sectors: Energy, Telecommunications, Government, Financial Institutions, Water Management
1. Tools: Expert interviews, structured questionnaires, system log review
1. Focus: Framework usability, utility, and implementability in Comorian critical infrastructure

[bookmark: _Toc233491909]8.4 Population
Critical infrastructure organizations in the Union of the Comoros across five sectors: Energy, Telecommunications, Government Institutions, Financial Institutions, and Water Management Systems.

	Methodological Rationale: DSR produces the engineering artifact (framework); expert validation ensures real-world Comorian applicability. SEM/ANOVA are reserved strictly for the expert perception analysis in Phase 2 — not conflated with the technical ML evaluation in Phase 1.




[bookmark: _Toc233491910]9. Data Analysis Techniques
[bookmark: _Toc233491911]9.1 Quantitative Analysis (Engineering Phase)
1. Machine Learning Performance Metrics (core technical evaluation): Precision, Recall, F1-Score, Detection Rate, False Positive Rate, Mean Response Time
1. Descriptive Statistics: summary of dataset characteristics and model baselines
1. Comparative Analysis: framework vs. traditional security architectures using paired metrics
1. Regression Analysis and ANOVA: applied in Validation Phase for expert perception data only

[bookmark: _Toc233491912]9.2 Qualitative Analysis (Validation Phase)
1. Thematic Analysis: expert interview coding for framework adoption barriers and enablers
1. Content Analysis: policy document and regulatory framework review
1. Structural Equation Modeling (SEM): TAM/UTAUT-based modeling of XAI adoption intention and trust formation — applied exclusively to expert behavioral perception, clearly separated from technical evaluation
1. Cybersecurity Maturity Scoring: composite index measuring resilience improvement across sectors


[bookmark: _Toc233491913]10. Scope and Boundaries of the Study
[bookmark: _Toc233491914]10.1 Inclusions (In-Scope)
Geographical Scope: Union of the Comoros (Grande Comore, Anjouan, Moheli)
Temporal Scope: 2025–2028
Thematic Scope: Cybersecurity of critical infrastructures through Explainable AI and Zero Trust Architecture
Sectors: Energy, Telecommunications, Government Institutions, Financial Institutions, Water Management
Technical Focus: Network-level and identity-level access control, AI-based intrusion detection, adaptive response mechanisms, XAI decision transparency, Zero Trust policy automation

[bookmark: _Toc233491915]10.2 Exclusions (Out-of-Scope)
1. Physical Security: physical protection of infrastructure facilities and hardware — the framework focuses solely on cyber (digital) layers
1. Cryptographic Hardware: low-level firmware engineering and cryptographic chip manufacturing
1. Other Nations: findings from other countries are used only for benchmarking, not as primary case study subjects
1. General AI Research: non-cybersecurity applications of AI/ML
1. Non-Digital Governance: organizational management, HR policy, or non-ICT governance structures


[bookmark: _Toc233491916]11. Literature Review — Research Gap Matrix
A systematic analysis of existing adaptive defense models and XAI research in critical infrastructure reveals that no existing study combines all four features below within a developing/island nation context. This constitutes the primary research gap justifying this study.

	Study / Framework
	Dynamic Risk Assessment
	Explainability Method
	Infrastructure Applicability
	Real-time Mitigation
	Developing Nation Context

	NIST ZTA (2023)
	Partial
	None
	General IT
	None
	No

	XAI-IDS (IEEE 2023, Shokri et al.)
	Yes
	SHAP/LIME
	Enterprise IT
	Limited
	No

	ZTA + ML Hybrid (ACM 2024)
	Yes
	Black-box
	Cloud Infra
	Partial
	No

	ENISA CII Framework (2024)
	Partial
	None
	EU Critical Infra
	Yes
	No

	Proposed Framework (This Study)
	Full
	SHAP + LIME
	Comorian CII
	Full
	YES



The matrix demonstrates that while partial solutions exist (NIST ZTA for architecture, Shokri et al. for XAI-IDS, ENISA for EU critical infrastructure), none simultaneously addresses dynamic risk assessment, explainability, developing-nation context, and real-time mitigation — confirming the novelty and necessity of this research.


[bookmark: _Toc233491917]12. Limitations and Mitigation Strategies
[bookmark: _Toc233491918]L1 — Data Scarcity
Real-world critical infrastructure system logs from Comorian entities are highly confidential and restricted due to national security concerns.
Mitigation: Use internationally standardized benchmark datasets (NSL-KDD, CICIDS) for framework training and initial evaluation; refine with anonymized localized sample logs from consenting Comorian organizations.

[bookmark: _Toc233491919]L2 — Computational Resource Constraints
High-overhead XAI algorithms — such as iterative SHAP value computation — are difficult to process in real-time on the legacy hardware typical of Comorian institutional environments.
Mitigation: Apply model compression, lightweight SHAP approximations, and hardware-aware optimization to ensure the framework is operable on constrained hardware.

[bookmark: _Toc233491920]L3 — Policy Adoption Inertia
Fragmented security governance across state entities may significantly slow adoption of automated Zero Trust decision models.
Mitigation: Engage government ICT officials in the co-design validation phase; provide a phased Zero Trust implementation roadmap aligned with existing governance structures.

[bookmark: _Toc233491921]L4 — Geographic and Sample Access
Physical access to all critical infrastructure sectors across three islands (Grande Comore, Anjouan, Moheli) may be logistically difficult.
Mitigation: Leverage remote interviews, validated online questionnaires, and partner with Comores Telecom and national government IT divisions.


[bookmark: _Toc233491922]13. Expected Scientific Contributions and Outcomes
[bookmark: _Toc233491923]13.1 Scientific Contributions
1. Development of a novel Adaptive Cyber Defense Design Framework — a validated engineering artifact combining XAI and ZTA for island critical infrastructure
1. Creation of an XAI-powered cybersecurity model (SHAP/LIME-based intrusion detection optimized for low-resource environments)
1. Enhancement of Zero Trust implementation methodologies through phased, constraint-aware roadmaps
1. Contribution to cybersecurity resilience research in Africa and developing nations
1. Establishment of a reference cybersecurity design framework for small island developing states (SIDS) — the first empirically grounded XAI+ZTA study for sub-Saharan island critical infrastructure

[bookmark: _Toc233491924]13.2 Expected Outcomes
1. Empirical baseline assessment of Comorian critical infrastructure cybersecurity posture
1. Validated adaptive cyber defense design framework (tested on benchmark datasets)
1. XAI-powered threat detection engine with precision/recall evaluation
1. Zero Trust implementation roadmap tailored to low-bandwidth, fragmented-governance contexts
1. Cybersecurity maturity assessment framework
1. National cybersecurity recommendations for the Union of the Comoros
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