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Analyze network intrusion data to identify
compromised hosts and vulnerabilities
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Topic Title Topic Objective

Explain how data is prepared for use in a Network Security

A Common Data Platform Monitoring (NSM) system.

Use Security Onion tools to investigate network security

Investigating Network Data
events.

Enhancing the Work of the CyberSecurity Describe network monitoring tools that enhance workflow
Analyst management.
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A Common Data Platform — ID 'Il]I

ELK

Security Onion includes Elastic Stack that consists of Elasticsearch, Logstash, and Kibana (ELK).

Core Components of ELK:

- Elasticsearch: An open-core platform for searching and
analyzing an organization’s data in near real time.

* LLogstash: Enables collection and normalization of network
data into data indexes that can be efficiently searched by
Elasticsearch.

) ] ] ] ] Acquire Network Data Beats
 Kibana: Provides a graphical interface to data that is
compiled by Elasticsearch.

* Beats: Series of software plugins that send different types
of data to the Elasticsearch data stores.

Agcesiyeiglize: Kibana

Store, Index, Analyze Data E |aStICSGB rCh
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Data Reduction

All NSM Data Sources

*To reduce data, It Is essential to identify

the network data that should be gathered
and stored to reduce the burden on
systems.

By limiting the volume of data, tools like
Elasticsearch will be far more useful.
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Lecture 9 Dr. Ibrahim Gomaa




A Common Data Platform — ID 'Il]I

U NI

Data Normalization
*Data normalization is the process of combining data from a number of sources into a
common format.
A common schema will specify the names and formats for the required data fields.
*For example, IPv6 addresses, MAC addresses, and date and time can be represented in
varying formats:

IPv6 Address Formats Date Formats

2001:db8:acad:1111:2222::33 AT7:03:DB:7C:91:AA Monday, July 24, 2017 7:39:35pm
2001:DBS8:ACAD:1111:2222::33 A7-03-DB-7C-91-AA Mon, 24 Jul 2017 19:39:35 +0000
2001:DB8:ACAD:1111:2222:0:0:33 AT70.3DB.7C9.1AA 2017-07-24T19:39:35+00:00

 Data normalization is also required to simplify searching for correlated events.
Information Security Operations Center
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Data Archiving

*Retaining Network Security Monitoring (NSM) data indefinitely is not feasible due to
storage and access ISsues.

*The retention period for certain types of network security information may be specified by
compliance frameworks.

Sguil alert data is retained for 30 days by default. This value is set in the securityonion.conf
file.

Security Onion data can always be archived to external storage by a data archive system,
depending on the needs and capabilities of the organization.

Note: The storage locations for the different types of Security Onion data will vary based on the Security Onion
implementation.
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Working in Sguil

SGUIL-0.9.0 - Connected To localhost

*In Security Onion, the first place that a = o s s s e e e S
cybersecurity analyst will go to verify alerts oo e

B se seconwn 12 2000420152236 0000 0000 0 [OSSEC] Listened ports status (netstat) changed (new port opened or ¢
. . 647 seconion- 71 202004-29 160859 209.165.201.17 209.165.201.21 1 GPLICMP_INFO PING "NIX
[BE  View Conetated Events | 51 202004-20 165512 209.165.201.17 200.165.200 235 1 GPLICMP_INFO PING *NIX
IS Sgu‘ I . B 26 secomn 5792 2000051021:2028 209165200117 52206 209165200235 80 6 ETWEB_SERVER Script tag in URI Possible Cross Site Scripng Atte
B 26 seconwn 1105 2000510212028 20016520117 5206 200165200235 80 WEB_SERVER Script tag In URS Possitée Cross Site Scripting Atte
- - - - B 252 seconon 31 20200429 16:44.19  192.1680.11 192.168.0.1 1 GPLICMP_INFO PING "NIX
.S I t t I I I t I I t B 23 secown 5466 2000510212026 20916520117 52174 209165200235 80 6 ETWEB_SERVER Possibie CVE-2014-6271 Attempt
gu‘ au OI I la ICa y Corre a eS SII I II ar a er S B 13 secowe 5467  2020051021:2026 2016520017 52174 200165200235 80 ET WEB_SERVER Possibie CVE-2014-6271 Attempk In Headers
B 123 seconon.. 7779 2000510212026 200165200117 52174 200165200235 80 ET WEB_SERVER Possibie CVE-2014.6271 Attempt
- - - - - B 13 secon 7780  2020051021:2026 20016520017 52174 209165200235 80 ET WEB_SERVER Possibie CVE-2014-6271 Attempt In Headers
In‘to a Sln Ie Ilne and rOVIdes a Wa to VIeW AT 76 seconion- 7601 2000510212025 20016520017 52158 200165200235 80 6  ETINFO Executable Download from dotted-quad Host
g y " 76 seconon- 5378 2000510212025 20016520117 52158 200.165.200235 80 Enmosmmwmmmm
- -~ . TR WONIEAN 21 WYRD 2008 18K 2 17 K%0a 200 185 20N 18 an TWER SERVER Fwnioit Sienactod DHD tniaction Attack (eme) 4
41
- - ] | ShowPacket Data ¥ Show Rule
correlatea events represented by that line B i e e o oo e s e et
. 1516 9 1A 18 IC 1D 1E 1FT depth 32: classtype-misc-activity. Sib-2100366; rev-8: metadata created_at 2010_09 23, 1
sml' DestIP Ve WL TOS ken l>lanptmml'uoltsmn"4
- - - 209.165.201 20016520121 4 5 0o &4 13326 0 64 53544
*To understand what is happening in the = e e =
2384
00 00 00 60 07 00 00 60 00 00 s a Bl s
A8 IC D 1B IF 2 Liiccecssvnasnen
24 28 2€ 20 2€ 2F asua ' (

network, it may be useful to sort BEEREEES
the CN'T column to display the alerts with the = P
highest frequency.

33333333

Squil Alerts Sorted on CNT
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Sguil Queries

- Connected To local
2017-07-19 21:06:12 GM

Queries can be constructed in Sguil using the oy e e e

e s st s vt e |

- - ~L: - Close | SELEET event,status, event, priority, sensor. , evnt xt datetime, svent.sid, event.cd, event.signature, INET_ NTOA(event,src_ip), INET_NTOA{ovent. dst_p), event,ip_proto, ‘Submit
#VENLSIC POTT, RNt g5t _DON, event Signatiure_gen, event. signature id, eventsignature_rev FROM event IGNORE INDEX (event_p ley, sid time) INNER JOLN sensor ON event.sid=sensor sid WHERE
. EXPOTE | et src_port = 40754 ORDER BY datatime, src_port ASC LIMIT 1000 Edit

= = 1 secononethi-l 5521 20170705 183829 20016520117  4QTS 200165200235 B0 6 [T SCAN Nmap Scripting Engine User-Agent Detected (Nmap Scripting Engine)
u e r I es to a Ce rtal n d e ree 1 seconon-athi-1 5522 20170705 163529 20016520117 40754 209.165200.235 B0 6 T SCAN NMAP SQL Spider Scan
L] 1 seconon-ethi-1 5.523 2017-07-06 13829 209.165.201.17 AQTSA 200165200275 80 6 ET SCAN Passible Nmap User-Agent Observed
B secononema 7567 0170708183529 20016520117  AO7S4 209165200255 80 6  ETSCAN Nmap Scripting Engine User-Agent Detected (Nmap Scripting Engine)
B ' secononetzr 7588 0170708183839 2001652017 40754 209.165.200.235 80 &  ETSCAN NMAP SO SpiderScan
B secononema 7589 0170708183829 20016520117 40754 200.165.200.25 80 6  ETSCAN Possible Nmap User-Agent Observed

» Cybersecurity analyst must know the field
names and some issues with field values to
effectively build queries in Sguil. o m— :

by 1

alert tep SEXTERNAL_NET any = $HTTP_SERVERS SHTTP_PORTS (msg:"ET SCAN MMAF 5L Spider Scan”; flowsestablished to_server; =

methad; content:" OR sqlspider™; hittp_urk refenence:urlnmap org/nsedoc/scnpta/sqhinjection, himk; B
1 secononoses  secononosec  ose 0170719 21:0517 : = = o D Fig O TR Chksur |
- -
2 seconion-atht seconion-ethd peap 20170719 13:48:5 20916520117 (209065200235 4 |5 o [268 3065 |2 0 63 13914
or exampie ull Stores addresses In an i N
’ 4  seconicn-ethl seconion-athl pcap H0VTO7-19 134511 Source Dest R R R C 5 5 Y |
- - 5 secanionathi seconmn.ethl.l snon 2017.07.08 18:53:42 Eorc 9 Fork o1 S0 e ST H T WP e S o Y e W ko I S
= = orse ;0 [ | [ [ [ 160715188 [saToee 8 0 |20 0 |sosa
&  seconion-eth? seconion-eth? pcap HNTO71913:45:22 -
47 45 54 20 68 74 T4 70 3A JF IF 54 57 69 68 &9 GET http://TWiki
L] 7 weconkm-rig seconbrr-atia-)  nort Lol b 1€ GF 72 67 IF 63 67 69 20 62 69 GE 2F 65 64 69 .orgiegi-biniedi
74 2F 54 57 69 6B 69 2F 3F 74 6F 70 69 63 30 25 &/ TWiki /7topic=s
32 37 25 32 30 4F 52 25 32 30 73 71 6C 73 70 69 27%200R%203q15p1
64 65 72 26 20 49 S4 S4 S0 2F 31 IE 31 OO OA 43 derk HTTR/1.1..C
v [6F GE 6E 65 63 74 69 6F 6E 3A 20 63 6C &F 73 &5 onnection: close
r v
Update Intenal (secsk [15_:| Ll 1 Search Packet Paylosd  © Mex * Text | NoCase

ormation Security Operations Center
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Pivoting from Sguil

Sguil provides the ability for the e e e e B
cybersecurity analyst to pivot to other |5 = = T—
Information sources and tools. |

Log files are available in Elasticsearch. & ‘= k.-
Relevant packet captures can be e o r—— e

&  GPLWEB_SERVER mod_grip_status access

6 ET CURRENT_EVENTS Possible Magento Directory Traversal Atteenpt
6  ET WEB_SERVER Possitle MySQU SQU Attempt Information Schema
6  ET WEB_SPECIFIC_APPS Possibée Joomia SQUI Attempt

6  ET CURRENT_EVENTS Possible vBulletin object inection vuinerabiity
6  ET WEB_SPECIFIC_APPS Vuinerable Magento Adminhtri ACcess

6  ET EXPLOIT MVPower DVR Shell UCE

6  ET WORM TheMoon inksys. router 1

6  ET EXPLOIT D-Unk DSL-27508 - OS Command Injection I
6  ET CURRENT_EVENTS Possible vBulletin obyect infection vidnerabiity ... ||
6  ET WEB_SPECIFIC_APPS Vulnerable Magento Adminhitmi Access

6 T EXPLOIT MVPower DVR Shell UCE Iﬁ
L] FT WORM Thellonn Snksve muder 1

¥
&
3
g
8
g
8
g
8
3888888888888 8

- - - e
2 secononensl60  secononon.  poap
displayed in Wireshark R | |
" 47 Secuienenisy, " seoosenin. . || PO 20200801 15:36:08 Pot Pot 1 0GKHTNN Seq Ack#  Offset Res Window Up ChkSum
S seconionens192 SOCOMIon-en snort 20200512 312
seconionens224  secomionen.. pcap 20200601 15:36:27 g |
secononens224  seconionen...  snort 20200510 23:39:07
[
Upaate Interval (secs)y 15 w| Now | Hex © Text | NoCase
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Event Handling in Sguil

Sguil is a console that enables a cybersecurity B e e e e Essamal

analyst to investigate, Verify, and ClassiTy SeCUITY e —

Three tasks can be completed in Squil to manage & o oot emn ool mEEREmTETES

e Alerts that have been found to be false POSItiVES | e o i o= b o000
can be expired. S———— s " e e e e “‘;“’“’

» An event can be escalated by pressing the F9 key, | : == == = =i

« An event can be categorized. B | e

« Sguil includes seven pre-built categories that can be assigned by using a
menu or by pressing the corresponding function key.
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Working in ELK

* Logstash and Beats are used for data
Ingestion in the Elastic Stack.

- Kibana, which is the visual interface into the
logs, is configured to show the last 24 hours
by default.

- Logs are ingested into Elasticsearch into
separate indices or databases based on a
configured range of time.

* The best way to monitor the data in
Elasticsearch is to build customized visual
dashboards.

Information Security Operations Center
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Queries in ELK

- Elasticsearch is built on Apache Lucene, an open-source search engine software library
featuring full text indexing and searching capabilities.

» Using Lucene software libraries, Elasticsearch has its own query language based on JSON
called Query Domain Specific Language (QDSL).

 Along with JSON, Elasticsearch queries make use of elements such as Boolean operators,
Fields, Ranges, Wildcards, Regex, Fuzzy Search, and Text Search.

- Elasticsearch was designed to interface with users using web-based clients that follow the
HTTP REST framework.

» Methods used for executing the queries are URI, cURL, JSON and Dev Tools.

Information Security Operations Center
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Investigating Process or API Calls

* Applications interact with an Operating System (OS) through
system calls to the OS Application Programming Interface
(APD.

* If malware can fool an OS kernel into allowing it to make
system calls, many exploits are possible.

* OSSEC rules detect changes in host-based parameters.
* OSSEC rules will trigger an alert in Sguil.

* Pivoting to Kibana on the host IP address allows you to
choose the type of alert based on the program that created it.

Information Security Operations Center
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Investigating File Details

* In Squil, if the cybersecurity analyst is
suspicious of a file, the hash value can be
submitted to an online site to determine if
the file i1s a known malware.

* In Kibana, Zeek Hunting can be used to
display information regarding the files that
have entered the network.

* Note that in Kibana, the event type Is
shown as bro files, even though the new
name for Bro is Zeek.
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Dashboards and Visualizations

B 8
® = =
z ©

Dashboards provide a combination of data
and visualizations which allows
cybersecurity analysts to focus on specific
details and information.

Dashboards are usually interactive.

Kibana includes the capability of designing
custom dashboards.

In addition, tools such as Squert in Security
Onion provide a visual interface to NSM
data.
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Workflow Management

» Workflows are the sequence of processes and procedures through which work tasks are
completed.

* Managing the SOC workflows:
 Enhances the efficiency of the cyberoperations team
* Increases the accountability of the staff
 Ensures that all potential alerts are treated properly

« Sguil provides a basic workflow management but not a good choice for large operations.
There are third party systems available that can be customized.

« Automated queries add efficiency to the cyberoperations workflow. These queries
automatically search for complex security incidents that may evade other tools.

Information Security Operations Center
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Activity: Isolate Compromised Host Using 5-Tuple

In this activity, you will complete the following objective:

 Use Security Onion tools to investigate an exploit.
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Thanks
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