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Agenda
Introduction

• a. Welcome & Overview 
• Academic Services and Systems for MidOcean University Students
• b. Brief on the Cybersecurity concepts

Chapter Overviews
• a. Chapter 1: Introduction to Cybersecurity - introduces the fundamentals of 

cybersecurity in fintech, covering core principles (CIA triad), major threats, 

protective measures, and regulatory frameworks. It also explores key 
technologies and emerging trends like AI, zero trust, and privacy vs transparency.

• b. Chapter 2: Introduction to Network and Network Security  - introduces 
computer networks and how they enable communication. It explains key 

network security principles, common attacks, and defenses in fintech. 
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• c. Chapter 3: Classical Encryption Techniques - explores classical encryption 

methods such as substitution and transposition ciphers. It highlights their historical 
importance and how they form the basis of modern cryptography.

• d. Chapter 4: Block Cipher and DES(Feistel Cipher) - Introduces block cipher 
principles with a focus on DES as a foundational algorithm. Explains structure, 
operation, and its role in modern encryption evolution.

• e. Chapter 5: Block Cipher and DES(Attacks on DES) - Explains how block ciphers 
work with DES as a case study. Discusses known attacks on DES and why stronger 
algorithms are needed.

• f. Chapter 6: Finite Fields (Fields and Modular Arithmetic) - Introduces the math 
behind modern cryptography, focusing on finite fields and modular arithmetic. 
Shows how these concepts support encryption algorithms. 
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• g. Chapter 7: Advanced Encryption Standard (AES) - Covers AES design, 
structure, and operation as today’s global standard. Highlights why it replaced 
DES and its role in protecting fintech data.
• h. Chapter 8: Public Key Cryptography (RSA) - Explains RSA for secure 

communication, digital signatures, and key exchange.
• i. Chapter 9: Message Authentication and Hashing - Shows how hashing and 

MACs protect data integrity and prevent tampering.
• j. Introduction to Cloud Computing - Explains cloud basics and key security 

issues in fintech systems.
Closing Remarks
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ةیمیداكلأا ةباوبلا
ةعباتمو،ةعماجلابةساردللمدقتلااھللاخنمنكمیثیح،ةیمیداكلأاةباوبلاىلإلوخدلاللاخنمتامدخلانمدیدعلاىلعلوصحلابلاطللنشوأدیمةعماجحیتُت
لدعملاوبلاطلاتاجردرشننعلاًضف،اھتعجارموعفدلاتانایبظفحو،لیجستلاولوبقلاتاءارجإلامكتسانأشبنیمدقتملاعملصاوتلاو،مدقتلاتابلطلةرادلإا
:ةیمیداكلأاةباوبلاتامدخللاخنمنكمیامك،يساردلالصفلاةیاھنيفيئاھنلايمكارتلا
تاررقملا ةفاضإو فذح•
تاررقملا لوادج نع ثحبلا•
 .لصفم لكشب يساردلا لودجلا ضارعتسا•
 .بلاطلل ةلجسملا تاررقملل ةیئاھنلا تاجردلا ىلع علاطلاا•

ةیمیلعتلا ةباوبلا
:اھنم بلاطلل ةیمیلعتلا تامدخلا نم دیدعلا مدقُتو ،ررقملا ذاتسأو بلاطلا نیب يسیئرلا عمجتلا لثمُت
.. اھلیمحتو ةیساردلا تاررقملا ةءارق بلاطلل نكمی ثیح ،ةیساردلا تاررقملل لوصولا•
.مھتلئسأ ىلع درلاو ،مھعم لاعفلاو رشابملا لصاوتلا بناج ىلإ ،تارضاحملا حرشل بلاطلاب ررقملا ذاتسأ اھللاخ نم يقتلی يتلا ةیضارتفلاا لوصفلا•
.ةعماجلا اھمدقت يتلا ةیجھنملالا ةطشنلأا ىلإ لوصولا Moodle ةصنم للاخ نم بلاطلل نكمی ثیح ،تامولعملا لدابت ةقلح•
.ةیساردلا تابجاولاو ةطشنلأا لح يف بلاطلا دعاست يتلا ةینورتكللإا بتكلا ىلإ لوصولا ةیمیلعتلا ةباوبلا حیتت•
.ةیئاھنلاو ةیلصفلا تارابتخلاا دقعو ،ثاحبلأاو تابجاولا میدقت نع لاًضف ،ةساردلا يف بلاطلا ماظتنا نع ربعت يتلا ةریصقلا تارابتخلاا ءارجإ•

(esu.ac.ae نشوأدیم تامدخ | لوخدلا لیجست

Midocean University: Log in to the site (esu.ac.ae)

https://sis.esu.ac.ae/login
https://lms.esu.ac.ae/login/index.php
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ركاذتلا ماظن

تابلطلا میدقتو ،سیردتلا ةئیھ ءاضعأ عمو ،ةعماجلا عم لصاوتلا اھللاخ نم بلاطلل نكمی يتلا ةیللآاركاذتلا ماظن دعی

.تاراسفتسلااو

:ركاذتلا حتف تاوطخ

.رسلا ةملكو مدختسملا مسا ةباتك للاخ نم لوخدلاو ،ةیمیداكلأا ةباوبلا ىلإ ھجوتلا•

.ةدیدج ةركذت حتف ىلع طغضلا مث ،ةركذت رایخ ىلع رقنلا•

.كلذل ةصصخملا ةناخلا يف لیصافتلاو ،يسیئرلا عوضوملا ةباتك مث ،ةركذتلاب ينھملا مسقلا رایتخا•

.قفرملا فلملا ةنوقیأ ىلع طغضلا للاخ نم تافلملا قافرإ نكمی•

اھتعباتم ةیلآو ةركذتلا ةلاح حضوت ةینورتكلإ ةلاسر كلصیس مث ،ةركذت حتف ىلع طغضلا•
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2026-2025 ماعلل ثلاثلا يساردلا لصفلل يمیداكلأا میوقتلا

خیراتلاثدحلا

04/10/2025يساردلا لصفلا ةیادب

01/11/2025ررقم وأ لصفلا نع راذتعلال دعوم رخآ

27/12/2025ةیئاھنلا تارابتخلاا ةیادب

03/01/2026ةیئاھنلا تارابتخلاا ةیاھن
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2026-2025 ماعلل ثلاثلا يساردلا لصفلل ةیساردلا عیباسلأا ططخم

8

خیراتلافصولاعوبسلأا

04/10/2025ریصق رابتخا- ةیھیجوت ةرضاحم1 عوبسلأا
11/10/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم2 عوبسلأا
18/10/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم3 عوبسلأا
25/10/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم4 عوبسلأا
 راذتعلال دعوم رخآریصق رابتخا- شاقن ةقلح- ةرضاحم5 عوبسلأا

ررقم نع وأ لصفلا نع
01/11/2025

08/11/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم6 عوبسلأا
 15/11/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم7 عوبسلأا
22/11/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم8 عوبسلأا
29/11/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم9 عوبسلأا
06/12/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم10 عوبسلأا
13/12/2025ریصق رابتخا- شاقن ةقلح- ةرضاحم11 عوبسلأا
20/12/2025ةلماش ةعجارم-شاقن ةقلح12 عوبسلأا
27/12/2025ةیئاھنلا تارابتخلاا ةیادب13 عوبسلأا
03/01/2026ةیئاھنلا تارابتخلاا ةیاھنةساردلا ةیاھن
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سیردتلاةیجھنم

ةلجسملاتارضاحملامادختسابجمانربلارواحممیدقتمتی

عیمجةشقانماھللاخمتیيتلاودعبنعشاقنلاتاقلحو

ىلإةفاضلإابةصنملاىلعاھلیجستمتيتلاتارضاحملا

.مكتاراسفتسانعةباجلإا

تاطاشنلاللاخنمةفدھتسملاملعتلاتاجاتنقیقحتمتی

:ةیتلآاةیسیردتلاتایجیتارتسلااو

.تارضاحملا•

نمریصقرابتخاعوبسألكيف(.ةریصقلاتارابتخلاا•

.)ةلئسأةینامثوتاجردينامث

=ةدحاوةجردلاؤسلكللاؤس20(يئاھنلاناحتملاا•

.)ةجرد20

9

ثلاثلا يساردلا لصفلا تاجرد عیزوتو لامعلاا
ریتسجاملاو سویرولاكبلا يتلحرمل 2025
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Course 
Description

• This module introduces fundamental concepts in computer and network security.

• enabling the identification of vulnerabilities and the selection and implementation of 
suitable mitigation technologies. 

• Throughout this module you’ll learn about securing data through the use of 
cryptography, operating system security and multi-user environments, creating secure 
programs, state-of-the-art methods for identifying potential threats, and legal and 
ethical issues surrounding computer security.
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Introduction 
to 
Cybersecurity

• Cybersecurity is the practice of 
protecting systems, networks, and data 
from attacks, damage, or unauthorized 
access.

• It combines people, processes, and 
technology to defend against threats like 
phishing, malware, and ransomware.
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Introduction to Network and 
Network Security

• Computer networks enable communication 
between systems through structured 
models (e.g., TCP/IP, OSI).
•

Network security applies firewalls, IDS/IPS, 
VPNs, and secure protocols to protect data 
in transit.
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Classical Encryption Techniques

• Early encryption methods include 
substitution (e.g., Caesar cipher) and 
transposition methods of ciphers.

• Though simple and breakable today, they 
laid the foundation for modern 
cryptography.



www.midocean.km

Block Cipher and DES (Feistel Cipher)

• Block cipher encrypts data in fixed-size blocks (e.g., 64 or 128 bits) 
using a secret key.

• DES (Data Encryption Standard) introduced the Feistel structure, 
dividing data into halves and applying round functions.

• This design influenced modern block ciphers despite DES now being 
insecure.
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Block Cipher and DES (Attacks on DES)

• DES’s short 56-bit key made it vulnerable to 
brute force and differential/linear 
cryptanalysis.

• Its weaknesses led to the adoption of 
stronger algorithms like AES.

• it’s studied to understand the evolution of 
encryption.
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Finite Fields (Fields and Modular Arithmetic)

• Finite fields and modular arithmetic form 
the math backbone of cryptography.

• They are essential for algorithms like AES, 
RSA, and elliptic curve cryptography.
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Advanced Encryption Standard (AES)

• AES is the global encryption standard, based 
on substitution–permutation networks.

• It supports key sizes of 128, 192, and 256 
bits and secures most fintech systems today.
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Public Key Cryptography (RSA)

• RSA introduced asymmetric cryptography: public keys for 
encryption, private keys for decryption.

• It enables secure communication, digital signatures, and key 
exchange in fintech.
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Message Authentication and Hashing

• Hash functions and MACs provide data integrity and 
authenticity.

• They are used in digital signatures, password storage, 
and blockchain.
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This chapter is an overview about cloud computing and 
its role in modern fintech.
Cloud computing means using internet-based services 
(like servers, storage, and applications) instead of local 
computers.

Why we use it?
It offers scalability, flexibility, and cost savings —

fintech apps can grow fast without buying expensive 
hardware.

Introduction to Cloud Computing
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Main models:
IaaS (Infrastructure as a Service): rent servers/storage.
PaaS (Platform as a Service): rent tools for building apps.
SaaS (Software as a Service): use ready-made apps (e.g., 
online banking platforms).

Security concerns: Protecting sensitive financial data, managing 
access, and ensuring compliance with regulations.
Today: Almost all fintech companies rely on cloud services (AWS, 
Azure, Google Cloud) — making cloud security a core part of 
cybersecurity.

Introduction to Cloud Computing
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Closing Remarks

"That wraps up our introduction to this course. Over the coming weeks, we’ll 

explore key cybersecurity concepts, from network security to encryption 

techniques, and learn how to apply them in real scenarios. Stay curious, ask 

questions, and engage actively — this course is designed to build both your 

knowledge and your practical skills. I’m excited to start this journey with you."
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Thank you!


