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Abstract
The rapid growth of Internet of Things (IoT) deployments has expanded the attack surface for botnets that compromise heterogeneous, resource-constrained devices and launch large-scale attacks such as distributed denial of service (DDoS). Recent machine learning and deep learning intrusion detection systems (IDS) report high accuracy on benchmark datasets, yet most rely on centralized training and treat traffic flows as independent samples. These assumptions create practical barriers in real deployments: raw traffic aggregation raises privacy and trust concerns across organizations, and non-relational models often fail to capture coordinated multi-device botnet behavior.
This study introduces FedGNN-IoT, a privacy-preserving Federated Graph Neural Network (GNN) framework designed for botnet intrusion detection at the network edge. FedGNN-IoT models IoT settings as communication graphs, with devices, gateways, and services as nodes and interactions as edges. It then trains a GNN across several edge domains using federated learning, which keeps raw traffic and device data local. The methodology encompasses graph building techniques (static and temporal snapshots), centralized and federated baselines, and edge-aware optimizations, including neighborhood sampling and model compression, aimed at minimizing computational and communicational overhead.
The proposed evaluation measures (i) detection effectiveness using precision, recall, F1-score, and AUC; (ii) generalization under heterogeneous, non-IID client distributions, cross-site splits, and time-based drift; and (iii) deployment feasibility through end-to-end latency, memory footprint, and communication cost. Expected outcomes include improved detection of coordinated botnet activity compared to record-based models, stronger privacy compliance through federated training, and a lightweight IDS design suitable for real-time operation on edge/fog infrastructure.





Chapter 1
1.1 Introduction
The Internet of Things (IoT) is rapidly expanding across homes, healthcare, smart cities, industrial control, and critical infrastructure. While IoT connectivity enables automation and real-time services, it also creates a large and heterogeneous attack surface. Many IoT devices are resource constrained, frequently deployed with weak default configurations, and are difficult to patch or monitor continuously. These conditions make IoT ecosystems attractive targets for botnets—malware-controlled networks of compromised devices—used to launch disruptive attacks such as distributed denial-of-service (DDoS), large-scale scanning, credential stuffing, and coordinated lateral movement.
Intrusion Detection Systems (IDS) are an important way to protect networks and endpoints from bad activity. In recent years, IDS methods that use machine learning (ML) and deep learning (DL) have done quite well on standard benchmark datasets. But putting these ideas into real-world Internet of Things (IoT) settings is still hard. Practical implementations need to deal with privacy issues, decentralized ownership (different organizations/sites), constantly changing device populations, new attack methods, and severe edge resource limits (CPU, memory, bandwidth, and energy).
This research proposes FedGNN-IoT, a Federated Graph Neural Network (GNN) framework for privacy-preserving botnet intrusion detection at the edge. The key idea is to (i) represent IoT communications and behaviors as graphs so that coordinated botnet activity can be detected through structural and relational patterns, and (ii) train detection models using federated learning so that raw traffic and sensitive device data remain local to each site or edge domain.
1.2 Background
1.2.1 IoT botnets and edge environments
IoT botnets like Mirai-type families take use of devices that aren't secure (such cameras, routers, and sensors) and add them to networks that operate together. Once a device is attacked, it might send out bad traffic patterns that may not be obvious on a single device but are easy to see when you look at how devices communicate with each other. IoT deployments are commonly maintained at the edge, such as gateways, access points, fog nodes, and tiny data centers. Security monitoring at these points needs to be light and low-latency so that it can respond in real time.
1.2.2 Intrusion detection and limitations of centralized learning
Signature-based detection and rule-based systems are two traditional IDS methods that have trouble with threats that change quickly and zero-day variants. Machine learning and deep learning-based intrusion detection systems (IDS) models identify patterns from traffic or device telemetry to improve detection. However, many of these models presume that raw data be stored in one place for training. In practice, central collecting is often impractical due to:
· Privacy and regulatory issues (raw traffic may have sensitive metadata and content), 
· Trust boundaries (logs can't be shared freely between networks with more than one organization),
· Bandwidth and storage costs (sending raw data all the time is expensive), 
· Concentration of risk (central repositories become high-value targets).
1.2.3 Federated learning for privacy-preserving IDS
Federated learning (FL) enables multiple clients (edge sites or organizations) to collaboratively train a shared model while keeping raw data local. Clients train locally and send model updates to an aggregator, reducing raw data exposure. However, FL introduces challenges relevant to IDS:
· Non-IID data across sites (different device types, traffic profiles, attack prevalence),
· Communication overhead (frequent model update exchange),
· System heterogeneity (different hardware/network capabilities),
· Security threats (poisoning/backdoor attacks by compromised clients).
1.2.4 Graph neural networks for modeling coordinated behavior
Many botnet behaviors are inherently relational: devices communicate with shared command-and-control endpoints, exhibit synchronized bursts, or show abnormal neighborhood-level patterns. Graphs are a natural representation of IoT systems where:
· Nodes can represent devices, gateways, IPs, or services,
· Edges represent flows, sessions, or interactions,
· Node/edge features capture traffic statistics and behavioral attributes,
· Graph structure captures coordinated patterns not visible in isolated records.
Graph Neural Networks (GNNs) learn embeddings and classifiers over graph-structured data by propagating information over neighborhoods. This makes them well-suited to detect community-level anomalies and coordinated botnet activity.
1.2.5 Federated GNNs at the edge
A Federated GNN combines FL and GNNs to learn from distributed graph data without centralizing the graphs. This is promising for IoT IDS, but it is also complex: graph partitions, topology differences across sites, and temporal dynamics can degrade training stability and accuracy. FedGNN-IoT is motivated by the need to design a framework that is accurate, privacy-preserving, and feasible under edge constraints.
1.3 Problem Statement 
The rapid growth of IoT deployments has enabled botnets to exploit weakly secured, heterogeneous, and resource-limited devices to conduct large-scale attacks (e.g., DDoS). Although recent ML/DL-based intrusion detection methods report very high accuracy on benchmark datasets, they exhibit critical limitations that prevent reliable real-world adoption in distributed IoT environments.
First, most existing IDS approaches rely on centralized training and analysis, which requires aggregating raw network traffic, logs, or device telemetry in a central location. This assumption conflicts with practical IoT deployments where data is distributed across multiple edge domains and organizations, and where privacy, regulatory compliance, and trust constraints limit raw data sharing.
Second, many IDS models treat traffic records as separate samples. This doesn't take into account that IoT ecosystems are made up of devices, gateways, and services that are all connected by patterns of communication. This makes it harder to find coordinated botnet behavior, which happens when a lot of devices work together.
Third, reported performance is often derived from static, lab-curated datasets and evaluation protocols that do not sufficiently account for real-world conditions such as concept drift, device churn, heterogeneous sites, class imbalance, adversarial manipulation, and the end-to-end latency/resource costs required for edge deployment.
So, there is still no practical intrusion detection framework that can do all of the following at once: 
1. keep raw data local across multiple edge domains to protect privacy, 
2. model IoT communication as graph-structured data to capture coordinated botnet behavior, and 
3. work well within the limits of computation, memory, and communication in edge/fog environments while still providing strong and generalizable detection in a variety of situations that are constantly changing. 
This study fills in those gaps by looking into FedGNN-IoT, a federated GNN-based IDS framework for detecting botnet intrusions at the edge while keeping privacy.
1.4 Research Objectives 
The primary aim of this study is to create, deploy, and assess a framework for a privacy-preserving federated graph neural network that can effectively and accurately identify intrusions from IoT botnets at the edge.
Objective 1 — Graph-based IoT representation
Develop graph construction strategies that represent IoT environments and communications (devices, gateways, services, and flows) as graphs suitable for learning, including node/edge feature definitions and (where applicable) temporal graph formulations.
Objective 2 — GNN-based botnet intrusion detection model
Design a GNN-based intrusion detection model that leverages structural/relational patterns to improve botnet detection compared to non-graph baselines (e.g., DNN/CNN/RNN/trees) under realistic evaluation settings.
Objective 3 — Federated training protocol for distributed IoT sites
Develop a federated learning protocol for training the GNN across multiple edge nodes/sites without sharing raw traffic or private device data, and evaluate the impact of heterogeneous (non-IID) client data on convergence and detection performance.
Objective 4 — Resource-aware edge feasibility
Incorporate lightweight methods (e.g., efficient message passing, sampling, model pruning/quantization, partial fine-tuning, batching) and evaluate feasibility on edge/fog constraints using measurable system metrics: training/inference time, memory footprint, and communication cost (and energy where measurable).

Objective 5 — Robustness under imperfect real-world conditions
Improve and assess stability under practical challenges, including class imbalance, site heterogeneity, and evolving attack distributions (concept drift). Where feasible, evaluate robustness against adversarial evasion and/or federated poisoning risks and include mitigation strategies (e.g., robust aggregation or update filtering).
Objective 6 — End-to-end evaluation and ablation
Conduct end-to-end evaluation (feature extraction → graph construction → inference) and perform ablation studies to isolate contributions from (i) graph modeling, (ii) federated training, and (iii) edge optimizations.
1.5 Research Scope
1.5.1 In-scope
This research focuses on the following scope boundaries:
· Domain: IoT botnet intrusion detection, primarily using network traffic and communication behavior observable at gateways/edge nodes.
· Learning paradigm: Federated learning across multiple edge domains/sites where raw data remains local.
· Modeling approach: Graph neural networks operating on IoT communication graphs (device-flow/service graphs or derived interaction graphs).
· Deployment target: Edge/fog settings, emphasizing low latency and constrained resources.
· Evaluation focus:
· Detection quality: accuracy, precision, recall, F1, AUC (and ideally false positive rate and calibration metrics).
· Federated behavior: convergence, client heterogeneity effects, communication rounds/bytes.
· System feasibility: inference latency, memory usage, and communication overhead; energy where available.
· Generalization: cross-site splits, time-based splits (drift), and sensitivity to class imbalance.
1.5.2 Out-of-scope (boundaries)
To keep the project focused and feasible, the following are not primary objectives:
· Full malware reverse engineering or signature generation for specific botnet families (beyond what is needed to label/evaluate datasets).
· Deep endpoint-only detection on firmware binaries as the main pathway (unless used as a supplementary comparison).
· Guaranteeing absolute privacy/security via heavy cryptographic protocols (e.g., full homomorphic encryption for all training), though privacy-enhancing techniques may be discussed or optionally evaluated depending on feasibility.
· Comprehensive coverage of all cyberattacks (the emphasis is botnet-related intrusions and behaviors relevant to IoT).
· Designing new network hardware or custom edge chips; the focus is algorithmic and system-level optimization within typical edge/fog compute environments.
1.5.3 Assumptions
· Edge sites that take part can execute local training and inference (maybe with lightweight models) and talk to an aggregation server from time to time (cross-silo FL assumption). 
· Datasets or operational labeling methods can give you labels or ground truth that are good enough to train or test supervised or semi-supervised detection algorithms. 
· You can build a graph using telemetry data like flow records, connection logs, or summary traffic stats without having to look at the payload if privacy policies don't allow it.





Chapter 2: Literature Review
2.1 Overview
This chapter reviews research on IoT botnet intrusion detection with a focus on three converging areas that motivate FedGNN-IoT: (i) deep learning–based IoT botnet detection (mostly centralized and record-based), (ii) privacy-preserving collaborative learning through federated learning (FL), and (iii) graph-based modeling using graph neural networks (GNNs) to capture relational/structural botnet behavior. The chapter concludes by synthesizing gaps in prior work and positioning the need for a federated, graph-based, edge-feasible IDS.
2.2 IoT Botnet Detection: Datasets and Evaluation Practices
A key driver of progress in IoT IDS has been the availability of benchmark datasets. Many IoT botnet detection papers train and evaluate models on BoT-IoT, developed in a realistic cyber range environment at UNSW Canberra, and released with multiple formats including PCAP and flow/CSV representations. (UNSW Sites) However, benchmarking practices often rely on random train/test splits from a single dataset, which can inflate performance if the split does not reflect cross-site differences, device churn, or time-based concept drift.
Another widely used dataset is N-BaIoT, which provides network-derived features from commercial IoT devices infected with Mirai and BASHLITE botnets. (arXiv) Compared to purely simulated traffic, N-BaIoT is frequently treated as closer to realistic IoT device behavior, but it still reflects a controlled experimental environment and a limited set of device types.
Recent literature increasingly points to the importance of cross-dataset validation using datasets such as IoT-23, which includes labeled benign IoT traffic and multiple malware infection captures collected in real environments. (Stratosphere IPs) In practice, the reliability of botnet IDS depends not only on within-dataset accuracy but also on robustness under distribution shift (new devices, new botnet variants, new topologies) and on reporting end-to-end costs (feature extraction + inference latency).
2.3 Centralized Deep Learning for IoT Botnet Intrusion Detection
Early and widely cited work adopts centralized deep learning models trained on flow features.

2.3.1 Feed-forward DNN models on BoT-IoT
Shareena et al. propose a deep neural network intrusion detection approach to detect IoT DDoS/botnet behavior using BoT-IoT traffic features, motivated by the constraints and heterogeneity of IoT networks. (Springer Nature Link) This line of work demonstrates that relatively standard DNN architectures can achieve strong results on curated BoT-IoT splits, but it also illustrates a common limitation: evaluation is often confined to one dataset environment, leaving cross-site generalization largely untested.
2.3.2 CNN-based traffic IDS (BotIDS) and “fast inference” claims
Idrissi et al. introduce BotIDS, a CNN-based IDS evaluated on BoT-IoT, reporting very high validation accuracy and a prediction execution time below sub-millisecond scale. (IAES Journal) These results support the feasibility of low-latency classification, but they also highlight a recurring issue in IoT IDS papers: “prediction time” is frequently measured without full pipeline costs (stream ingestion, feature extraction/aggregation, graph construction if applicable, and system overhead).
2.3.3 Imbalance-aware learning: SMOTE-DRNN
Popoola et al. address class imbalance using SMOTE combined with a deep recurrent neural network (DRNN), demonstrating strong performance on BoT-IoT and emphasizing minority-class improvements. (MDPI) Handling imbalance is critical for operational IDS because some attack types are rare, yet high-impact. However, synthetic oversampling can sometimes yield overly optimistic performance if not validated under external datasets or time-split evaluations.
2.3.4 Early detection via collaborative ML
Nguyen et al. propose a collaborative approach designed to detect IoT botnets earlier in the execution lifecycle, aiming to reduce reliance on full traces. They report strong accuracy on their curated dataset and motivate early detection as essential for mitigating large-scale attacks. (IBM Research) This work shifts attention from “attack-phase traffic classification” to “pre-attack/early-stage indicators,” but it also raises questions about external validity because early-stage signals can vary widely across deployments.
2.3.5 Malware artifact detection via transfer learning
Kadhim et al. take a different direction: instead of network traffic, they convert malware binaries into image-like representations and apply ensemble deep transfer learning (e.g., ResNet/VGG-style backbones). (Directory of Open Access Journals) This demonstrates the value of endpoint artifact analysis for IoT security, but it is not directly comparable to network IDS because it relies on different data sources and operational assumptions (e.g., ability to extract binaries, firmware, or memory artifacts).
2.3.6 Lightweight ensembles on N-BaIoT
ELBA-IoT uses decision-tree ensemble methods (AdaBoosted, RUSBoosted, bagging) and reports high detection accuracy and low inference overhead on N-BaIoT-2021. (MDPI) This reinforces that classical ensembles can be strong baselines in resource-constrained contexts. Yet, generalization to unseen device families and new botnet variants remains a persistent concern, especially when training and testing occur within the same dataset domain.
2.4 Robustness and Adversarial Threats Against IDS Models
Beyond accuracy, IDS models must remain reliable under active evasion. Deep learning models for intrusion detection can be vulnerable to adversarially crafted perturbations that cause misclassification. 
Def-IDS proposes an ensemble defense mechanism using generative augmentation and adversarial retraining to improve robustness of deep learning NIDS against known and unknown adversarial attacks, evaluated on CSE-CIC-IDS2018. This strengthens the case that robustness mechanisms can improve resilience without severely harming clean-data accuracy. However, most adversarial-defense IDS work is still evaluated in centralized settings and does not directly solve the privacy and heterogeneity problems of multi-domain IoT deployments.
2.5 Federated Learning for Intrusion Detection in IoT
2.5.1 Motivation and core FL mechanism
Federated learning enables collaborative model training without centralizing raw data, typically by aggregating local model updates (e.g., via Federated Averaging). For IoT security, FL is attractive because logs and traffic metadata are often privacy-sensitive, and multi-organization environments impose trust and compliance constraints.
Recent surveys summarize how FL has been applied to intrusion detection and identify key design dimensions such as client selection, aggregation strategies, data heterogeneity, and evaluation methodology. 

2.5.2 Practical challenges: non-IID data, communication cost, and device heterogeneity
A consistent finding is that FL performance can degrade under non-IID client data distributions, which is typical in IoT (different device types, different background traffic, different attack prevalence). In addition, communication overhead can become a limiting factor when clients are edge gateways with constrained bandwidth or intermittent connectivity, motivating communication-efficient FL variants. 
2.5.3 Security and privacy risks inside FL
Although FL avoids sending raw data, it does not automatically guarantee privacy or robustness. Research shows that shared gradients/updates may leak information about training data (gradient leakage). (arXiv) FL is also vulnerable to poisoning/backdoor attacks, where malicious clients can manipulate updates to implant hidden behaviors in the global model. 
Implication for FedGNN-IoT: A practical federated IDS must treat “privacy-preserving” as a system goal requiring additional mitigations (robust aggregation, update validation, possible privacy-enhancing techniques), not as an automatic property.
2.6 Graph-based Modeling and GNNs for Intrusion and Botnet Detection
2.6.1 Why graphs matter for IoT botnets
A core limitation in much of the IoT IDS literature is the treatment of flows as independent records, despite the fact that botnets often manifest as coordinated, multi-device behavior (shared command-and-control destinations, synchronized bursts, abnormal neighborhood interactions). GNN-based IDS research argues that graph structure can capture relationships that are not visible in feature vectors alone, especially in complex network settings. 
2.6.2 GNN botnet detection examples
Recent botnet detection systems explicitly build communication graphs and apply GNN variants. For example, XG-BoT proposes an explainable GNN-based botnet detection approach using a communication graph and emphasizes interpretability for analysts. (arXiv) In IoT-oriented settings, GNN formulations have also been used to incorporate temporal dynamics and multi-edge interactions for botnet behavior recognition. (MDPI)
Implication for FedGNN-IoT: GNNs provide a strong modeling foundation for coordinated botnet detection, but most GNN-based IDS papers still assume centralized access to graphs and do not address federated constraints by default.
2.7 Federated Graph Neural Networks (FedGNN) and Intrusion Detection
Federated GNNs aim to train graph models when graph data cannot be centralized due to privacy, regulation, or commercial competition. FedGraphNN introduces a benchmark and unified formulation for federated GNN learning and reports that federated GNNs can underperform centralized GNNs under non-IID splits—highlighting the difficulty of graph federation under heterogeneity. (arXiv)
More recently, intrusion-detection-specific federated GNN architectures have been proposed. For example, FedGATSage integrates client-side graph attention with server-side GraphSAGE using abstraction mechanisms designed to preserve privacy while maintaining structural and temporal information in distributed environments. This line of work provides direct evidence that combining FL + GNN is feasible for intrusion detection—but it also reinforces that architecture design, graph partitioning/abstraction, and heterogeneity handling are central research challenges rather than solved problems.
2.8 Synthesis: Important Gaps and How They Drive FedGNN-IoT 
There are some common gaps in the literature that was looked at:
1. Centralization versus actual deployment limitations: A lot of high-performing IDS models assume that training is done in one place on BoT-IoT or N-BaIoT. This goes against privacy and trust boundaries in multi-domain IoT.
2. Limited reasoning about structure: DNN/CNN/RNN methods that use records can get very high benchmark accuracy, but they often miss coordinated, relational botnet behavior that naturally forms graphs.
3. Weak proof of generalization: Most evaluations are done on one dataset. Having more than one dataset (like N-BaIoT or IoT-23) makes it more clear that testing across datasets and sites is needed to prove real-world robustness. (UCI Machine Learning Repository)
4. Resilience against adversarial and federated threats: Adversarial defenses, like Def-IDS, make centralized NIDS more resilient, but federated settings create new attack surfaces, like poisoning/backdoors and possible gradient leakage.
5. Edge feasibility beyond "model inference time": Some studies say that prediction latency is low (for example, BotIDS and ELBA-IoT), but to be truly feasible, the whole pipeline costs (stream processing, feature computation, and, if graphs are used, graph construction and neighborhood sampling) must be taken into account. 
Therefore, FedGNN-IoT is positioned as a response to an explicit intersectional gap: existing IoT botnet IDS models are either (a) accurate but centralized and record-based, or (b) privacy-preserving via FL but limited in relational modeling, or (c) graph-based via GNN but commonly centralized. A federated GNN framework aims to combine the strengths while directly addressing edge constraints and real-world heterogeneity.
2.9 Chapter Summary
The current chapter has reviewed methods for IoT botnet detection based on centralized deep learning and ensemble learning, (often benchmarked on BoT-IoT and N-BaIoT), robustness research against adversarial attacks, intrusion detection via federated learning, and the birth of GNN-based intrusion/botnet detection. Literature supports three conclusions: 1) benchmark accuracy alone is insufficient for deployment claims, 2) graph modeling shows promise for coordinated botnet behavior, and 3) federated learning is necessary for privacy-preserving multi-domain IoT security—but introduces new system and security challenges. These results support the proposed FedGNN-IoT framework, and drive the design aims for the upcoming chapters (methodology, architecture, and evaluation). I could (if you wish) reformulate this Chapter 2 to adhere to your college’s precise form (e.g., “2.1, 2.2…” in a more academic tone, with some short comparison subsection to directly indicate how each paper reviewed reflects on your research aims).





Chapter 3: Research Methodology 
3.1 Research Methodology
3.1.1 Research design and approach
This research follows a design-and-evaluate methodology:
1. design a privacy-preserving IDS framework (FedGNN-IoT),
2. implement a working prototype,
3. evaluate detection performance, robustness, and edge feasibility against strong baselines,
4. perform ablations to explain where gains come from (graph modeling vs federation vs optimizations).
3.1.2 Data sources and experimental setting
Datasets (planned):
· BoT-IoT (UNSW Canberra) for large-scale IoT botnet traffic experiments.
· N-BaIoT / N-BaIoT-2021 for device-based botnet traffic behavior (Mirai/Bashlite).
· IoT-23 (optional but recommended) to test cross-dataset generalization and reduce “single-dataset bias.”
Federated setting simulation (cross-silo FL):
· Split data into K clients (sites) to mimic multiple organizations / edge domains.
· Use realistic non-IID splits, e.g.:
· by device type / subnet / gateway,
· by time windows (drift),
· by attack family prevalence differences across sites.
3.1.3 Data preprocessing and feature engineering
1. Traffic representation: use flow-based features (e.g., bytes, packets, duration, flags statistics, inter-arrival summaries) and/or dataset-provided features.
2. Cleaning: remove duplicates, handle missing values, normalize/standardize numeric features.
3. Labeling: binary (benign vs botnet) and/or multi-class (attack families).
4. Imbalance handling (where needed): compare
· cost-sensitive loss (class weights / focal loss),
· under-sampling or hybrid sampling,
· (optional) synthetic oversampling only inside training folds to avoid leakage.
3.1.4 Graph construction (core of FedGNN-IoT)
Construct graphs per site and per time window (static snapshots or temporal graphs).
Graph options (to test/ablate):
· Device–device communication graph
· Nodes: devices (or IPs).
· Edges: observed communication within a window.
· Edge weights: flow counts, bytes, or frequency.
· Heterogeneous graph (optional)
· Nodes: devices + gateways + services (or destination categories).
· Multiple edge types (device→gateway, device→service, device↔device).
· Temporal snapshots
· Build graphs over sliding windows (e.g., 10s/30s/60s) to support early detection.
Features:
· Node features: aggregated device behavior in a window (stats of flows, ports, entropy-like measures, etc.).
· Edge features: interaction summaries (counts, bytes, protocol mix).
Labels (choose based on task):
· Node-level classification: label a device node as botnet/benign.
· Edge-level classification: label a flow edge as malicious/benign.
· Graph-level classification: label a window/segment as attacked/normal.
3.1.5 Model development (centralized baseline → GNN → federated GNN)
A) Baselines (non-graph):
· Tree ensembles (e.g., XGBoost/LightGBM or bagged trees)
· DNN / CNN / RNN (as appropriate for the dataset format)
B) Centralized GNN IDS (graph learning):
· Candidate GNNs: GraphSAGE (inductive, sampling-friendly), GAT (attention), optionally GCN for baseline.
· Output head: MLP classifier for node/edge/graph label.
· Training: supervised classification with regularization, early stopping.
C) Federated training (FedGNN-IoT):
· Each edge client trains locally on its site graph(s).
· Server aggregates model updates using:
· FedAvg baseline,
· FedProx (or similar) to stabilize training under non-IID,
· optional personalization (fine-tune last layer per site).
Communication efficiency (edge-aware):
· Fewer rounds + more local epochs (carefully tuned),
· gradient/update compression (quantization or sparsification),
· partial model sharing (e.g., only share classifier head in some variants).
3.1.6 Robustness and “realistic” evaluation
Generalization tests:
· Cross-site evaluation (train on some sites, test on unseen sites)
· Time-split evaluation (train on earlier windows, test on later windows → drift)
· Cross-dataset (e.g., train on BoT-IoT, test on N-BaIoT/IoT-23 where possible)
Adversarial/attack-surface tests (as feasible):
· Evasion-style perturbations on features (bounded noise / feature manipulation)
· Federated poisoning simulation:
· label flipping,
· malicious-client updates,
· evaluate robust aggregation or update filtering.
3.1.7 Edge deployment feasibility evaluation
Measure end-to-end cost, not only model forward pass:
· Latency: feature aggregation + graph build + inference time
· Memory: model size + peak memory during inference (and training if applicable)
· Communication: bytes/round, total bytes to convergence
· Compute: CPU time; (optional) energy if a meter or onboard estimator is available
Target devices (examples):
· a fog/edge mini-PC, or
· a Raspberry Pi class device for inference-only feasibility,
· gateway-class VM for training feasibility.

3.1.8 Metrics and reporting
Detection metrics:
· Precision, Recall, F1 (macro + weighted), ROC-AUC, PR-AUC
· False Positive Rate (FPR) and False Negative Rate (FNR)
· MCC (useful with imbalance)
· (Optional) Calibration metrics (ECE) for operational reliability
Federated metrics:
· rounds to reach target performance, convergence stability
· performance variance across clients
· communication cost (bytes) and dropout robustness
Ablation studies (mandatory to support claims):
· Graph vs non-graph (same features)
· Centralized GNN vs Federated GNN
· FedAvg vs FedProx (or other)
· With/without compression/sampling
· Different graph definitions and time windows
3.2 Expected Outcomes
1. A complete FedGNN-IoT framework (graph construction + GNN IDS + federated training pipeline).
2. Improved detection of coordinated botnet behavior compared to strong non-graph baselines under cross-site splits.
3. Privacy-preserving training capability across multiple edge domains without sharing raw traffic/logs.
4. Edge-feasible inference with reported end-to-end latency and memory footprint suitable for gateways/fog nodes.
5. Robustness evidence under non-IID client distributions, class imbalance, and time-based drift (and basic poisoning/evasion tests if feasible).
6. Clear ablation results and design guidelines, showing what graph type, GNN type, and FL configuration works best for IoT botnet IDS.

3.3 Gantt Chart (36-week plan)
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