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Chapter 1 Introduction 

1.1 Introduction 

The use of system logs has gained immense importance in modern software 

architectures since they provide continuous logging of events, errors, warnings, and 

service interactions within complex computing environments. With the increase in 

complexity and diversity in computing environments, human analysis of system logs 

manually has been increasingly challenging, particularly in cloud and distributed 

architectures, which generate an enormous amount of events. Recent work in 

explainable anomaly detection in system logs suggests that any useful approach towards 

log analysis requires more than just generating alerts and needs to identify meaningful 

context-based relationships for effective detection and explanation [1]. Recently, 

several studies have also highlighted that contemporary log-based anomaly detection 

relies on improved representation learning and sequence modeling more than manual 

rules and simple statistics. This is especially true for large-scale systems, wherein the 

anomalous behavior may be dependent on contextual changes or dependencies over 

extended sequences of events. The self-supervised approaches and sequence-based 

models proposed in 2021 and beyond prove that effective anomaly detection requires 

not only accurate identification of anomalies but also proper learning of system behavior 

through log sequences [2]. 

However, in the real operational world, it is not only about the accuracy of the detection. 

There is also a need to understand the reason behind the anomalies' detection, whether 

the detection is reliable and whether the outputs generated are meaningful and useful 

for further diagnosis and reaction. As recent practice-oriented studies suggest, real 

expectations for log anomaly detection include not just predictive accuracy, but also 

interpretability, reliability and operational usefulness of the process [3]. The proposed 

research is dedicated to Explaining Log Anomalies with Transformers. The study will 



consider the possibility of using Transformer models for sequence learning in the 

process of anomaly detection and also generating explanations for such anomaly 

detections. 

1.2 Problem Definition 

Massive logging is an inherent part of large software systems that contain vital 

information related to their operations, service interactions, performance issues, 

warnings, and faults. However, due to the high complexity of such data, its analysis by 

means of conventional techniques that use manual labor or simple rules is infeasible as 

they cannot cope with long-term interdependencies, context, and dynamic nature of the 

system behavior. 

1.3 Thesis Objectives 

The key focus of this thesis work is on developing an explainable transformer-based 

architecture for detecting anomalies in system log files. The goal here is to develop a 

framework that can be used to model log file sequences, incorporate the element of 

explainability within the anomaly detection process, and evaluate the performance of 

this architecture against appropriate baselines. 

1.4 Thesis Contribution 

This thesis makes the following main contributions: 

1- It proposes “LogBERT” transformer-based anomaly detection framework that 

models log sequences using masked prediction and contextual learning to detect 

abnormal system behavior. 

2- It integrates SHAP-based explanation to identify the log events that contribute most 

strongly to each anomaly decision. 



3- It evaluates the framework using standard detection metrics such as precision, recall, 

and F1-score on benchmark system log datasets. 

1.5 Thesis Organization 

The remainder of this thesis is organized as follows: 

Chapter 2 provides the foundational background and reviews the relevant literature. It 

introduces key concepts including log anomaly detection, Transformer-based sequence 

modeling, explainable artificial intelligence (XAI) techniques, and performance 

evaluation metrics, followed by a critical review of related studies in the field. 

Chapter 3 describes the proposed explainable framework, including log preprocessing, 

LogBERT-based anomaly detection, SHAP explanation module, and interpretability 

evaluation. 

Chapter 4 presents the experimental setup, evaluation results, and discussion of the 

findings in terms of both detection performance and explanation quality. 

Chapter 5 concludes the thesis and outlines directions for future work.  

 

 

 

 

 

 

 

 



Chapter 2 Background and Related Work 

 

 Introduction 

This chapter will provide the necessary theoretical and methodological context needed 

for the suggested research project. First, it will define the essential approaches that have 

influenced research in the field of log analysis in recent years. Second, the chapter will 

discuss some important explainable artificial intelligence approaches and performance 

measures. Lastly, it will conduct an extensive literature review of recent studies 

conducted in the field. 

 Background 

Anomaly detection in system logs has slowly evolved from simple rules and statistical 

methods to machine learning models. The reason for this change lies in the 

characteristics of the logs, which are usually big, sequential, and semi-structured. In 

practical applications, anomalies do not arise as singular occurrences but instead arise 

through variations in the sequence of events. This means that previous methodologies 

fail to detect them effectively, particularly in complicated distributed scenarios or cases 

with insufficient labeled datasets. For this reason, recent research has been centered 

around learning-based techniques that can appropriately model log sequences [4]. 

In this section, we discuss some of the major research directions in methodology which 

have become quite relevant for our work. First, we consider self-supervised learning 

since labeled anomalies are typically scarce in real-world problems. Next, sequence 

modeling with Transformers is discussed as it has been extensively used to incorporate 

long-term dependencies in logs. Moreover, several attempts to enhance log embeddings 

using language models have recently been made, along with methods that consider 

uncertainty and structures to make their model more robust and interpretable. These 



research directions have become an integral part of building modern systems for 

detecting anomalies in logs [5]. 

2.2.1 Self-supervised learning 

Self-supervised learning has emerged as a feasible approach for anomaly detection in 

logs, particularly when labeled data is scarce. Rather than depending on labeled 

anomalies, the model learns patterns based on the data using an auxiliary task. The 

model uses this learned pattern to represent normal behaviors and then detect anomalies. 

2.2.2 Masked prediction 

Prediction with masking as shown in Figure 2.1 is a prevalent technique in the field of 

self-supervised log analysis, in which parts of the sequence are masked out for the 

training process to recover them. In place of using explicit labels, the training process 

uses the relation between the events in order to identify patterns within the sequences. 

This technique allows the training algorithm to better understand the normal behavior 

of the system. Recent research has proven that the application of self-supervision can 

lead to improved detection rates in situations of insufficient labeling [6]. 

 

Figure 2.1 Masked log prediction as a self-supervised pretext task. [6] 

 

2.2.2.1 Reconstruction-based learning 

The reconstruction-based methods work a bit differently from the previous approaches. 

In contrast to filling in gaps, the model is trained to generate full sequences. Sequences 

that fail to be generated are marked as anomalies during testing. This technique has been 



successfully utilized with the help of Transformer-based neural networks, which can 

model both local and long-range dependencies. However, these techniques could face 

difficulties distinguishing anomalies from ordinary sequences if they are quite alike [7]. 

 

Figure 2.2 Reconstruction-based self-supervised learning for anomaly detection. [7] 

 

2.2.2.2 Contrastive learning 

The idea of contrastive learning is centered on increasing the quality of representation 

through differentiation of similar and dissimilar patterns. For detecting log anomalies, 

this implies training a model to discriminate between normal and abnormal sequences 

in the embedding space. As such, the sensitivity of the system to slight pattern 

differences is increased. However, while this method offers an improvement in the 

discriminatory power, it is highly dependent on sample definition [8]. An illustration of 

the above process is presented in Figure 2.3. 

 

Figure 2.3 Contrastive representation learning for separating normal and abnormal log patterns. [8] 



2.2.3 Transformer / self-attention sequence modeling 

Transformer-based approaches are now common in log analysis since they are capable 

of learning dependencies in long sequential logs. While traditional approaches take data 

into account gradually, one by one, Transformer-based algorithms consider all the data 

in the log in one go due to their attention mechanisms. 

2.2.3.1 Transformer modeling 

Transformation Models use contextual embedding, where the embedding of an 

occurrence is affected by other events in the same log sequence. Consequently, complex 

relationships are learned by the transformation models. Several researches have 

demonstrated superior performance of Transformation Models compared to regular 

sequential modeling approaches for log analysis [9]. The basic modeling procedure is 

depicted in Figure 2.4. 

 

Figure 2.4 Encoder-based Transformer modeling for log anomaly detection. [9] 

 

2.2.3.2 Hybrid Architectures 

Other methods incorporate the Transformer architecture with other methodologies to 

increase efficiency. For instance, convolution operations can be applied to learn local 

dependencies, while Transformer networks learn global dependencies. Although this 

approach tends to offer improved performance, it adds complexity to the system 



especially in the pre-processing phase and fine-tuning phase [10]. The overall structure 

of such models is shown in Figure 2.5. 

 

Figure 2.5 Hybrid architecture for log anomaly detection. [10] 

 

2.2.4 LLM-enriched representations 

Large language models have recently been used to enrich log events with semantic 

information before downstream anomaly detection. These methods are useful when raw 

log templates contain limited semantic meaning, and they are also relevant to 

explainable anomaly detection because they can generate richer contextual descriptions 

and operator-facing explanations for detected anomalies. 

2.2.4.1 LLM semantic enrichment 

In semantic enrichment, LLMs are used to transform raw log messages into more 

informative representations. This helps downstream models better understand the 

meaning of events, which improves anomaly detection performance. However, this step 

adds computational overhead to the system [11]. The enrichment process is illustrated 

in Figure 2.6. 

 

Figure 2.6 LLM-based semantic enrichment before downstream detection. [11] 



2.2.4.2 LLM fine-tuning on normal logs 

Another approach is to fine-tune LLMs directly on log data. This allows the model to 

learn patterns specific to system behavior. While this can improve performance, it 

requires significant computational resources and careful training [12]. The process is 

shown in Figure 2.7. 

 

Figure 2.7 Fine-tuning a large language model on normal log behavior. [12] 

 

2.2.4.3 LLM-assisted reasoning 

Rather than using LLMs continuously, some frameworks apply them selectively for 

reasoning or explanation. This reduces computational cost while still benefiting from 

their capabilities. However, designing such systems can be complex [13]. This idea is 

illustrated in Figure 2.8. 

 

Figure 2.8 LLM-assisted explanation for anomalous log sequences. [13] 

 



2.2.5 Uncertainty-aware learning 

Uncertainty-aware learning focuses on estimating not only whether an event sequence 

is anomalous, but also how confident the model is in that decision. This is particularly 

relevant in explainable anomaly detection because trustworthy outputs should 

communicate both the anomaly score and the model’s confidence, especially in large-

scale operational environments where ambiguous cases can trigger costly false alarms. 

2.2.5.1 Confidence-aware anomaly scoring 

These models provide both anomaly scores and confidence levels, helping distinguish 

between clear and uncertain cases. This is useful in real-world scenarios where incorrect 

decisions can be costly [14]. The process is shown in Figure 2.9. 

 

Figure 2.9 Confidence-aware anomaly scoring pipeline. [14] 

 

2.2.5.2 Evidential deep learning 

Evidential deep learning models uncertainty by estimating evidence distributions 

instead of single predictions. This approach improves robustness, especially in 

ambiguous situations, but does not directly explain which features contribute to 

decisions [15]. This concept is illustrated in Figure 2.10. 



 

Figure 2.10 Evidential deep learning for uncertainty-aware log anomaly detection. [15] 

 

2.2.6 Graph reasoning and hierarchical abstraction 

Graph-based and hierarchical techniques allow anomaly detection on logs to move 

beyond simple sequences by identifying relationships between entities, services, and 

execution contexts. This kind of technique proves particularly effective when, besides 

time order, considerations related to topology and modular and nested execution become 

relevant, but it is also highly effective at increasing explainability by structuring the 

detected anomalies around execution units. 

2.2.6.1 Graph-based modeling 

Graph-based methods represent logs as networks of interacting components. This allows 

models to capture relationships between services and system components more 

effectively. However, building and processing such graphs can be computationally 

expensive [16]. The structure is shown in Figure 2.11. 

 

Figure 2.11 Graph-based modeling of structural relationships in log data. [16] 



2.2.6.2 Hierarchical abstraction 

Hierarchical models organize log events in higher structures, leading to better 

interpretability and thus improved detection effectiveness. However, the hierarchical 

model also adds more processing stages to achieve this purpose [17]. The hierarchical 

abstraction method is shown in Figure 2.12. 

 

Figure 2.12 Hierarchical abstraction from flat log streams to execution-aware units. [17] 

 

2.2.6.3 Modular detection pipelines 

The modular approach breaks down the detection process into phases and uses complex 

modules only when necessary. This enables a compromise between efficiency and 

effectiveness but entails thorough planning of the system [18]. Figure 2.13 depicts a 

general workflow. A typical pipeline is shown in Figure 2.13. 

 

Figure 2.13 Modular detection framework with escalation to structure-aware reasoning. [18] 



 Explainable AI (XAI) 

The emergence of XAI has been driven by the need to gain insights into the processes 

behind the model's actions. In log anomaly detection, this aspect plays a crucial role 

since the operator's interest does not lie in detecting the anomaly but in the very reason 

behind its occurrence. The absence of these features could make the system 

untrustworthy and difficult to operate. 

In the recent scientific literature, the development of model-agnostic methods has 

gained significant traction because they do not require any changes to be introduced to 

the underlying model. They are therefore highly applicable to neural networks that 

employ deep learning techniques. In the current study, we will investigate the use of 

two popular methods – SHAP and LIME – in interpreting log anomalies. 

2.3.1 SHAP 

Another popular framework for interpreting complicated models is SHAP (SHapley 

Additive exPlanations). SHAP uses principles from cooperative game theory in which 

contributions are made by individual players to the final result. In the case of SHAP, 

this means that individual features contribute to the output of the model. Unlike other 

methods, SHAP estimates feature contributions considering all possible combinations 

of those features. This ensures consistency of the resulting explanation. 

Applying SHAP to the problem of log anomaly detection will help identify particular 

log events or tokens that caused a certain anomaly score. It can be considered an 

advantage of the method since, in practice, we would like to understand which specific 

behaviors of the system led to an anomaly. In addition to being intuitive, SHAP satisfies 

additional properties such as consistency and local accuracy making its explanations 

more robust than simple methods. 



The downside of SHAP is the computational cost associated with estimating SHAP 

values. When dealing with very long logs, SHAP computations become costly because 

we have to account for all feature combinations. Nevertheless, SHAP is still a solid 

choice for anomaly detection since it guarantees stability of the explanation. The overall 

idea is shown in Figure 2.14. 

 

Figure 2.14 SHAP (SHapley Additive exPlanations). [19] 

  

2.3.2 LIME 

LIME (Local Interpretable Model-agnostic Explanations) is an explainability technique 

used after the model creation, which creates an approximation to the complex black-box 

model’s behavior locally by a simple, easy-to-understand model. Specifically, LIME 

works by sampling perturbed inputs in the region around the initial sample and 

observing how the output of the model changes, then fitting a weighted linear model to 

understand which features affect the model's decision the most as shown in Figure 2.15. 

In log anomaly detection, LIME can provide insights into what log events or tokens 

influence the specific prediction made by the model. The flexibility of LIME comes 

from its ability to approximate locally and make use of any interpretability method, 

which allows it to be used with any kind of machine learning model, even the 

Transformer-based models. However, due to its dependence on perturbation sampling 

and local approximation, LIME tends to be unstable for complex structured inputs like 



logs, as changing individual features can alter the meaning of the whole input 

drastically. Overall, while LIME can be a valuable tool for fast and simple explanation 

of local decisions, it tends to be less stable than SHAP and cannot be reliably used with 

sequential log data [20]. 

 

Figure 2.15 LIME (Local Interpretable Model-agnostic Explanations). [20] 

 

 Performance Metrics 

Anomaly detection models are often evaluated using classification-based metrics, which 

measure the accuracy of the model in identifying abnormal and normal examples. In the 

case of log anomaly detection, the problem is often treated as a binary classification 

problem, whereby each example is classified as either a normal example or an abnormal 

example. Since the log data set is highly unbalanced, meaning that there are very few 

abnormal examples compared to normal examples, it is important to use a metric to 

evaluate the model performance. 

Let TP stand for true positives (accurately predicted abnormal examples), let FP stand 

for false positives (incorrectly classified as abnormal but are actually normal), let FN 

stand for false negatives (missed abnormal examples by the algorithm), and let TN stand 

for true negatives (correctly predicted normal examples). 



2.4.1 Precision 

If a machine learning model has high precision, then its rate of generating false alarms 

will be low. This attribute is very significant because, in an operational setting, false 

alarms can lead to problems for the operator of the system [21]. 

Precision measures the proportion of detected anomalies that are actually anomalous 

and is defined as:  

Precision= TP / (TP+FP)        (1) 

2.4.2 Recall 

A good recall value suggests that the model can capture most of the anomalies, 

minimizing the chance of failing to detect an anomaly. When dealing with safety-

sensitive applications, recall tends to be favored [22]. 

Recall measures the proportion of actual anomalies that are correctly detected by the 

model and is defined as: 

Recall = TP / (TP+FN)        (2) 

2.4.3 F1-score 

It is commonly applied to log anomaly detection since it considers both false alarms and 

misses, making it applicable to cases where the data distribution is unbalanced. It offers 

a single measure of performance that balances detection accuracy and reliability [23]. 

The F1-score provides a balanced measure of precision and recall and is defined as: 

F1-score = 2 × [(Precision × Recall) / (Precision + Recall)]  (3) 

 



2.4.4 Accuracy 

Even though accuracy is often employed in practice, its use for evaluating log anomalies 

could be deceptive because of class imbalance when there are many more examples of 

the majority class. This is why accuracy is evaluated in conjunction with precision, 

recall, and F1-score metrics [24]. 

It measures the overall proportion of correctly classified instances and is defined as: 

Accuracy = (TP+TN) / (TP+TN+FP+FN)     (4) 

 Literature Review 

Lee et al. [25] Presented their work on LAnoBERT, a log anomaly detector that uses 

masked language modeling without requiring any log parser. Their method does not 

require the use of any log parser but is able to produce impressive results on benchmark 

log datasets such as HDFS and BGL. One downside of their approach is that it uses 

expensive Transformer-based models. 

Zhao and Zhang [26] presented LADB, which uses representation learning with BERT 

in conjunction with Deep SVDD for modeling and anomaly detection as deviation. 

LADB enhances the discrimination capability of normal and abnormal behaviors; 

however, there is no complete reporting of performance metrics. 

Shi et al. [27] proposed LogFold, a method that applies sequence reconstruction to 

reduce log sequences prior to the detection of anomalies. They achieved high 

performance on benchmark data, particularly on BGL, but at the cost of losing some 

fine-grained temporal data in the process of compression. 

Shi et al. [28] developed an approach for pre-training Transformers through masked log 

reconstruction using unlabeled data at scale. The method performed impressively well 



in settings with insufficient labeling due to its ability to learn generalizable logs. 

However, although efficient, the technique is not interpretable. 

Li et al. [29] proposed a contrastive learning paradigm with retrieval-based 

enhancement to detect anomalies in logs. The approach aims to boost the quality of 

representations and separate normal patterns from abnormal ones. Nevertheless, the 

technique is geared towards optimizing anomaly detection accuracy but lacks 

explanation capability. 

Liu et al. [30] proposed a hybrid model that combines the Sentence-BERT encoding for 

semantic features with the CNN for extracting features from the encoded sequences and 

Transformers for sequential modeling. The proposed technique produced remarkable 

results in the form of F1-scores close to 0.98 when applied to the BGL dataset. However, 

the model is highly sensitive to preprocessing. 

Han et al. [31] introduced LogGPT, a generative Transformer model that treats log 

sequences as language data and predicts future events for anomaly detection. The 

method captures complex sequential patterns and shows strong performance across 

multiple datasets. However, it requires high computational resources and lacks direct 

feature-level interpretability. 

Yang and Harris [32] proposed LogLLaMA which fine-tunes and employs 

reinforcement learning to train a large language model for detecting log anomalies. This 

model performed better than previous techniques when evaluated using HDFS, BGL, 

and Thunderbird data sets. Even though it performs well, it imposes high computation 

costs. 

Shi et al. [33] used Anomaly Transformer for detecting anomalies in system logs using 

attention-based sequence modeling to find dependencies between logs. The technique 

outperformed the results achieved by LSTM-based approaches and rule-based systems 



on benchmark data sets. Attention alone cannot be used for generating valid 

explanations of a model's choices. 

Guo et al. [34] proposed LogFormer, a different framework for transfer learning that 

utilizes both pre-training and adapter fine-tuning to detect anomalies in cross-domain 

logs. This model ensures better generalization while keeping fewer training parameters. 

Nonetheless, its performance relies on the performance of the source domain. 

He et al. [35] Proposed the LLMeLog method that improves log representation through 

the use of semantics obtained from LLMs. This method resulted in F1-scores greater 

than 99% for several test cases. However, this introduces complexity and increased 

computation costs into the system. 

Ma et al. [36] proposed KRONE, which developed by proposing a hierarchical and 

modular framework for detecting anomalies, which reformats the logs into execution-

aware pieces. This solution increased the F1-score from 82.76% to 92.83%, with less 

dependence on massive language models. Yet, this approach adds to complexity 

because of its multi-level nature. 

Duan et al. [37] Proposed LogEDL: An uncertainty-aware framework for anomaly 

detection based on evidential deep learning. The framework enhances robustness 

through prediction confidence estimation and ambiguity management. It does not, 

however, offer feature-level interpretations for anomaly detection. 

Qian et al. [38] proposed HEDGE, a graph-based framework that models logs as 

dynamic heterogeneous graphs to capture structural relationships between system 

components. The approach improves fine-grained anomaly detection in complex 

systems. However, graph construction and processing introduce significant 

computational overhead. 



It can be observed from Table 1 that recent researches have made substantial progress 

in enhancing the anomaly detection effectiveness by applying Transformer models, 

contrastive learning, and semantic augmentation methods. Nevertheless, most existing 

studies concentrate mainly on the detection efficiency, with little regard for the 

interpretability aspect of anomaly decision-making. 

Table 1. Comparative summary of reviewed studies 

Author Year Dataset Methodology Key Findings Limitations 

Lee et al. [25] 2023 
HDFS, BGL, 

Thunderbird 

BERT-based masked 

language modeling 

(LAnoBERT) 

Improved 

detection without 

log parsing 

High 

computational 

cost 

Zhao and Zhang 

[26] 
2024 HDFS 

BERT + Deep SVDD 

(LADB) 

Strong anomaly 

discrimination 

Limited 

reported 

metrics 

Shi et al. [27] 2023 HDFS, BGL 

Transformer-based 

reconstruction 

(LogFold) 

F1 = 90.55% / 

99.90% 

Loss of fine 

temporal 

details 

Shi et al. [28] 2024 
Multiple 

datasets 

Transformer pre-

training 

Effective with 

limited labels 

Low 

interpretability 

Li et al. [29] 2025 HDFS, BGL 
Contrastive learning 

+ retrieval 

Improved 

anomaly 

separation 

No 

explanation 

mechanism 

Liu et al. [30] 2024 BGL 
Sentence-BERT + 

Transformer 
F1 ≈ 0.98 

Sensitive to 

preprocessing 

Han et al. [31] 2023 
Multiple 

datasets 

Generative 

Transformer 

(LogGPT) 

Captures complex 

patterns 

High 

computational 

cost 

Yang and Harris 

[32] 
2025 

HDFS, BGL, 

Thunderbird 

LLM fine-tuning 

(LogLLaMA) 

State-of-the-art 

performance 
Very high cost 

Shi et al. [33] 2024 HDFS 
Anomaly 

Transformer 

Better than LSTM 

models 

Attention not 

reliable 

Guo et al. [34] 2024 
Cross-domain 

logs 

Transfer learning 

(LogFormer) 

Improved 

generalization 

Depends on 

source data 

He et al. [35] 2024 
Public 

datasets 

LLM enrichment 

(LLMeLog) 
F1 > 99% 

High 

complexity 



Ma et al. [36] 2026 Multi-dataset 
Hierarchical 

modeling (KRONE) 

Improved F1 + 

structure 

Complex 

pipeline 

Duan et al. [37] 2024 HDFS, BGL 
Evidential deep 

learning (LogEDL) 

Improved 

robustness 

No feature 

explanation 

Qian et al. [38] 2024 Service logs 
Graph-based 

modeling (HEDGE) 

Fine-grained 

detection 

High 

complexity 

 

 Chapter Summary 

The chapter provides an overview of the major concepts and latest advancements in the 

area of log anomaly detection. It explains that contemporary methodologies for log 

anomaly detection are based on machine learning algorithms, especially self-supervised 

learning and Transformer models. Furthermore, it explains explainable methods like 

SHAP and LIME, and some standard measures for evaluating the performance of 

anomaly detection algorithms. 

Moreover, the literature review pointed out that although the majority of existing 

research studies have successfully achieved highly accurate detections, there is limited 

literature focusing on the explanation aspect of the system. The aforementioned 

challenge thus necessitates the creation of an approach incorporating both aspects. With 

the aforementioned deliberation, the following chapter discusses the proposed 

framework. 

 

 

 

 

 

 



Chapter 3 Proposed Approach 
 

 

Figure 3.1 explainable framework for log anomaly detection. 

 

  

 

 

 

 

  



Chapter 4 Experimental Results and Discussion 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5 Conclusion and Future Work 
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