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PROBLEM STATEMENT AND RESEARCH OBJECTIVE FOR 

INTERNET OF THINGS (IOT) SECURITY AND ROUTING 

PROTOCOLS 

Problem Statement: 

     Particularly in routing protocols and intrusion detection systems, the fast 

growth of the Internet of Things (IoT) has notably raised security risks. Highly 

sensitive to several cyber  risks, including version number attacks, botnets, and 

distributed denial_of_service (DDoS) attacks; are IoT networks which are often 

limited by power efficiency needs and little computational power. An immediate 

need for sophisticated, artificial intelligence  driven security measures arises from 

the inability of conventional Intrusion Detection Systems (IDS) and routing 

security protocols to provide strong, scalable, and energy-efficient protection 

against changing cyber dangers. 

     The literature shows that machine learning-based  Intrusion Detection Systems 

(IDS) have been highly accurate in catching IoT network attacks, with methods 

like ensemble learning, deep learning, and anomaly detection showing great 

results. Nonetheless, these artificial intelligence-powered security features have 

several drawbacks, including great computational overhead, scalability issues, 

high false positives, and absence of real-world validation. Moreover, more 

advanced routing attacks compromise routing security techniques such as 
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RPLbased ones, so hybrid security models are needed that combine anomaly 

detection with small cryptographic methods. 

     Although artificial intelligence and machine learning for IoT security 

solutions have improved, there remains a need to create balanced detection 

accuracy, computational efficiency, and scalability in practical IoT installations 

dynamic, efficient, and cost-effective security frameworks that balance detection 

accuracy, computational efficiency, and scalability in real  world IoT 

deployments. Research is needed to maximize Intrusion Detection Systems and 

routing security protocols so as to guarantee strong cybersecurity solutions that 

can run effectively in a resource-constrained Internet of Things setting while 

adjusting to changing online threats. 

Research Objectives: 

     The main aim of this study is to improve IoT security by means of an AI  

powered, energy-efficient intrusion recognition and routing security system 

hence effectively reducing cyber threats. The particular objectives are: 

 To investigate current IoT security issues, especially in routing security 

protocols and intrusion detection. 

 To judge how well machine learning-based Intrusion Detection Systems 

(IDS) detect and stop IoT cyber threats. 
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 To create in resource-constrained IoT settings an integrated AIdriven 

security system that maximizes intrusion prevention but keeps energy use 

down. 

 To examine how artificial intelligence-driven security systems are affected 

by computational restrictions and suggest ideas for maximizing 

performance in Internet of Things networks. 

 To create hybrid security systems that combine anomaly detection and low-

weight cryptographic techniques, improve IoT routing security. 

 To confirm the suggested security framework is suitable for real-world 

implementation by means of actual deployment and checks. 
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