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Abstract 
Intrusion Detection Systems play a role in protecting modern network infrastructures. As cyber-attacks have become more sophisticated the overall threat level has also increased. To address this changing environment various deep learning approaches have been used in Intrusion Detection Systems to improve detection accuracy particularly when dealing with previously unseen attacks. However Intrusion Detection Systems models that depend on learning remain vulnerable to adversarial examples. These are generated by introducing modifications to input data, which can lower classification accuracy.

In this proposal we present an approach aimed at improving the resilience of deep learning-based Intrusion Detection Systems against adversarial attacks while keeping strong detection performance. The method combines defense strategies, such as adversarial training, input preprocessing and model regularization and includes an adaptive element to handle new attack variations as network conditions shift. This framework will be evaluated using known benchmark datasets, such as NSL-KDD and CICIDS2017 together with various adversarial attack methods.
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Chapter 1: Introduction 
1.1 Overview 
The explosion of technology has turned modern networks into a complex system. These days networks connect everything making it easier for systems to talk to each other and share information. However, this openness has also made networks more vulnerable to cyber trouble. Intrusion Detection Systems are like the night guards of a network watching the traffic and trying to notice when something odd or harmful is happening. The older systems do okay with what they know but when something new comes along they freeze or miss it completely. That's where deep learning came in brought by the need for something smarter.
Deep learning is not perfect. It keeps learning and adjusting. However deep learning Intrusion Detection Systems models are fragile and easily fooled by attacks. These attacks are like scratches on the data making the model see wrong things. This weakness makes Intrusion Detection Systems less trustworthy in the world. Sometimes it collapses under its intelligence, tripping over what it learned too well.

1.2 Problem Definition 
Deep learning changed Intrusion Detection Systems. The models still trip when someone tries to trick them. Most Intrusion Detection Systems just focus on catching problems but don't think about deception. Some defenses help a bit. Make the system slower and sometimes duller. Many proposed fixes only solve a corner of the puzzle, not the picture. The big issue is that we still don't have a framework that makes deep learning-based Intrusion Detection Systems both strong and efficient against all types of attacks.

1.3 Thesis Objectives 
The main goal of this thesis is to design a framework that makes deep learning models tougher against attacks in intrusion detection systems. The framework should protect these models while keeping them functional. Specific goals include:
• Finding the weak spots in existing learning models used for intrusion detection.
• Understanding how attackers trick these models and figuring out how to stop them.
• Building a defense framework that integrates detection and learning methods.
• Using learning models inside this framework to make it more adaptive.
• Testing the framework with datasets to see how well it actually performs.
• Comparing this approach with other methods to measure its strength and efficiency against adversarial attacks on deep learning models.
1.4 Thesis Contribution 
This research aims to contribute in several ways:
• Proposing a new framework that makes deep learning-based IDS more robust against misleading attacks.
• Carefully evaluating both attack techniques and defense strategies in IDS.
• Making IDS models more reliable and resilient without sacrificing their ability to detect threats accurately.
• Offering thoughts on how to balance robustness with efficiency in defense.
• Ultimately, pushing toward more secure and intelligent cybersecurity systems.
This study is expected to bring the following outcomes:
• Suggesting an integrated framework that strengthens deep learning-based IDS against adversarial attacks.
• Giving a full review of adversarial attack methods and defense strategies within IDS.
• Making IDS models more reliable and resilient without losing too much detection accuracy.
• Providing information about the trade-offs of using defense mechanisms that are both strong and fast.
• Helping to shape cybersecurity systems that are both safe and smart, or at least trying to be.
1.5 Datasets Used
This study uses two datasets to test the proposed Intrusion Detection System framework: NSL-KDD and CICIDS2017. These datasets are well known. Have a lot of types of data making them good for testing old and new ways of detecting intrusions.
1.5.1 NSL-KDD Dataset
The NSL-KDD dataset is a version of the old KDD Cup 1999 dataset. It was made to fix problems in the dataset like repeated entries and unrealistic testing. The NSL-KDD dataset holds network traffic records, some normal and some not. There are attacks like Denial-of-Service and Probe and each record has 41 features that describe how computers talk to each other. People use it to test how smart their machine learning Intrusion Detection Systems models are.

1.5.2 CICIDS2017 Dataset
The CICIDS2017 dataset is like a mirror for how real network traffic behaves. It mixes bad traffic together with attacks like brute force and DDoS. The dataset has flow-based features extracted by network tools. It feels newer and fresher, than NSL-KDD. Compared to NSL-KDD it has types of attacks and feels more like whats happening now in cybersecurity.

The combination of NSL-KDD and CICIDS2017 datasets allows for an evaluation of the proposed framework for Intrusion Detection Systems. While NSL-KDD is a benchmark that people still use to compare with older works CICIDS2017 feels more like what happens in real networks today. This mix lets the model be tested in both a controlled lab situation and something that is similar to the world.

1.5 Thesis Organization 
This thesis is organized in a step by step manner though not always in a line.
Chapter 1: Introduction. This part introduces the research topic the problem it is trying to solve and the goals of the research. It lists some contributions. Explains how the rest of the thesis is organized.
Chapter 2: Background and Related Work. This chapter explores the background and theories related to Intrusion Detection Systems, deep learning and adversarial attacks. It reviews studies and points out the gaps that made this research necessary.
Chapter 3: Proposed Approach. This chapter describes the proposed framework for making Intrusion Detection Systems stronger against adversarial attacks. It is a plan that combines defense mechanisms together to improve the accuracy and robustness of the system.
Chapter 4: Results and Discussion. This chapter explains the experiments, the setup, the metrics and the results. It compares the framework with others. Analyzes the results.
Chapter 5: Summary and Future Work. The last part summarizes the findings mentions the contributions and discusses what could come next.

 
 


Chapter 2: Background and   Related Work 
2.1 Introduction
This chapter explores the theories and research connected to Intrusion Detection Systems, deep learning and adversarial attacks. It compares existing approaches to find the gaps that motivated this study.
2.2 Background
2.2.1 Intrusion Detection Systems (IDS)
An Intrusion Detection System is like a security guard that watches the network traffic for signs of activity. There are two types of Intrusion Detection Systems: signature-based and anomaly-based. Signature-based systems look for attacks while anomaly-based systems look for unknown attacks.
2.2.2 Deep Learning in IDS
Deep learning has drawn a lot of attention for improving Intrusion Detection Systems. Traditional methods can’t keep up with the evolution of network attacks. Deep models can automatically learn features from raw data helping to build next-generation Intrusion Detection Systems.
2.2.3 Adversarial Attacks
Adversarial attacks are like quiet manipulation of input data meant to confuse a model into making wrong decisions. In Intrusion Detection Systems attackers tweak traffic slightly until the system starts calling traffic "normal."
2.2.4 Defense Mechanisms
When using learning models, especially for images or network data, we need to clean the inputs to stop attackers from crafting deceptive samples. They do this by asking the model to classify something, then using the model’s own output to fool it next time. Some defenses—like adversarial training, feature squeezing, and input cleaning—make attacks harder, yes, but not impossible. They also slow down the model, make it clumsy on other tasks. The surprising part is that these defenses can be beaten by even simpler tricks—changing colors, reshaping inputs, or just inventing new patterns. It’s almost ironic, defenses that defend less than they promise.
2.3 Related Work
Fifteen studies were examined to understand progress in Intrusion Detection Systems, deep learning, adversarial attacks and defenses. The literature falls into three groups: deep learning-based Intrusion Detection Systems models, adversarial attack methods and defensive strategies.
Many studies use deep learning models to detect intrusions. Some studies focus on attacks themselves while others focus on defenses. While research on network-based anomaly detection has been extensive deep evaluation remains lacking. Existing literature includes dataset contributions used widely for Intrusion Detection Systems evaluation.
Although progress has been made gaps remain. Most methods aim to improve detection accuracy or robustness. Rarely both at once. Defense methods often consume much computation making real-time use impractical. This research tries to fix that.
This study reviews the current progress across 15 papers related to Intrusion Detection Systems (IDS), deep learning, adversarial attacks, and their defenses. The studies are organized into three main categories: deep learning-based IDS models, adversarial attack methods, and defensive strategies. This set of research mainly aims to boost IDS performance through deep learning. Many works in this group use CNNs, RNNs, LSTMs, and other deep neural network architectures to detect intrusions. 
Wang et al. in [1] built a convolutional neural network-based IDS and tested its performance on three benchmark datasets. Kim et al. in [9] proposed a hybrid CNN-LSTM model for traffic-based intrusion detection that captured both spatial and temporal features. Zhang et al. in [10] presented a Deep Neural Network (DNN) design that improved classification accuracy for network intrusion detection. Zhou et al. in [12] introduced a method using autoencoders to learn normal network traffic patterns and detect unknown or creative “black-attack” traffic. Recent progress has improved detection under normal conditions, but a large gap still exists when attackers manipulate data. 
Besides detecting modified data, there is growing curiosity about how such attacks are carried out. Goodfellow et al. in [3] showed that even tiny input changes could cause deep learning models to behave incorrectly. Madry et al. in [4] expanded on this and demonstrated that iterative methods, like Projected Gradient Descent (PGD), could produce even stronger attacks. These attacks show the urgent need for more robust deep learning-based IDS. 
Through experiments by Xiao et al. in [2], it was shown that current deep learning-based IDS can be easily deceived by turning malicious traffic into benign traffic with only small perturbations. Defenses aim to protect against adversarial examples. The third group of defenses includes defensive distillation [5], smoothing classifier outputs [6], feature squeezing (reducing input dimensionality, for example, from color to grayscale), adversarial training, and its variants [11]. 
It is worth noting that some studies also suggested using ensembles of existing methods (or their variants) [13], as well as combining multiple techniques to defend against adversarial examples [14]. While research on network-based anomaly detection has been broad, deep evaluation is still missing. 
The literature also includes key dataset contributions—like UNSW-NB15 (Moustafa and Slay [7]) and CICIDS2017 (Sharafuddin et al. [8])—which are widely used for IDS evaluation. Despite notable progress in several areas, some puzzling gaps remain. Most methods focus either on improving detection accuracy or on achieving better robustness, but few succeed in both. 
Defense strategies are particularly difficult, as they often demand heavy computation that prevents real-time use. Few studies, however, assess the robustness of developed methods against dynamic and complex threats. Although many recent papers aim to strengthen the intelligence and capability of network-based IDS, there is still no unified solution that can achieve both goals at once.

2.3.1 Summary of Reviewed Studies
Here is a summary of the reviewed studies:
1. Study 1 (2019). CNN. NSL-KDD. High accuracy in intrusion detection. Weak against attacks
2. Study 2 (2020). LSTM. CICIDS2017. Captures temporal features High computational cost
3. Study 3 (2021). CNN-LSTM. NSL-KDD. Hybrid model improves performance. Robustness evaluation
4. Study 4 (2022). Autoencoder. KDD Cup 99. Anomaly detection. Poor performance on complex attacks
5. Study 5 (2021). DNN. CICIDS2017. Improved classification accuracy. Vulnerable to samples
6. Study 6 (2020). CNN + Feature Selection. NSL-KDD. Reduced dimensionality improves speed. Loss of some features
7. Study 7 (2022). RNN. UNSW-NB15. Detects attack patterns. Sensitive to noise
8. Study 8 (2023). CNN-LSTM. CICIDS2017. Detection of modern attacks. Computational complexity
9. Study 9 (2021). FGSM Attack Study. NSL-KDD. Demonstrates Intrusion Detection Systems vulnerability. No defense mechanism proposed
10. Study 10 (2022). PGD Attack. CICIDS2017. Adversarial attack evaluation. Limited mitigation strategies
11. Study 11 (2023). Adversarial Training. NSL-KDD. Improves model robustness. Training cost
12. Study 12 (2022). Feature Squeezing. CICIDS2017. Reduces noise. Limited generalization
13. Study 13 (2023). Defensive Distillation. NSL-KDD. Enhances model stability. Ineffective against attacks
14. Study 14 (2024). Hybrid Defense Framework. CICIDS2017. Combines defenses. Complex implementation
15. Study 15 (2024). Ensemble Learning. UNSW-NB15. Improves detection accuracy and robustness. Increased computational overhead
	No.
	Author(s) & Year
	Method / Model
	Dataset
	Key Contribution
	Limitation

	1
	Study 1 (2019)
	CNN
	NSL-KDD
	High accuracy in intrusion detection
	Weak against adversarial attacks

	2
	Study 2 (2020)
	LSTM
	CICIDS2017
	Captures temporal features effectively
	High computational cost

	3
	Study 3 (2021)
	CNN-LSTM
	NSL-KDD
	Hybrid model improves performance
	Limited robustness evaluation

	4
	Study 4 (2022)
	Autoencoder
	KDD Cup 99
	Effective anomaly detection
	Poor performance on complex attacks

	5
	Study 5 (2021)
	DNN
	CICIDS2017
	Improved classification accuracy
	Vulnerable to adversarial samples

	6
	Study 6 (2020)
	CNN + Feature Selection
	NSL-KDD
	Reduced dimensionality improves speed
	Loss of some important features

	7
	Study 7 (2022)
	RNN
	UNSW-NB15
	Detects sequential attack patterns
	Sensitive to noise

	8
	Study 8 (2023)
	CNN-LSTM
	CICIDS2017
	Better detection of modern attacks
	Computational complexity

	9
	Study 9 (2021)
	FGSM Attack Study
	NSL-KDD
	Demonstrates IDS vulnerability
	No defense mechanism proposed

	10
	Study 10 (2022)
	PGD Attack
	CICIDS2017
	Strong adversarial attack evaluation
	Limited mitigation strategies

	11
	Study 11 (2023)
	Adversarial Training
	NSL-KDD
	Improves model robustness
	High training cost

	12
	Study 12 (2022)
	Feature Squeezing
	CICIDS2017
	Reduces adversarial noise
	Limited generalization

	13
	Study 13 (2023)
	Defensive Distillation
	NSL-KDD
	Enhances model stability
	Ineffective against strong attacks

	14
	Study 14 (2024)
	Hybrid Defense Framework
	CICIDS2017
	Combines multiple defenses
	Complex implementation

	15
	Study 15 (2024)
	Ensemble Learning
	UNSW-NB15
	Improves detection accuracy and robustness
	Increased computational overhead









Chapter 3: Proposed Approach 
3.1 Overview
This chapter proposes a framework that combines defense mechanisms to make deep learning Intrusion Detection Systems stronger against adversarial attacks. The idea is to mix data cleaning, fake attack sample making, model training and some defense tricks all, in one box. The main goal is to have a system that can still catch network traffic even when someone is trying to confuse it.
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3.2 Framework Architecture
The framework we are talking about has a main part.
These are the parts that make it work:
· Data Preprocessing Module
· Adversarial Attack Generation Module
· Deep Learning-Based IDS Model
· Defense Mechanism Module
· Evaluation Module
These parts work one after the other to make sure the IDS works well and is strong.
The Deep Learning-Based IDS Model and the other parts, like Defense Mechanism Module and Evaluation Module all work together to make the framework good.
The Data Preprocessing Module and the Adversarial Attack Generation Module are parts of the framework too.
The framework is made up of these parts: Data Preprocessing Module, Adversarial Attack Generation Module, Deep Learning-Based IDS Model, Defense Mechanism Module and Evaluation Module.
The framework has these parts that work together.
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