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	6- Screeen Shot - PIC 5

	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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	10-SCREEN SHOT - PIC 9


	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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	14-SCREEN SHOT - PIC 13

	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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	16-SCREEN SHOT - PIC 15

	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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	18-SCREEN SHOT - PIC 17

	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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	20-SCREEN SHOT - PIC 19

	مهمَّـــة: تحـــليل حــركــة الشَّبكــة باستخـْـدام بـَـرنــامـِـج " Wireshark "
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uop
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Length Info
74 443 > 4232 [ACK] Seq=4451 Ack=592 Win=65535 Len=0

86 Neighbor Solicitation for 2001:16a2:549d: Fd00:9cc: 2eed: 3598:3308 From 2

77 43290 > 15600 Ler

60 443 > 4214

71:a1:37:4b

Ethernet II, Src: Cisco_6a::

Realtek Layer 2 Protocols
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:co), Dst: Broadcast (FF:ffiff:

20 00 00 00 00 00 00 00
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1169 112.233106  192.165.100.242 224.0.0.251 NS 112 Standard query 0x0000 PTR _sleep-proxy._udp.local, question 0PT
1170 112.233106  fed0::357:4716:7c9:.. FF02::Fb NS 132 Standard query @x0000 PTR _sleep-proxy._udp.local, question 0PT
> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{877FO56A-65CE-49A5-BAC2-CF239AIDFEBD}, 1| FF FF £f £f £f £f 5 71 0d 6a 90 c0 88 99 23 1a a3
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R [frame contains it B )+
o, Time Saurce Destraton Protocol  Length Tnfo
39130312670 84.235.6.55 192.168.100.5 ons 155 Standard query response @x6244 AMMA api.tuitter.con CNAME tpop-api.twitter.con SOA a.u6.twtrdns.net
414 30.415935  84.235.6.55 192.168.100.5 ons 162 Standard query response @xc29a A api.tuitter.con CNAME tpop-api.twitter.com A 104.243.42.66 A 104.244.42.2 A 104.244.42.130 A 104.244.42.194
415 30.415935  84.235.6.55 192.168.100.5 ons 75 Standard query response Gx9615 HTTPS api. twitter. con
449 30,5301 192.168.100.8 104.244.42.66 TLSVL3 571 Client hello
455 30,5708 84.235.6.55 192.168.100.5 ons 132 Standard query response @xeIco AMAR t.co SOA a.u6.fwtrdns.net
463 30590865 84.235.6.55 192.168.100.5 ons 141 Standard query response @xfof6 A pbs. twing.con CNAME duslstack. twing. twitter.map.fastly.net A 199.232.80.159
8032 180.821866  192.168.100.5 84.235.6.55 ons 71 Standard query @x3012 ARAA twitter.com
8033 180.822928  192.168.100.8 84.235.6.55 ons 71 Standard query exeb3a A twitter.con
8034 180.823978  192.168.100.8 84.235.6.55 ons 71 Standard query @xf248 HITPS twitter.con
8035 180.831598  84.235.6.55 192.168.100.5 ons 128 Standard query response @x3012 AMAA twitter.com SOA a.u6.twtrdns.net
8036 180.831598  84.235.6.55 192.168.100.5 ons 135 Standard query response @xeb3a A twitter.com A 104.244.42.193 A 104.244.42.1 A 104.24.42.65 A 104.244.42.120
8037 180.833708  84.235.6.55 192.168.100.5 ons 71 Standard query response 0xf248 HTTPS twitter.com
8073 181.340391  84.235.6.55 192.168.100.5 ons 155 Standard query response @x90aa ARAA video. twing. con CHAME dualstack.video. twitter.map.fastly.net AMA 2204:4e42:54:
8082 181352528 84.235.6.55 192.168.100.5 ons 132 Standard query response @xdsSc AMAA t.co SOA a.U6. twtrdns.net
8084 181357021  84.235.6.55 192.168.100.5 ons 153 Standard query response @xGcF7 AAAA pbs. twing. com CNAME duslstack. twing. twitter.map. fastly.net AAAA 2004:4e42:54
8103 181.417833  192.168.100.5 104.244.42.66 TLSVL3 571 Client hello
8115 181.502748  2204:4e42:54:1158  2001:1622:549d:fd00. TLSV1.2 1454 Server Hello
8132 181.518938  2204:4e42:54:1159  2001:1622:549d:fd00. TLSV1.2 1454 Server Hello

9710 232.571347  192.168.100.5 84.235.6.55 ous. 75 Standard query Gxs164 ABAA 3pi.tuitter.con
9711 232.572013  192.168.100.8 84.235.6.55 ous. 75 Standard query @x730b A api.tuitter. con
9712 232.572616  192.168.100.5 84.235.6.55 ous. 75 Standard query Gxsals HTTPS api. tuitter.con
9717 232.580288  54.235.6.55 192.165.100.5 ous. 163 Standard query response Oxals AMAR 3pi.Tuitter.con CHAME tpop-spi.Guitter.con SOA a.u0s. tutrdns.net
9727 232.883093  54.235.6.55 192.165.100.5 ous. 162 Standard query response 0x730b A spi.fuitter.con CNAME tpop-api.Tuitter.con A 104.264.42.66 A 104.264.42.2 A 104.244.42.130 A 104.264.42.194
9728 232.883093  54.235.6.55 152.165.100.5 ous. 75 Standard query response Gxasls HTTPS api.fwitter.con
9791 232.578485  192.168.100.8 104.204.42.66 TSV 571 Client Hello
> Frane 5791 571 bytes on wire (4568 bits), S7L bytes captured (4568 bits) on interface \Device\lPr_(577F056A-65CE-49A5-BAC2-CF239ALDF| | 6000 22 02 was o0 gl |t
> Ethernet 11, Src: IntelCor_Scid3:2l (08:71:90:9c:d3:21), Dst: 221025 1ab (22:02:71 o2 2d eses e [0 dah
> Internet protocol Version 3, Src: 192.168.100.5, Dst: 104.264.42.66 22 awis - orp
> Transmission Control Protocol, Src Port: 4333, Dst Port: 443, Seqs 1, Ack: 1, Len: 517 e ofeo .
> usazporlevecsecnyiey b7 6 6 45 sf 514d 8F 63 5 db 3 bl QI
2 20 f 3956 5 a5 b7 7178 52 39 4c . +S.9 QAL
14 4 69 d7 a0 €5l ce a7 1157 8019 Kpk i w
aF 4 00 20 53 53 13 61 13 02 13 63 0 2b <0 2F z +
0 2c 0 30 cc 29 cc a8 <0 13 <0 14 00 9c 00 50,0
©0 27 00 35 01 00 01 53 73 73 00 00 00 20 00 02 /-5~ zz -
01 01 00 0d 00 12 00 10 04 03 05 04 04 01 05 03
05 05 05 01 05 06 05 61 00 17 00 0O 00 12 00 00
0 23 00 00 00 2b 00 07 0 53 63 03 04 03 03 00 F -+
0 00 14 00 12 00 00 O 61 70 69 26 74 77 69 74 api.tuit
74 65 72 2¢ 63 6f 6d 44 69 00 05 00 03 02 65 32 ter.comd i ... h2
0 63 00 03 00 0 23 22 00 1d 00 17 o1 -
0 01 00 00 10 00 0= 0 oc 02 68 32 74 78 ha e
70 2f 31 2¢ 3100 1b 00 03 02 00 02 00 5 00 05  p/1.1
01 00 00 00 00 00 33 00 25 00 29 2a 2a 00 01 00 3y
0 1d 00 20 53 bd be de 20 1f 62 d5 oc 3 19 b - b
7F 3b 02 3 04 23 29 4e 26 36 09 b5 38 65 FF 40 5 EN s e @
cd 70 02 5F 00 0b 00 02 01 00 52 52 00 01 00 0O ... 2z
15 00 c5 00 00 00 00 00 00 0O 60 60 00 00 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 00 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 60 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 60 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 60 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 60 00 00
0 00 00 00 00 00 0 00 00 00 00 0B 00 00 00 00
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o Tme S Destnaton ProoeelLength ol
8710.429727  84.235.6.55 192.168.100.8 ons. 365 Standard query response GxaSbS A wnw.youtube.com CNAME youtube-ui.l.google.con A 216.58.205.206 A 172.217.21.14 A 142.251.37.46 A 142.251.37.174 A 142.251.37.206 A 142.251.37.238 A 172.217.1. |
157 17,4703 54.235.6.55 192.168.100.5 IS 132 Standard query response x5745 ARA ww.google.con CHANE forcesafesearch.google.com AMAA 2001:4560:4502:32::78
158 17.476425 54.235.6.55 192.168.100.5 IS 120 Standard query response 8x353d A w.google-con CANE forcesafesearch.gosgle-com A 216.239.38.120
159 17,4792 54.235.6.55 192.168.100.5 IS 104 Standard query response x62ba HTTPS . google.con CAME forcesafesearch-google.com
185 19720525 54.235.6.55 192.168.100.5 DS 222 Standard query response ©x93c2 A incoming. telenstry.mozilla.org CHANE telemetry-inconing.r53-2.services.mozilla. con CNAME prod. ingestlon-edge. prod. dataops.mozgcp.net A 34.120.205.123
203 1978183 54.235.6.55 192.168.100.5 C5 oSt rey Moo ot AL Sy (o e O (T e i oo e s e e (] (L (e s e I e e T S0 o e
20019783168 54.235.6.55 192.168.100.5 IS 119 Standard query response 6x185 A prod. ingestion-cdge. prod.datasps.mozgep.net A 34.126.208.123
215 19827859 54.235.6.55 192.168.100.5 C5 oS ey Rochotis Gt A et b St o et s o S0 romer M, i G
| 30128.005754  84.235.6.55 192.165.100.5 ons. 135 Standard query response @xsdbd A twitter.com A 104.244.42.193 A 104.244.42.1 A 108.244.42.129 A 104.244.42.65
| 30228.005754  84.235.6.55 192.165.100.5 ons. 125 Standard query response @x4168 AAMA twitter.com SOA a.ud6.twtrdns.net
L 303 28.995754  84.235.6.55 192.168.100.8 ons 71 Standard query response @xded6 HTTPS twitter.com
327 29.7509%  54.235.6.55 192.163.100.5 IS 112 Standard query response 6xeb22 ABAA ww.google-analytics. con ARA 2200:1450:4006:50a: -
528 29.7509%  54.235.6.55 192.168.100.5 IS 100 Standard query response xdadb A wv.gosgle-analytics. com A 142.251.37.178
329 29.7509%  54.235.6.55 192.168.100.5 ons 0 S | s o ) (T Comt e e i e
386 30,3089 54.235.6.55 192.168.100.5 DIS 140 Standard query response x3Sac ABAR abs. twing.com CHANE cs510.wpc.edgecastcdn.net AAMA 2606:2600:233:8173:895F 6363:95¢3:7942
37 30.300019  54.235.6.55 192.168.100.5 ons 73 Standard query response 6xe593 HTTPS abs. twing.con
385 30,3003 54.235.6.55 192.168.100.5 DIS 128 Standard query response Gxabbi A abs. twing.con CAME cs518.wpe. edgecastedn.net A 152.199.21.161
913031267 54.235.6.55 192.168.100.5 IS 155 Standard query response x6244 AAAA api.twitter.con CNAME tpop-api.twitter. com SOA a.u06. twirdns..net
21030415035 84,235,655 192.168.100.5 IS 162 Standard query response 6xc29a A api.twitter. com CHAE tpop-apl.twitter. con A 164.004.42.66 A 104.284.42.2 A 104.284.42.130 A 104.204.42.194
15 3041505 84.235.6.55 192.168.100.5 ons 75 Standard query response Gx0615 HTTPS apl.tuttter-con
163041505 84,235,655 192.168.100.5 IS 261 Standard query response xe246 ABAR video. twing.con CUAME cs296.wpe.edgecastcdn.net CHANE cs2-wpc.apr-8315. edgecastdns.net CNANE cs2-wpe-eu.8315. ecdns.net CAME cs531.wpe.edgecastedn.net AMA-
5230505095 54.235.6.55 192.168.100.5 IS 229 Standard query response 6xaB46 A video. twing. com CHANE cs296.wpe. edgecastedn.net CHANE cs2-wpe.apr-8315. edgecastdns.net CNAME cs2-wpe-eu.8315. ecdns.net CUAME cs189.wpe. cdgecastedn.net A 68.2-
153 30505095 54.235.6.55 192.168.100.5 ons 75 Standard query response 8x962b HTTPS video. being.con
5430547080 54.235.6.55 192.168.100.5 DIS 128 Standard query response 0xbfS A t.co A 104.264.42.133 A 104.244.42.69 A 164.264.42.5 A 14.204.42.187
155 30547080 54.235.6.55 192.168.100.5 IS 132 Standard query response xB9co ARAA ©.co SOA .06, tutrdns.net
> Frame 303: 71 bytes on wire (56 bits), 71 bytes captured (56 bits) on interface \Device\PF_{77F056A-65CE-4945-5AC2-CF239AIORESD] G 7isescd 20 Tl moses s g 1T g B
> Ethernet II, Src: 22:02:71:a1:37:4b (22:02:71:a1:37:4b), Dst: IntelCor 8c:d3:21 (8:71:90: 0039 75 <4 40 00 3c 11 48 b9 54 cb 06 37 0 a8 u @< H-T -7
> Internet Protocol Version 4, Src: §4.235.6.55, Dst: 192.165.100.8 ool fddeceds Lbodess s BosEl ¢k
> er atagran Protocel, Sre pork: 53, et Porks 4830 o0 00 00 00 00 00 07 o

Domain Name System (response)
Transaction ID: @xdeds
> Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
> Queries
[Request In: 295
[Tine: 0.083115000 seconds]

O 7 wireshark_Wi-FIMKULpcapng Packets: 16323 - Displayed: 396 (2.4%) Profie: Default
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155 17.463425  192.165.100.5 54.235.6.55 ons 74 Standard query @x355d A wm.google. com |
156 17.464414  192.165.100.8 84.235.6.55 ous. 74 Standard query @x62ba HTTPS wm. google. con
15717.476423  54.235.6.55 192.165.100.5 ous. 132 Standard query response Oxb745 AAAA s, google. com CHAHE forcesafesearch. google. con AAAA 2001:4860:4502:32.
158 17.476423  54.235.6.55 192.165.100.5 ous. 120 Standard query response 0x358d A . google. con CIAHE forcessfesearch. google.con A 216.239.38.120
159 17.476972  54.235.6.55 192.165.100.5 ous. 104 Standard query response Ox62ba HTTPS wm. google. con CHAME forcesafesearch. google. con
18319.726125  192.168.100.8 84.235.6.55 ous. 90 Standard query @x93c2 A inconing. telemetry.nozills.org
154 19.726680  192.165.100.5 84.235.6.55 ous. 90 Standard query Gxsdlc AsAA incoming. telenetry.mozilla.org
185 19.724526  54.235.6.55 192.165.100.5 ous. 222 Standard query response 0x33c2 A incoming. telemetry.mozills.org CUAME telemetry-incoming.rs3-2.services.mozilla.con CNAME prod. ingestion-edge.prod. dstacps.mozgcp.net A 34.120.208.123
186 19.725809  192.168.100.8 84.235.6.55 ous. 103 Standard query 6x1985 A prod. ingestion-edge. prod. dataops .mozgep.net
19119.744276  192.168.100.8 84.235.57.230 ous. 90 Standard query Gxsdlc AAAA incoming. telenetry.mozilla.org
193 19.752692  192.168.100.8 84.235.57.230 ous. 103 Standard query ©x1955 A prod. ingestion-edge. prod. dataops.mozgep.net
20319781839 54.235.6.55 192.165.100.5 ous. 296 Standard query response Oxdic AMAA incoming. telemetry.mozilla.ong CHAHE telemetry-incoming.r53-2.services.mozilla. con CANE prod.ingestion-edge. prod.datsops.mozgep.net SOA ns-cloud-bl.googl.
204 19783168 54.235.6.55 192.165.100.5 ous. 119 Standard query response 0x1985 A prod. ingestion-edge. prod. datacps.moZgCp.net A 34.120.208.123
205 19783164 54.235.57.230 192.165.100.5 ous. 296 Standard query response Oxdic AMAA incoming.telemetry.mozilla.ong CNANE telemetry-incoming.r53-2.services.mozills. con CANE prod.ingestion-edge. prod.datsops.mozgep.net SOA ns-cloud-bl.googl.
206 19784005 192.168.100.8 84.235.6.55 ous. 103 Standard query Gxébes ARAA prod. ingestion-edge. prod. dataops.mozgcp.net
21219.611233  192.168.100.8 84.235.57.230 ous. 103 Standard query oxébes ARAA prod. ingestion-edge. prod. datsops . mozgcp.net
218 19.627859  84.235.57.230 192.165.100.5 ous. 119 Standard query response 0x1985 A prod. ingestion-edge. prod. dataops.mozgcp.net A 34.120.208.123
215 19.627859  54.235.6.55 192.165.100.5 ous. 196 Standard query response Oxdbes AAAA prod. ingestion-edge.prod. datacps.mozgcp.net SO ns-cloud-bi. googledomsins. con
216 19650062 54.235.57.230 192.165.100.5 ous. 196 Standard query response Oxdbes AAAA prod. ingestion-edge.prod. datacps.mozgcp.net SOA ns-cloud-bi. googledomsins. com
293 28.911479  192.168.100.8 84.235.6.55 ous. 71 Standard query 0x4168 AMAA tuitter.con
294 28.912159  192.168.100.8 84.235.6.55 ous. 71 Standard query @xsdbd A tuitter.con
- samemen 1321681008 84.235.6.55 ous. 71 Standard query @xdess HTTPS tuitter.com
| se12s.995754  84.235.6.55 192.165.100.5 ous. 135 Standard query response Oxsdbd A tuitter.con A 104.244.42.193 A 104.244.42.1 A 104.244.42.129 A 104.244.42.65
| o228.995754  84.235.6.55 152.165.100.5 ous. 125 Standard query response Ox4168 AAAR Tuitter.con SOA 3.usb.futrdns.net
. 30328.995754  84.235.6.55 192.168.100.5 s, 71 Standard query response 6xde96 HTTPS twitter.com
> Frame 303: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{577F056A-65CE-49A5-BAC2-CF239AIDFERDY 06 7190 oc d3 21 2202 7L a1 37 4 08 00 45 46 q 1" q 7K ED
> Ethernet II, Src: 221 1ab (22:02:71:21:37:4b), Dst: IntelCor 9c:d3:21 (88:71: 039 75 €440 00 3c 1L 45 b9 54eb 05 37 co a8 Sw@ < HT 7
> Internet Protocol Version 4, Src: 84.235.6.55, Dst: 192.168.100.8 64 08 00 35 fd 3e 00 25 14 b de 96 81 80 00 01 d--5>°% -
> User Datgran protocol, Src Fort: 53, Dt Pore: 64030 000 0k T 6 TTA 26 s
~ Domain Nane System (response)
Transaction 10: Gxdess
> Flags: oxs180 Standard query response, No error
Questions: 1
Ansuer RRs: 0
Authority RRs: 0
Additional RR: @
> Queries
[Request In: 205
[Tine: 0053115000 seconds]
O 7 HypertextTransfer Protocol: Protocol Packets: 17208 - isplayed: 882 (5.1%) Profile: Defauit
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Protocol  Length Info

268 27.275073 TP 1288 443 + 4237 [ACK] Seqe2e41 AcksS18 Wine6SS35 Len=1220 [TCP segnent of a reassembled PDU]
265 27.2078815 TiSv1.3 708 Application Data
b= 76 4257 + 443 [ACK] Seqe518 Ackei287 Wine54440 Len=o
267 27. 250880 TLSV1.3 138 Change Cipher Spec, Application Data
268 27.201382 TiSv1'3 204 Application Date
269 27. 291489 TiSV13 2043 Application Data
270 27.29372 TISV13 105 Application Data

271 27.365085
272 27.365085
273 27.365085
274 27.365085
275 27365452
276 27.367620
277 27.371788

2001:1622:549d: fdee... TCP. 74 443 > 4237 [ACK] Seq=4287 Ack=752 Win=65535 Len=0
6a2:549d:fdoe.. TLSV1.3 638 Application Data, Application Data

TLSv1.3 105 Application Data

74 443 > 4237 [ACK] Seq=4932 Ac
74 4237 > 443 [ACK] Seq=2752 Ack=4932 Wir
105 Application Data

74 443 > 4237 [ACK] Seq=4932 Ac

o
| 26 27,2781

113 Application Data

I 252 27.442593 __ 2001:4360:430: 74 443 > 4237 [ACK] Seq=5500 Ac

" 284 27.530685 74 4237 » 443 [ACK] Seq2783 Ack-5500 Win-63227 Len-0
| 285 27.531008 113 Application bats
| 286 27.605100 74 443 > 4237 [ACK] Seq=5500 Ac

285 27.682741
289 27.682912

74 433 > 4235 [FIN, ACK] Seq=4452 Ack=592 Win=65535 Len=0
74 4235 - 443 [ACK] Seq=592 Ack=4453 Win=64440 Len=0

> Frane 289: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{877F056A-65CE-49A5-BAC2-CF239AIDFERD),| 2202 71 a1 37 4b 08 71 90 Sc d3 21 86 dd 60 02 Tq 7Kg 1
> Ethernet 11, Src: IntelCor_Scid3:2l (08:71:90:9c:d3:21), Dst: 22:02:71:a1:37:4b (22:02:71:a1:37:4b) 7 a1 00 14 06 40 20 61 15 a2 54 9d £d 00 1d &7 @ T
> Internet Protocol Version 6, Src: 2001:1632:549d:7d00: 1457 :73a5:d500: 7bF, Dst: 2001:4850:4502:32: 78 Tmasdeehra;on smessemRme 1 (- HH 2
> Transmission Control col rc : s : B ks en: © x

T Control Protocol, Src Port: 4235, Dst Port: 443, Seq: 592, Ack: 4453, Lenm: © %009 9990 %0 78 19 8 ol b .
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Info

Previous segment not captured] , Application Data

Retransmission] 443 - 4236 [PSH, ACK]
4236 [PSH, ACK]

Retransmission] 443
Retransmission] 44:

Seq=4756 Ac
Seq=4584 Ac
Seq=4584 Ac

Tep oup Ak 2 423 [ACK] ‘Seq-1924 Ack=4584 Wi
Tep oup ACK 443 [ACK] Seq-1924 Ack-4584
Tep oup ACK 24 Ack-4584 Len-o sLE-475
Tcp oup ACK 483 [ACK] Seq- Len-o sLe-4584
TisvL Previous segnent not captured] , Application ata
2001:4860:4802:32: 5. TCP Dup ACK 275%1] 4237 » 443 [ACK] Seq-2783 Ack-4932 Len-o sLe=5430
2001:4860:48 Tep Dup ACK 275%2] 4237 + 443 [ACK] Seq-2783 Ack-4 Len-o st
2001:1652:545d: fdoo.. TCP Retransnission] 443 + 4237 [PSH, ACK] Seqm4932 Ack=2783 Wi
; Tcp Previous seguent not captured] 443 » 4238 [PSH, ACK] Se
104.204.22. Tep A
104.284.42. Tep oup ACK 483 [Ack]
104.284.42. Tep oup ACK 43 [ack]
104.284.42. Tep Dup ACK 403%4] 43 [ack]
104.284.42. Tep Dup Ak 40385 43 [ack]
30.452061 5.100.5 104.284.42. Tep Dup ACK 403%6] 43 [ack]
467 : 192.168.100.5 Tep Previous segnent not captured] 443 » 4
30.467456 5.100.5 104.244.42.193 Tep Dup ACK 403#7] 4238 » 443 [ACK] Seq-1355 Ack-13796 Win-63458 Len-o SLE-27816 SRE-29218 SLE-16600 SRE-26414
104.284.42. Tep Dup ACK 403¢8] 4238 + 443 [ACK] Seq 6 ui 516 SRE-30620 SLE-16600 SRE-26414
192.168.100.5 Tep Previous segnent not captured] 443 » 4238 [AC 2 402 [TCP segnent of a reassembled POU]
104.204.22. Tep A ck-13796 11 Le 0620 SLe-166
as1708 5.100.5 asa2. : Dup ACK 403¢10] 4238 > 443 [ACK] Se
Frame 283: 572 bytes on wire (4576 bits), 572 bytes captured (4576 bits) on interface \Device\NPF_{877F056A-65CE-49A5-BAC2-CF239AI0FE 08 7190 5c 43 212202 7L a137 4 85 dd 60 06 1 g 7K
Ethernet II, Src: 22:02:71:a1:37:4b (22:62:71:a1:37:4b), Dst: IntelCor_9c:d3:21 (08:71:90:9¢:d3:21) 1c 8 02 06 06 75 20 01 43 60 43 02 00 32 00 00 y Rz
Internet Protocol Version 6, Src: 2001:4860:4802: 78, Dst: 2001:16a2:549 0 00 00 00 00 78 20 61 16 a2 54 9d fd 00 1d &7 x T
= 7325 ds 00 7b f5 o1 bb 1084 63 10 88 be 1d cc c
Transnission Control protocsl, Sec Part: 445, D Ports 4257, sea: 4952, Ack: Zasdsos it e 0mbeide sl

21 738 2 ac 21 3a d9 fe 85 9 95 15 bs 8L F¢
Sa ab a8 43 e6 df 1c 85 d7 bS c4 79 51 F4 3d
76 00 77 b7 16 63 83 6c 95 bd 50 11 65 9 89 76
52 01 29 11 32 ac 1 5 Fd 33 67 34 @b 22 cd b
6c 6F fd f1 1b 43 cc a@ Oe ba 26 29 6a 4f 65 9b
75 3c ab 9c 84 13 03 37 bl 80 c8 84 el e7 e6 2
f 02 49 6 05 co b9 79 79 49 60 3 3d d6 7 32
b3 ac ad 25 25 <7 16 4b 59 8a dd a5 8b 2f 4a dd
613 b3 17 da 2 6f 1b 16 35 89 bS d2 b3 7a 96
7454 5c 7b d9 31 31 f9 59 2d dd ce 4F 8a 69 31
3d ad 63 9c 7d 76 ad 42 b2 57 75 7b 43 08 ac b2
e 07 41 dl od e5 24 8b 84 f5 42 3F a6 33 72 5b
85 b2 d3 ed 11 36 49 f5 f9 52 dc 56 54 04 59 74

84 82 da 4 Se b0 08 45 aa aB 53 06 93 63 < cc AE s
ca b8 2¢ 99 cc df 07 €3 Sb 31 do cB 4d 7 Ta e . o
b df co 0a 2 @e €7 9F @2 4 Oc B4 67 c2 04 2¢
78 78 2f 54 2a 3¢ 8b 46 59 1702 4e 23 17 d1 74 x/T>F N
04 77 bd fe 1c 4F 47 Sa 40 bd 98 e 47 C3 ef 42 062 @6
77 b6 36 b0 0d 7 25 99 ae 58 7 7a cf 28 83 5a w6 % Xz (Z
8c 21 e6 a2 7 c4 f210 7c b3 b ac b7 43 54 7d ! [
89 da ca ac 36 <1 bl 64 1d ca 7 16 63 27 €5 31 6 d e
6a 25 35 41 a5 33 a2 36 97 5c B0 7c 94 05 ca 74 XA 36 \-|
bb 46 <7 97 OF b8 5c c5 34 4a 5729 a0 2c d9 fo  F----\ 43)
01 59 4b 14 Fc 57 dc 07 5c b2 3 cO cc 66 77 7d YK~ \---fu]
WiFOMKUS L pcaprg Packets: 18279 - isplayed: 2443 (13.4%) Profie: Defauit
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