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• In 1984 the International Standards Organization 
developed the Open Systems Interconnect (OSI) 
model.

• The model is designed to provide order by specifying a 
specific hierarchy in which each layer builds upon the 
output of each adjacent layer.

• The model is still used today as a guide in describing 
the operation of a networking   environment.
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The Physical Layer
• Layer 1 is known as the physical Layer. At Layer 

1, bit-level communication takes place.
• The bits have no defined meaning on the wire, 

but the physical layer defines how long each bit 
lasts and how it is transmitted and received. 
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The Data Link Layer
• Layer 2 is known as the data link layer.
• The data link layer is responsible for formatting and

organizing the data before sending it to the physical layer.
• The data link layer organizes the data into frames. A frame

is a logical structure in which data can be placed.
• When a frame reaches the target device, the data link layer

is responsible for stripping off the data frame and passing
the data packet up to the network layer.

• The main address is the media access control layer (MAC).
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The Network Layer
• Layer 3, the network layer, is concerned with 

logical addressing and routing.
• The network layer is the home of the Internet 

Protocol (IP), which makes a best effort at 
delivery of datagrams from their source to 
their destination.

• (IP4  and IP6) 
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The Transport Layer

• Layer 4 is known as the transport layer, and ensures 
completeness by handling end-to-end error recovery and flow 
control.

• Transport-layer protocols include TCP, a connection-oriented 
protocol.

• It provides reliable communication through the use of 
handshaking, acknowledgments, error detection, and session 
teardown and User Datagram Protocol (UDP), a connectionless 
protocol. 

• It offers speed and low overhead as its primary advantage
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The Session Layer
• Layer 5 is known as the session layer. Its 

functionality is put to use when creating, 
controlling, or shutting down a TCP session.

• Session-layer protocols include items such as 
Remote Procedure Call and Structured Query 
Language.
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The Presentation Layer
• Layer 6, the presentation layer, is responsible 

for taking data that has been passed up from 
lower levels and put it into a format that 
application layer programs can understand. 

• These common formats include ASCII, EBCDIC, 
and ANSI.
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The Application Layer
• Layer 7 is known as the application layer. 
• Recognized as the top layer of the OSI model, this 

layer serves as the window for application 
services.

• The application layer is one that most users are 
familiar with as it is the home of e-mail programs, 
FTP, Telnet, web browsers, office productivity 
suites, and many other applications.
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IP Address : 
• An IP address is a unique address that identifies a device on 

the internet or a local network. IP stands for "Internet 
Protocol," which is the set of rules governing the format of 
data sent via the internet or local network.

• An IP address is a string of numbers separated by periods. IP 
addresses are expressed as a set of four numbers — an 
example address might be 192.158.1.38. Each number in the 
set can range from 0 to 255. So, the full IP addressing range 
goes from 0.0.0.0 to 255.255.255.255.
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Open  :  https://www.iplocation.net/

What is your IP address? 
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• Network Forensic is the implementation of sniffing 
, recording , acquisition ,and analysis of network 
traffic and event log to investigate a network 
security incident. 

• Recording network traffic involving a lot of 
resources.

• The analysis of recorded data is the most critical 
and time-consuming task.
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Postmortem and Real time analysis

• postmortem : is some event already happened. 
Investigator perform analysis on logs to detect 
something has already occurred in 
network/device. 

• real time analysis:  analysis on an ongoing 
process. 
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Log File : A log, in a computing context, is the automatically 
produced and time-stamped documentation of events 
relevant

• Log files are detailed, text-based records of events
within an organization's IT systems.

• They are generated by a wide variety of devices and
applications, among them antimalware, system
utilities, firewalls, intrusion detection and
prevention systems (IDSes/IPSes), servers,
workstations and networking equipment.
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• Log management is a continuous process of centrally
collecting, parsing, storing, analyzing, and disposing of data
to provide actionable insights for supporting
troubleshooting, performance enhancement, or security
monitoring.

• Security log management comprises the generation,
transmission, storage, analysis and disposal of security log
data, ensuring its confidentiality, integrity and availability.
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• Because logs come from multiple endpoints and different
sources and formats, they require normalizing.

• Normalizing: Transforming the information into a uniform
format for easy searching, comparison and readability is
key. The systems and media used to share and store logs
must be highly secure with tightly controlled access.

• 1 23
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Which events should be logged?
• authentication successes and failures;
• access control successes and failures;
• session activity, such as files and applications used, 

particularly system utilities;
• changes in user privileges;
• processes starting or stopping;
• changes to configuration settings;
• software installed or deleted;
• devices attached or detached;
• system or application errors and alerts; and
• alerts from security controls, such as firewalls, IDSes

and antimalware.
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• Syslog : is a standard for message logging 
system event. 

• syslog protocol and application or liberary
sending syslog message.

• Each log generator uses the same high-level 
format.

• Syslog provides a simple framework for log 
entry generation, storage, and transfer, that 
any OS, security software, or application could 
use if designed to do so.  



Syslog
Lecture 6

26



Syslog
Lecture 6

• Syslog Format 

Message type, known as a facility
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ARP table
ARP : Address Resolution Protocol (ARP)
ARP Table is used to keep the record of the IP 
address and MAC address of the devices (source 
and destination device). For the communication 
between two devices, it is necessary that the IP 
address and the MAC address of the source and 
the destination device should be stored in an ARP 
table.
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• Dynamic Host Configuration Protocol (DHCP) is 
a client/server protocol that automatically 
provides an Internet Protocol (IP) host with its 
IP address and other related configuration 
information such as the subnet mask and 
default gateway

• To enable enhanced DHCP logging, perform 
the following steps: 

❑Start the DHCP administration tool (go to 
Start, Programs, Administrative Tools, and click 
DHCP).

• C:\windows\system32\dhcp
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• Sniffers operate at the data link layer of the OSI model.

• This means they do not have to play by the same rules as 
applications and services that reside further up the stack. 

• Sniffers can capture everything on the wire and record it 
for later review. 
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• They allow the user to analyze all the data that is 
contained in the packet. A good sniffer product is 
Wireshark. 

• Not only is it free to use but it works well in both a 
Windows and Linux environment.

• You can find more details about the program at the official 
site, www.wireshark.com. 
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• Is a software or hardware prevent hacking or 
few kind of malware from getting to any PC 
through network or internet.

• It monitors and filters incoming and outgoing 
network traffic based on an organization’s 
previously established security policies. 

• Cisco and Fortinet FortiGate. 
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• An Intrusion Detection System (IDS) is a system 
that monitors network traffic for suspicious 
activity and issues alerts when such activity is 
discovered. It is a software application that scans a 
network or a system for the harmful activity or 
policy breaching.
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• Intrusion detection involves monitoring network 
traffic, detecting attempts to gain unauthorized 
access to a system or resource, and notifying the 
appropriate individuals so that counteractions can 
be taken. 



IDS:
Lecture 6

43



IDS:
Lecture 6

44

• Having the ability to analyze intrusions and attacks 
is a powerful tool.

• There are four types of logs that would be of 
interest during a forensic investigation—
authentication, application, operating system, and 
network—but the IDS will be of use primarily with 
network logs.
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• There are many good IDS systems available. Snort 
is one example of an IDS with wide industry 
support.
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• Documentation the logs of the network are easy if 
the network are small 

• If the evidence are in remote location 
documentation are more complex  because the 
unavailability of data and timestamp.

• If remote location it is important to document the 
detailed information about the collection and 
location.
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Any quedtion


