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Abstract

Credit card fraud remains a critical challenge in today’s increasingly digital
economy, requiring intelligent and adaptive detection mechanisms. This thesis
investigates the application of machine learning techniques for real-time fraud
detection using a real-world credit card transaction dataset. The study explores
multiple models, including Logistic Regression, Random Forest, and Extreme
Gradient Boosting (XGBoost), addressing key challenges such as class imbalance and
the need for low-latency prediction. The proposed framework integrates adaptive
learning to enhance detection performance over time. Results demonstrate that
machine learning models—particularly ensemble-based approaches—achieve high
accuracy and AUC scores while minimizing false positives, indicating their strong
potential for practical deployment in fraud prevention systems.
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Methodology & Proposed Approach

Data Collection

e Kaggle dataset with anonymized transactions (only 0.172% fraud).
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Methods

Datasets

Results

https://ieeexplore.ieee.org/
abstract/document/105950
68

2024

MLP

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

98%

h_ttps:// onlinelibrary.wiley.
com/doi/full/10.1155/2023

/8134627

hybrid
CNN-
SVM

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

91.05%

https://ieeexplore.ieee.org/
abstract/document/948063
9

MLP-
OSCNN
results

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud
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oges/year2023/No.2/20341.

pdf
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CNN
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Poolin
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https://www.kaggle.com/
datasets/mlg-
ulb/creditcardfraud
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https://www.researchgate.
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Ibraheem-
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Credit_Card_Fraud Detec
tion_Using Improved De
ep_Learning Models/links
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Detection-Using-
Improved-Deep-Learning-

Models.pdf
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ulb/creditcardfraud

https://www.researchgate.
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ction_Based on_Machine
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https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

https://www.researchgate.
net/publication/378583709
_Enhancing_Credit Card
Fraud Detection A Neur
al Network and SMOTE
Integrated Approach

(NN)

and
(SMO
TE

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

Https://Www.sciencedirect.
com/science/article/abs/pii
/S1568494620308218

ANN

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud




https://www.researchgate.
net/publication/348711753
_Credit_Card_Fraud Dete
ction Using Artificial Ne
ural Network

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

https://ieeexplore.ieee.org/
document/8979331

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

https://www.researchgate.
net/publication/362541617
Optimizing Data Evalua
tion Metrics for Fraud D
etection_Using_Machine

Learning

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

https://www.researchgate.
net/publication/343632766
Credit Card Fraud Dete
ction_using_Machine_Lea
rning Algorithms

https://www.kaggle.co
m/datasets/mlg-
ulb/creditcardfraud

https://www.researchga
te.net/publication/3588

72914 _A_machine_lea

rning_based_credit_car
d_fraud_detection_usin
g _the GA_algorithm f
or_feature selection

https://www.kaggle.co

m/datasets/mlg-

ulb/creditcardfraud

https://www.researchgate.
net/publication/336800562
_Credit_Card_Fraud Dete
ction using Machine Lea
rning_and Data_Science

https://www.kaggle.co

m/datasets/mlg-

ulb/creditcardfraud

Data Preprocessing

e Remove missing/invalid values.

e Normalize continuous variables.




e Handle imbalance using SMOTE
Model/Method Selection

Traditional ML Models (Baselines)

Logistic Regression — simple interpretable baseline.

Decision Trees — non-linear, easy to understand.
Random Forest — ensemble, handles non-linear relations.
SVM (Support Vector Machine) — effective in high-dimensional data.

Boosting Model

e XGBoost (Extreme Gradient Boosting) — efficient boosting, high
accuracy for tabular data.
Deep Learning Models

e CNN (Convolutional Neural Network), RNN (Recurrent Neural
Network) — feature extraction & sequential learning.

e LSTM (Long Short-Term Memory), GRU (Gated Recurrent Unit),
BiLSTM (Bidirectional Long Short-Term Memory), BiGRU
(Bidirectional Gated Recurrent Unit) — capture sequential and
temporal transaction patterns.

e DNN (Deep Neural Network) — captures complex data interactions.

Optimization Techniques

e Hyperparameter tuning (grid search, learning rate).
e Regularization to reduce overfitting.

Testing & Evaluation

e Metrics: AUC (Area Under the Curve), Precision, Recall, F1-score (F1
Measure), Latency.




Project Steps and Timeline

Weeks Phase

Tasks

Data Collection &
Preparation

Collect dataset, clean and normalize data, handle missing
values, split into train/validation/test, apply SMOTE for
imbalance.

Model Development

Build baseline models (LR, RF), train advanced models
(XGBoost, LSTM, DNN), start hyperparameter tuning.

Optimization &
Adaptive Learning

Complete tuning, evaluate models using AUC, F1-score,
latency, implement adaptive learning and streaming
simulation.

Final Evaluation &
Documentation

Validate best model, compile evaluation results, prepare
report and presentation.

Buffer & Revisions

Resolve issues, finalize adjustments, ensure readiness for
submission.

Weeks 1-2 Pata Prep

Project Timeline (Top to Bottom)

Weeks 3-4 [ Model Dev

Weeks 5-6 |

Project Phases

Weeks 7-8 -

Weeks 9-10 |

Evaluation

9 10
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