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* Total global sales through e-commerce amounted to as much as $2.84 trillion in 2018,
according to the Statista information. It is expected to cross the $4.48 trillion mark by
2021. The total number of online buyers was about 1.66 billion people in 2017. The
increase in the online shopping is gigantic and it will keep growing for many years to come.

* Meanwhile, the number of internet users has increased tremendously across the globe. As
of April 2023, there were 5.18 billion internet users worldwide, which amounted to 64.6

percent of the global population. Of this total, 4.8 billion, or 59.9 percent of the world's

population, were social media users.

* With this huge digital population of the world, the volume of both risk and opportunity

has increased tremendously. The biggest risk for this huge digital population is the

cybercrimes.
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= |tis very important to note that cyber criminals are highly creative, technically sound, and
cunning. They exploit every aspect of an online user including the way he/she uses the
internet, types of tools, financial credentials, personal information, and many others

things.

= According to the FBI Internet Crime Complaint Center, more than 300 thousand
complaints were received in 2017 regarding the online crimes. The total cost of those
criminal activities amounted to about $1.4 billion to the complainants in 2017 in the USA

only.

= So, it is highly recommended to all necessary measures related to the online shopping and

internet browsing to keep the digital criminals at bay.
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— Introduction of poisonous links by using the black SEO
— Mialicious links and emails for phishing purpose

— Text messages and popup notifications

— ldentity theft techniques

— Social engineering methods

— Software vulnerabilities to send virus, Trojan horse, and worms
— Operating system vulnerabilities

— Vulnerabilities in browsers

— Fake websites and offers

— Exploit your personal information that you provide

— Rogue and public access point vulnerabilities

— Use of weak passwords

— And yes, your carelessness

— Bad password management

\ security guidelines to avoid any cyberattack on you.

The main points that are normally exploited by the cyber criminals include the following:

So always take special care while shopping online or even browsing the internet and follow the

~
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The major things and activities that will help you enjoy the secure online shopping and
internet browsing.

= HTTPS Protocol Websites

= Secure Electronic Transactions (SET)

» Web Fraud Detection Systems

= Browser Cache Clearing

= Frequent Password Changes

= Updating OS

= Updating Apps

= Useful Tips on Safe Browsing & Online Shopping
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* Initially, the websites used the HTTP protocol for the communication between
server and client. The web browsers are normally the clients of HTTP
communication and the web server applications are the server of this
communication.

 HTTP protocol is considered as insecure nowadays because of the nature of plain
text communication between client and server over the internet.

 The use of HTTP protocol has been replaced by the HTTPS or HTTP (secure)
protocol, which include the capabilities of encrypted communication between

server and client over the communication link.
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 HTTP protocol can easily be converted to the HTTPS protocol by adding the Secure Socket Layer SSL encryption

protocol. We will describe the step by step method on how to install SSL certificate to convert the HTTP protocol to

HTTPS on the websites later in this section too. Before that, let’s explain the HTTP protocol in detail.

* Hypertext Transfer Protocol precisely HTTP is an application layer

. . . . . . HTTP Client HTTP Server
communication protocol that is used for establishing the internet
communication between client and server. A client is any software —-f[:_, -
. . . HTTP Request 3
browser that is used to send the request for accessing certain
< HTTP Reply

resources located on the web server.

e The web server has the sever part of the HTTP protocol that

provides response to the requests originated from the HTTP client.
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The communication transactions of HTTP client/server are listed below:

— Client (web browser) sends HTTP request to server
— Server takes the request and starts app to process HTTP request
— Generates and sends back the required response requested by the client

— Client receives the response to display on the browser

In this request/response communication client can request for the website (HTML) page,
database, JavaScript file, JPG images or style sheets. The response of the server will

include the HTML files, JSON/XML files, JS files, JPG file or CSS files.

\
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HTTP Protocol Websites

Let’s talk about the following versions of HTTP related security protocols:

= Hypertext Transfer Protocol Secure (HTTPS)

= Installing Security Certificate on Windows IIS Server (See appendix)

= How SSL Encryption Works?
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* If you use the HTTP protocol on your website, then the data you receive and
send is transported is subject to external threats like Man in The Middle

MITM attacks, eavesdropping of the communication and credential theft

etc.

For secure online shopping and internet browsing, HTTPS protocol-based

websites should be used to prevent any cyber-criminal activities.
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The website that uses HTTPS protocol and is secure to

surf and shop can be identified by the following marks:

— The address bar shown HTTPS://
— A lock E sign appears on the address bar before
website URL

To know details about the website security, click either
lock g icon in Google Chrome or .j} symbol in Mozilla
Firefox on the address bar. The details appear as shown in

the image.

\_

~N

@ & hit ps:/fwww.google.com

Site Information for www.google.com

E Connection

Secure Connection

@ Content Blocking Standard

Blockable content detected on this site.

& Cookies b

Permissions

You have not granted this site any special permissions.

Clear Cookies and Site Data...

R

*dogle
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= How SSL Encryption Works?...

The domain name bound with the desired certificate will create a

socket layer of communication between the supported browsers and

the website communication port number 443. The secure

communication between a web browser and website through SSL

communication socket takes place in the following steps:

— Browser sends the HTTP request to prove the SSL/TLS certificate
targeting 443 port on the web server

— The website server sends response with the certificate chain,
which includes the primary certificate, intermediate certificate and
root certificate of the certificate authority

— All browsers have public keys and related information of all
certificate authorities (CAs)

— Compares with the information with the local SSL information to
verify the certificate

\_

~

SSL Handshake Process

E“ Client requests SSL session >
SSL certificate & publickey sent back
Encrypted session key sent to server
- : > Session key
. , Client creates session key duprviited with
Session key encrypted with public key priv!tl::- key

Ses(sion encrypted with symmetric session ke)y
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= How SSL Encryption Works?...

— When the public key of the server is verified in terms of validity and authority, it sends the its own
public key to the server

— On the basis of public key received from browser and the private key of the server, an encrypted
message will be created and sent out through port 443 to the browser

— The browser decrypts the message with the help of public key

— Thus, the communication over SSL link starts

It is important to note that encrypted transmission of data over the internet is becoming the fundamental
requirement for safe browsing of the internet. Any website without encryption is considered as risky for the

security of your data and system.

\
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e Secure Electronic Transactions (SET) is a comprehensive
communication protocol for maintaining the full security

of the online payments and financial transactions

* SET is a consolidated online financial transaction protocol
to carry out the secure online transactions such as online
shopping, online bill payment, money transfer, and

others

\
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= Main features of SET technology ...

SET technology was developed to offer the full security to the valuable data, personal information, and

bank authorization. The main features of SET protocol are listed below:

— Maintains high-level of personal information confidentiality

— Maintains high-level data integrity

— Incorporates merchant authorization

— Incorporates the authentication of cardholder’s account

— Uses dual-signature mechanism for authentication and authorization
— Uses separate message digest DM algorithms for order information and payment information

— Powered by a large number of financial organizations

\_ W,
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Web Fraud Detection System (WFDS) is a
software-based system, which uses the
latest technologies such as artificial
intelligence and the latest scoring
methodologies to find out the authenticity

of the transaction.

Target System

Automated {
L Screening
AlS Engines

LOG EVENT @~
MANAGEMENT

> L 2% ) ! ”
M ‘ . Maqual Ik
Reject * ‘ Review '

Behavioral Engine
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= What algorithms are used in WFDS Systems? ...

Web fraud detection system WFDS is a software system, which uses the latest software technologies for
detecting the fraudulent transaction. It uses the scoring system, which scores the transactions with the

help of some algorithms known as the scoring algorithms. The main scoring algorithms used by the WFDS

systems are listed below:

— Predictive Behavioral Scoring Model
— Rule-Based Scoring Model
— Hybrid Scoring Model

These scoring methods use the user behavior, using pattern or both pattern and behavior are used

collectively to assess the web transactions.

~
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* Normally, all types of browsers cache the information about the
browsing history, browsing information like forms, data, and other

information that you browse through.

* The browsers save certain forms and data retrieved from the
online sources. Those forms and offline data saved in the
browsers cache memory load, when you visit the related URLs.
You can also load those resources offline, if saved for that

purpose.
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= Google Chrome...
Mew tab Ctrl+T
Plew window Ctrl+ M
To clear the cache of Google Chrome browser, take the following G Mlew ineognite windew - Crrleshime N
History g
Steps_ Downloads Ctrl+]
Bookmarks »
Zoom -  100%% = -
— Run the Google Chrome browser
Print... Ctrl+P
— Click the | : |symbol located at the right corner of the screen. The ce= o
More tools >
list of the options appears as shown . Edit Cut Copy Paste
Settings
Help »
Exit
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* Google Chrome...

— Click the Settings option from the
list. The Setting page appears.

— Scroll down to the Advanced option
and click it.

— Privacy and Security category

appears as shown below

\_

Privacy and security

Google Chrome may use web services to improwve your browsing experience. You may
optionally disable these services. Learn maore
Sends some system information and page content to Google
Automatically send usage statistics and crash reports to Google b
Use a web service to help resolve spelling errors

r
Smarter spell-checking by sending what vou type in the browser to Google
Send a "Do Mot Track™” request with yvour browsing traffic -
Aldlow sites to check if yvou have payment methods sawved b
rManage certificates Ca
Manage HTTPS/SSL certificates and settings
Content settings N
Control what information websites can use and what content they can show vou
Clear browsing data .
Clear history, cookies, cache, and more
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* Google Chrome...

— Scroll down and click to the Clear browsing data option.
The Clear Browsing Data window with different options
such as browsing history, cookies and other site data, and

cached images and files appears.

Clear browsing data

Basic Advanced

Time range  All time -

Browsing history
Clears history from all signed-in devices. Your Google
Account may have other forms of browsing history at

myactivity.google.com.

Cookies and other site data
Signs you out of most sites. You'll stay signed in to your

Google Account so your synced data can be cleared.

Cached images and files

Frees up 319 MB. Some sites may load more slowly on

/
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= Google Chrome...
— Select the checkbox against the Cached images and files option.
— Click the All time dropdown arrow to display time range options. The dropdown time options
appear as shown below.
r
Clear browsing data
Basic Advanced
Time range | All time -
Last hour
Browsin Last 24 hours
Clears h Last 7 days ices. Your Google
Accoun Last 4 weeks owsing history at
myactiv
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e The effective password management is very fundamental in

maintaining high level of security for online browsing and
shopping.

 The frequent change of the passwords is one of the important
components of effective password management.

* You should always choose the strongest password that has at
least 14 characters that should also include:

— Capital and lower-case alphabetic letters
— Numeric characters

— Special symbols

/
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* The hackers continuously strive to break the operating
system security by exploiting the vulnerabilities

* For making your online shopping and internet browsing
experience safe, secure, and free of worries, always keep
your operating system up to date by downloading and
installing the latest updates released by the concerned

teams of operating systems.

\_
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Many applications are designed to search for the updates automatically and
prompt the user about that update to download. But in many cases, the third-
party applications don’t update automatically on the computers.

The examples of computer applications include:

— Google Browser (Google Chrome)
— Microsoft Skype

— Email Application

— Adobe Acrobat

— Java Applications

— Adobe Flash

— And many others
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There are certain useful tips and guidelines for safe browsing and online shopping, which
are listed below:

Always use your personal data carefully and professionally
Avoid to click unsolicited links and promotions

Never use public networks for shopping purposes

Always use secure connection with firewall enabled
Always keep your privacy settings open/active

Think twice before you download any software

Avoid freebies and tempting offers

Always use strong passwords

Change your passwords within 60 or 90 days

Always visit the secure websites that use https protocol
Always shop from the trusted websites

Keep your OS and applications up to date

Clear your browser cache and browsing history regularly
Keep antivirus and anti-spyware up to date

Check you online shopping and bank statements regularly

\\ \J
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e
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Don’t follow the links in the phishing emails

Try to use blurring software tools that blur your personal information while
shopping

Mobile apps for trusted merchants are better for shopping as compared to the
online shopping through browser

Try to use digital wallets rather than the credit or debit cards

Try to pay through gift vouchers and other such prepaid cards for shopping
Check the credibility of the merchant

Send complaints immediately, if you find any suspicious activity on your account
Read delivery and return policy of the merchant carefully

Read privacy statements carefully

Maintain a record of your online purchases

Last but not the least, use your common sense always!
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Cybersecurity Standards

Information Payment Card

ISO/IEC27001
&27002 Standards

Introduction Industry Data Security

Standard PCI/DSS

Security Forum ISF
Standards

\_ J

Cybersecurity Fundamentals, Dr. Redhwan M. A. Saad@ www.midocean.ae




Chapter

Introduction MIDOCEA

UNIVERSITY

Cyber '
Security
Standards

\_

Industrial standards play a very critical role in all types of industries. The standards are
the defined guidelines, best practices and rules to achieve any certain objective in that
particular industry.

In this chapter, we will talk about a few important standards that deal with the cyber
security in the field of information and communication technology commonly referred
to as ICT.

There are many standard organizations, industry alliances and government authorities
that devise different types of standards for different activities related to information and
communication technology.

The standard organizations develop standard through deep research with the help of
the industry experts in the field of information technology. They develop certain
formulas and criteria for different things, activities and procedures.

\
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A few formulas and criteria for different procedures and activities are listed below.

— Security of the code of the web environment

— Criteria for the testing of the computer code

— Assessment of the vulnerabilities in the web environments

— Possible impact of the vulnerabilities on the industries and the end-users
— Ways to avert any kinds of security threat

— The assessment of the level of risk

— Assessing and implementing secure communication

— How to deal with the potential threats

— What preemptive measures can help avert any possible cyber threats

— And much more

)
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In the nutshell, the cyber security standards identify the most suitable ways and industry
best practices that are implemented to establish an effective cyber security. The detailed
documents of the guidelines are also created; those documents establish the relationship
between other security standards and guidelines. A detailed scope of work, roles,
implementation procedure and audit process are created for smooth adoption of the

Cyber standards in the organizations.

! This is an international standard offered by ISO. It is also accepted all over the world. The
Securlty organizations from any part of the world can adopt this standard for establishing
information security control.

Standards Let’s discuss a few very important cyber-security standards that are commonly adopted in
the field of information and communication technology.

= JSO/IEC 27001 & 27002 Standards
* Information Security Forum ISF Standards

= Payment Card Industry Data Security Standard (PCI/DSS)

\_

~
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These two standards deal with the information technology control within the IT organizations. This
standard is developed by the International Organization of Standards commonly referred to as ISO. These
standards are also written as ISO 2700X, which denotes both the cyber security standards as mentioned

above.
* The objectives of this standard include:

— Establishing information security controls

— Reduce the security risk in the organization
— Streamline the cyber security procedures

— Selection of the information security controls

— Management of information security controls

— Implementation and monitoring of the information security controls

\_
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These standards allow the company to take the following steps:

— Choose the right controls over the information security processes for the

organizations that are defined in the recommendations

— Implement the already accepted controls that have already been used and proven in

different industries for IT controls

— Develop new information security controls that are in compliance with the set criteria

in the ISO standards and also suit the requirements of the organization

\

J

Cybersecurity Fundamentals, Dr. Redhwan M. A. Saad

www.midocean.ae



IS0/IEC 27001 & 27002 Standards MIDOCEA :

NITVERSITY

These standards are constantly revised in the changed environment of the security threat and security

risk profiles. So, always have a look at the revised versions of the standards.

ISO also provides certificates to the organizations that fully adopt these standards and implement
them in accordance with the set criteria. The organization also audits the implementation of the
standards on a regular basis. ISO certification requires charges even to access the detailed

requirements.

There are four modules based on fixed prices, which will allow the IT organizations to achieve the
certification of the ISO information security control standards. ISO has also a wide range of their
consultant companies that world all over the world and deal with the organizations that are interested
in the implementation of information security control standards.

- J
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Information Security Forum ISF is an IT governance organization that devises good practices for the
organizations to deal with the risks associated to the information technology security. The main focus of this

organization is to provide the industry with the risks of the existing as well as the emerging security

threats.
The major areas that the ISF good practices cover include the following:

— Risk associated with the Agile software development methodology
— Privacy of information and the intelligence about the emerging threats
— Security aspects of Industrial Control Systems (ICS)

— Assessing and establishing the co-relationship between the operational risk and the information risk

~
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This is also an international set of good practice acceptable worldwide. These standards help the

organizations in:

— Helping the leaders and teams exploit new areas for improving productivity and efficiency while
maintaining high-level of security against information risks
— Preparing the organizations to preempt the potential threats to reduce the risk through agility and

preparedness

— ldentifying the ways to implement the security standards in efficient and effective manner

This set of good practice improves the efficiency, agility, and effectiveness of the security personnel and
organization leaders by improving their alertness and innovative thinking. This is a business focused set of

good practice.

J
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The PCI/DSS standard is focused to the personal information of the online shopper. This
standard is developed by the PCl Security Standard Council. The standard was developed to
safe guard the bank and card information of the card users who use their cards for online

shopping.

This standard directly impacts the millions of the people across world. Security Standard
Council helps the financial institutes and merchants to implement the standard guidelines

devised by the council so that the card information of the people can be safeguarded easily.
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— American Express
— MasterCard Inc
— Visalnc

— JCB International
— Discover Inc

— And others

financial information of the card users.
— Point-of-sales (POS) manufacturers
— Financial software developers
— Financial hardware developers

— Merchants of all sizes

\ — Financial institutes/banks

The council consists of the following financial organizations:

The PCI council focuses on the following organizations to help them safeguard the personal and

\
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The main function of the council through its IT card security standards is to implement the card

information security by:

— Implementing security related technology, policy, and best practices to the existing and upcoming
financial processes used at the merchant and financial institute ends
— Helping hardware and software venders to implement the security features and capabilities in

their products at the development level.

At present, almost all financial institutes, and merchants implement and follow the PCI/DSS guidelines

and standards.
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HTTP Protocol Websites

* Installing Security Certificate on Windows ISS Server...

The latest version of Windows Internet Information Service (1I1S) web server is v10. You
need to purchase a digital security certificate commonly known as SSL certificate from the

certificate authority and then install on your web server.
To install an SSL server on your website, take the following steps:

— Click Start menu, type IS Manager in search bar, and open IS manager. IS Manager
page appears
— In the left pane connection tree, locate and click the domain name of the web server.

The Server Home window appears as shown in the following figure.

45




HTTP Protocol Websites

» Installing Security Certificate on Windows ISS Server...

'@3 Internet Information Services (11S) Manager — [}
[ S €@ » SERVER » & | 5
«
File  View Help
' @) SERVERH .
ome
u:' H & g’ Open Feature
‘&3 Start Page .
Filter: ~ W Go ~ Show All | G by: -~ [B8] - Manage Server
[E= SERVER (DOMAIN Administrd | " ° - &yshow I - 2 Restart
ASP.MET -~ B : :E_- a
= & (" q _ = = Start
B = (=] 2] > I3 B 3y
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— Double click the Server Certificates icon. The server certificate page with existing list of
certificates appears.

— On the right-pane, click the Create Certificate Request... link. The Request Certificate
wizard with the distinguished name properties appears.

— Provide the detailed information about your website, company, organizations detailed

physical address and other information required as shown in the following figure.

(Image on the next slide)
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Request Certificate v =
i_i—' Distinguished MNMame Propertics
Specify the required information for the certificate. State/prowvince and Citylocality must be specified as
official narmes and they cannot contain abbreviaticons.
Common narmne: |wmw.}r0urdorﬂair1.com |
DOrganization: |‘r’cu_|r Company. lnco. |
COirganizaticonal unit: ||T
City Tocality ||_ehi |
StateSprowince: | T |
CountrySregion: |L_.IS —

Cancel
— Click the Next button, when the required fields are filled with the valid information. The

Cryptographic Service Provider Properties page appears.
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— Fill-up the name of the cryptographic service provider and the required SSL security bit

length in the respective fields as shown below.

Request Certificate rd ==

Cryptographic Serwvice Prowvider Properties

==

Select a cryptographic service prowvider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. Howewer, a greater bit
length may decrease performance.

I Cryptographic service prowvider: I

Picrosoft RSA SChannel Cryptographic Prowider —
Bit length:
2048 ~—
Previous I e = o I Cancel
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— Click the Next button. The File Name page appears.

— Choose the file name and location where you want to save that CSR file

— Click the Finish button. The CSR file will be created at the desired location.

— Open the CSR file and copy the entire text file and use the copied text to place order to
the certificate authority (CA) website

— After some verifications, the CA will send you SSL Security Certificate through email

— Save the SSL Security Certificate on your computer

— Go to the Server Certificates page again.
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4] Intsmet Information Servicas (II5) Manager - 0 x
e 0 &, s @«he-
Fle  View Hep
Connections » Fctions
Q. 9; Server Certificates
" Il L3 y
) Start P
. .: ;:rr:ngt N Administ Lise: this feature to request and manage certificates that the Web server can wse with websates confiqured for 35,
¥ hpplieation Pocls Filter + ¥ Go ~ (g Show All | Group by: No Grouping
b
w Hame [ssued... lssued By Expiration Date Certificate... Certificate Store
WSVC-5HA2 WM. WhiSwe-SHAZ-WIN-T0UMTIML.  SO620068:2045... 6FICCAA.  Personal
ﬂ H

— Click the Complete Certificate Request... link in the right-page (Action), as shown in the

above snapshot image. The Specify Certificate Authority Response page appears.
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Enter the domain name of your website, select the hosting provider’s name, and locate
the certificate file response received from the certificate authority (CA) as shown in the

following figure.

CTomplete Certificate Request rd =

Specify Certificate Authority Response

—al

Complete a previcusly created certificate request by retrieving the file that contains the certificate authority's
response.

File narme containing the certification authority's response:

|C:‘\Users\Adrr1ir1istratDr\DeslctDp‘\cErts‘\)rclur_clcimair‘l_name.cer | I I
Friendly narme:

I‘_',.fDLIrdDI’I’l aaaaa (gl I

Select a certificate store for the new certificate:

| web Hosting ~

I R I Cancel
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— Click the OK button, once you are done with entering the required information. The SSL
certificate is installed on your server successfully

— Now, you need to assign the newly installed SSL to the desired website

— On the Internet Information Service IIS Manager page, expand the Server (Domain)
Administration page to locate the Sites option.

— Click the Sites link in the left-page. The list of the existing websites appears

— Click the desired website. In our example, it is Default Web Site option. The home page

of the desired website appears as shown in the following image.
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@5 Intemet Information Services (IIS) Manager - [m| X
‘& @ » SERVER » Sites » Default WebSite » & @

File View Help

Connections

Default Web Site Home
“’ i |# & 0 B Explore
=“"|€5 Start Page Edit Permissions.
: Filter: + W Go - \zjShowAll |G by: —
v €3 SERVER (DOMAIN\Administrs fer o - i Show roup by: Area ——
15} Application Pocls ASP.NET ~ 2
w.[@| Sites P & & r-\ q L : =
i ‘_5 .\\,‘\//; Q r"_‘ L= ‘Es_) ﬁal:| Basic Settings...
MET MET MET Error NET MET Profile  .MET Roles  \MET Trust  .NET Users  Application Connection View Applications
Authorizat.. Compilation Pages Globalization Levels Settings Strings \iew MitualDirEeinnes

b R & Nowa @

Machine Key Pages and Providers  Session State SMTP E-mail & Restart
Contrals B Start
1S ” B Stop
[ cer | W i sy =y, N Browse Website
) ﬁ = '—q& Browse *:80 (http)

ASP Authentic... Cal Compression  Default Directory  Error Pages Failed Handler HTTP Advanced Settings.
Document  Browsing Request Tra... Mappings Redirect . g
Configure
e it r = . R i
J’lm— 4=t . o= Failed Request Tracing...
HTTP ISAPI Filters  Logging  MIME Types  Modules Qutput Request S50 Settings Limits...
Respon... Caching Filtering @ Help
Management ~
&
anFiaead HE KA mmmmr A

< 5| =] Features View

Content View
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— Click the Bindings... under Edit Site option in the right-pane (Actions). The Site Bindings
window appears

— Click the Add... button. The Add Site Binding window appears as shown in the following

snapshot.
Add Site Binding 7 =
Twpe: IP addres=: P ort:
I https vl I..ﬂ-.II Linassigned VI I.-:1.43 I

Hos=st narme:

1 Reguire Server MNarme Indication

S5L certificate:

Iyourdﬂr‘r‘lair‘l.cor‘r‘l VI Select... e

I D I Cancel
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— Choose HTTPS in the type field, the All Assigned option in the IP address field, and 443 in
the port field

— Select the domain name for which you want bind the SSL certificate in SSL Certificate field.

— Click the OK button, when done with the data entry. Your website has been bound with the

SSL certificate and you are ready to go.

You can also install multiple SSL certificates on your server and bind them with the multiple

domain names of the websites by repeating the same step by step process as mentioned above.
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