[image: ]
AI in Detecting inappropriate and         misleading content on E-commerce Platforms
اكتشاف المحتوى غير المناسب والمضلل على منصات التجارة        الإلكترونية عن طريق الذكاء الاصطناعي
Prepared By
Name: Wiam Khalid Alharbi
Name: Zakia Hani Alghamdi

اسم المؤلف
الاسم: وئام خالد الحربي
الاسم: زكيه هاني الغامدي
College of Informatics
Midocean University
UAE
Supervisor Name: Dr. Khaled Eskaf
College of Informatics, Midocean University, Comoros

 


Abstract 
      The gradual expansion of e-commerce stores has caused the emergence and proliferation of false and inappropriate e-commerce-related information, including inauthentic and inaccurate customer reviews, false ad notifications, and inappropriate product offerings. This kind of information harms customer trust, distorts purchasing behavior, and decreases site authenticity.
The purpose of the study is to design and develop a sophisticated system that identifies and classifies false reviews in the Arabic language for e-commerce applications, utilizing machine learning approaches.
Data preprocessing, feature engineering, and model training sequentially evaluate tools in the proposed approach. With the aid of the aforementioned NLP techniques, the Arabic text refinement stage of the process is accomplished by Tokenization, Stopword Removal, and Stemming.
Feature extraction and model training are accomplished by TF-IDF, which records a word's frequency, and Word2Vec, used for concept mappings. LR, Naive Bayes, and Linear SVM are the obtained supervised ML algorithms, and are assessed using a set of metrics; accuracy, precision, recall, and F1-score. The trained model tools are embedded in a streaming application using Streamlit. Users of the application can upload and compare a set of documents, and the individual review analysis will aid model performance analysis.
More customer trust on online shopping due to review analysis automation was the main impact of the presented ML model. This also acted as a stepping stone for ML and AI in e-commerce.


















الملخص 

أدى التوسع التدريجي لمتاجر التجارة الإلكترونية إلى ظهور وانتشار معلومات زائفة وغير مناسبة متعلقة بالتجارة الإلكترونية، بما في ذلك تقييمات العملاء غير الموثوقة وغير الدقيقة، وإشعارات الإعلانات المضللة، وعروض المنتجات غير الملائمة. يُلحق هذا النوع من المعلومات ضررًا بثقة العملاء، ويُشوّه سلوك الشراء، ويُقلل من مصداقية المواقع الإلكترونية
تهدف هذه الدراسة إلى تصميم وتطوير نظام متطور لتحديد وتصنيف التقييمات الزائفة باللغة العربية لتطبيقات التجارة الإلكترونية، باستخدام تقنيات التعلم الآلي
يُقيّم النظام المقترح الأدوات بالتتابع من خلال معالجة البيانات، وهندسة الميزات، وتدريب النموذج. وبمساعدة تقنيات معالجة اللغة الطبيعية المذكورة آنفًا، تُنجز مرحلة تحسين النص العربي من خلال تجزئة النص، وإزالة الكلمات الشائعة، والتجذير
يتم استخراج الميزات وتدريب النموذج باستخدام TF-IDF، الذي يسجل تردد الكلمة، وWord2Vec المستخدم لرسم خرائط المفاهيم. تُعدّ خوارزميات التعلم الآلي الخاضعة للإشراف، مثل LR وNaive Bayes وLinear SVM من بين الخوارزميات التي تم تطويرها، ويتم تقييمها باستخدام مجموعة من المقاييس: الدقة، والضبط، والاستدعاء، ومقياس F1. تم دمج أدوات النموذج المُدرَّب في تطبيق بث مباشر باستخدام Streamlit. يستطيع مستخدمو التطبيق تحميل ومقارنة مجموعة من المستندات، وسيساعد تحليل المراجعات الفردية في تحليل أداء النموذج
كان الأثر الرئيسي لنموذج التعلم الآلي المُقدَّم هو زيادة ثقة العملاء في التسوق عبر الإنترنت بفضل أتمتة تحليل المراجعات. كما شكّل هذا النموذج نقطة انطلاق لتطبيقات التعلم الآلي والذكاء الاصطناعي في التجارة الإلكترونية.





















List of Abbreviations 
· NLP: Natural Language Processing
· ML: Machine Learning
· SVM: Support Vector Machine
· DL: Deep learning
· LR: Logistic Regression




الكلمات الدالة 
· معالجة اللغة الطبيعية (NLP)
· التعلم الآلي (ML)
· آلة المتجهات الداعمة (SVM)
· التعلم العميق (DL)
· الانحدار اللوجستي (LR)






















Introduction 
     The increasing reliance on e-commerce platforms has made user reviews an important factor used to influence other user potential customer's buying decisions. The aim of these reviews are to help potential customers make an informed decision on a product. Unfortunately, the emergence of fake reviews has created a new problem for potential customers and online merchants. Fraudulent reviews create an imbalanced alter reality on the perceived value of a product and e-commerce via online reviews.

The Saudi Vision 2030, a blueprint of the Kingdom’s e-commerce, relies on a large number of e-commerce merchants and online customers. The Saudi Data and Artificial Intelligence Authority (SDAIA) has spearheaded several businesses to use artificial intelligence to bridge the gap between online merchants and customers, most especially within the e-commerce platforms.

The aim of this project is to develop a Machine Learning tool to process and analyze the attributes of reviews. The project has its aim to plan and support e-commerce platforms in the user trust retention in order for them to build a highly sophisticated response to the challenges.
















[bookmark: _Toc217588850][bookmark: _Toc217589156]1.1 Problem Definition
     As there is more and more user-generated review content on e-commerce site, it is becoming more and more difficult to determine user-generated reviews that are fake or misleading. While reviews should help consumers make better purchases, fake, misleading and poorly written reviews seriously distort a review of a product. This damage s the online marketplace, trust of the consumer, and impacts consumer behavior.
Thus, the main concern the current project is trying to address is:
How can an automated system be made that accurately and reliably identifies fake or misleading reviews in the Arabic language on e-commerce platforms?
As is to be expected, there are some challenges that arise from this.
• News and shiny. Most Arabic review text is unstructured, and informal language, slang, and other forms of noisy content can be expected.
• There are many fine and subtle linguistic features that can be learned by a model to identify genuine and deceptive reviews.
• There is a need to accurately determine the authenticity of the review text via the application of machine learning.
• The ability to access a review text that is either in a large collection of review documents or in an isolated state, and in either case to provide the user with an environment that is responsive.
There is machine learning content, and it will make a clear contribution to e-commerce platforms content moderation.
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1.2 Thesis Objectives
The main objective of this project is to develop a model that detects inappropriate and misleading content across e-commerce platforms. The project goals include the following objectives:
· Detecting fake reviews: This aspect involves identifying and classifying misleading or fake reviews, which helps prevent consumers from relying on inaccurate information when making purchasing decisions. 
· Identifying Misleading Product Descriptions: This aspect aims to uncover discrepancies between the advertised product descriptions and their actual features, thus helping to protect consumers from making purchasing decisions based on false or exaggerated claims.
· Improved Content Management: This aspect aims to increase the efficiency and effectiveness of content management processes on e-commerce websites by automating the detection of harmful content, thereby improving accuracy.
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In the most recent works about Arabic Language Processing and the issues of deceptive content on e-commerce platforms this research does the following:
· Building an Arabic Fake-Review Identification Tool: A fully automated ML-based fraud detection system for Arabic deceptive reviews. The system incorporates a complete preprocessing, feature extraction, model training, and modeling assessment pipeline structured around the complex and rich system of the Arabic language. .
· Alternative ML Models Assessment: Inclusion of different classification algorithms: LR, Naive Bayes, Linear SVM, and Word2Vec models. A spate of models are utilized in an assessment of the models and review their performance in a classification task. This assessment adds to the Arabic review authenticity classification.
· Cleaning and Structuring Arabic Reviews Dataset: The developed model includes the +2,000-strong Arabic Dataset dedicated to fake reviews. The Dataset undergoes a full cycle of Processing in the domain of Dirty Data, in a structured format, available, and Accessible. The dataset available increases the limited structured resources around the Arabic language.
· Implementation of an Interactive Tool for Real-World Use: A practical Streamlit-based application is developed that enables users to analyze individual reviews or batch datasets and visualize model performance. This tool demonstrates the real-world applicability of the research and supports potential integration into e-commerce moderation systems.
· Contribution to Arabic NLP Research and E-Commerce Transparency:  The thesis discusses Arabic text analysis challenges in misleading-content detection and proposes techniques to address ever-present challenges. The results contribute to avoiding trust erosion in automated solutions in e-commerce and provide building blocks for future studies to automate solutions that nurture trust on e-commerce platforms.
Related Work 
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     As e-commerce evolves, online ratings and reviews now have a greater impact on consumer purchasing decisions than ever before. Reviews are left by previous buyers and provide shoppers insight into product quality, seller reputation, and overall shopping experience. However, the growth of e-commerce has also led to the rise of false and misleading reviews, exaggerated claims regarding product features and benefits, and predatory advertising. Such false advertising has negative consequences as it decreases consumer trust, adversely impacts consumer decisions, and threatens the reputation of e-commerce platforms. 

Studies show that misleading reviews and fraudulent advertising generate more than half [3], [7], of the online friction entered into content moderation systems. The volume of online content generated by users within a particular marketplace makes the challenge of effective moderation manual reviews burdensome and practically impossible. Fortunately, the need for efficient reviews and misleading content moderation systems has led to the incorporation of Artificial Intelligence (AI) and Natural Language Processing (NLP) into systems designed to limit potential harm and provide efficient and effective solutions. [4].

A good number of early studies using traditional text analysis methods produced great outcomes. However, most of this research concentrated on English text, whereas the Arabic language, despite the numerous Arabic speakers and the extensive use of online shopping in the Arab world, has attracted little attention. Including Arabic text in research is much more complicated because of the language's complex morphology, dialectal variation, grammatical richness, and the scarce amount of available annotated datasets, which complicates the construction of efficient systems of text classification, and detection in particular [5].

There is, therefore, a growing need for automated systems that can detect Arabic reviews that are frdulent, unethical and misleading. Recent studies have also stated the importance of such systems in providing a safer online shopping experience to the users [6]. This study is aimed at proposing an improved, more efficient method for the detection of misleading reviews in Arabic to meet such a need.

[bookmark: _Toc217588859][bookmark: _Toc217589165]2.2 Progression in Fake Review Detection Techniques

    The initial attempts for the automated detection of fake reviews involved the application of traditional supervised machine learning techniques which include Logistic Regression, Naive Bayes, and Support Vector Machines (SVM). The representation of the texts for these models were done through Bag-of-Words and TF-IDF. Though these techniques were simplistic and were applied with greater efficiency, the techniques had issues in understanding the deeper reasoning and the contexts in the reviews [3], [10].

The comments made by Géron [1] were that the classical machine learning models had a great performance, however, the performance was dependent on the feature engineering that was applied. Unfortunately, the features that were designed did not seem to generalize to other problem domains or other languages. This especially became a constraint in the problem of deceptive reviews that are contextual and very subtle in their nature. 

The advent of the different word embedding techniques including Word2Vec and GloVe and fastText were great improvements in the area. These techniques were able to better achieve the encoding of individual words that helped models to encapsulate the semantic contextual information better [2]. The use of embeddings with traditional classifiers to improve the performance of detection, especially for subtle contextual cues in the reviews had been reported in a number of studies [9].

The latest research revolves around deep learning techniques such as CNNs, RNNs, and LSTM networks, which learn complex text features automatically and don’t require manual effort on feature crafting. For instance, deep learning models trained on large datasets, such as Amazon reviews, significantly outperformed older ML techniques [11]. However, large amounts of labeled data as well as computational power are required which makes such models ill-suited for low-resource languages like Arabic.
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    Very few studies pertain Misleading Content In Arabic. The studies explain the complexity associated with the Arabic language. The studies cite the extremely varied Arabic dialects, the lack of available datasets, the missing of datasets being unified, the datasets not being annotated, the datasets being of poor quality, inconsistency, the innate complexity of Arabic morphology [5]. These studies will probably lead the modeling frameworks to generate poor quality to extremely poor quality results.

Some studies have tried to implement deep learning models for the purpose of classifying Arabic text. The results, however, have not been successful, and the outcomes have seen great variability, and the variability has stemmed from insufficient amounts of training data for the deep learning models. Other studies suggest overrated and excessive fitting. The newer studies that have been published prioritize the implementation of deep learning models that have not been fully encapsulated, suggesting that the models should implement other methods of feature extraction and semantic representation. The studies state that older feature extraction frameworks should be incorporated for optimal result efficiency in Arabic text automation at a reasonable computation cost [7], [9]. 

The research surrounding automation of fraudulent review detection in e-commerce is where the primary purpose of these studies lie. For example, the integration of review validation and artificial intelligence for reputation model frameworks aims to improve trust in the field of online trade. These studies show the need for implementing high accuracy in the noticed review detection systems in the field of online trade.
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       There are still notable gaps in the literature in spite of the extensive contributions on fake review detection. These gaps include:

· An overwhelming majority of the studies focus on English datasets and Arabic reviews are not given attention. 
· Most methods assess one model and offer limited insights in terms of comparison.
· Practical constraints such as deployment and resource requirements are generally overlooked by the deep learning solutions.
· There is a paucity of studies that offer user-centric applications which demonstrate genuine usability. 
· This project is designed to address the following gaps by:
· Performing a comparative assessment of different machine learning models.
· Combining TF-IDF and Word2Vec representation of the text to derive the statistical and the semantic information of the text. 
· Targeting misleading reviews written in Arabic which is a neglected area in the NLP research.
· Building a user-friendly application based on Streamlit that bridges the gap between theoretical research and application.
· Owing to these contributions, the system is able to provide a reliable and efficient means of detecting misleading reviews in Arabic across e-commerce platforms.
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      This thesis describes an intelligent system for detecting misleading Arabic reviews from e-commerce sites using Natural Language Processing and Machine Learning. The approach taken was a series of interconnected steps including, first, text pre-processing and feature extraction with both TF-IDF and Word2Vec. Then, a number of models were trained, including Logistic Regression, Naive Bayes, and Linear SVM, and performance of the models was evaluated using a range of well-established scientific performance indicators. The results showed Naive Bayes the best overall performance, demonstrating an ability to analyze short, direct Arabic texts.
In addition, this research has produced a functioning application on Streamlit, to analyze single reviews or entire datasets, thus making the system operational. This work goes some way to filling a significant research gap in the detection of misleading Arabic reviews and will support efforts to advance the development of other systems.
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     Working with cutting-edge technological advancements, the developed tool demonstrates effectiveness in identifying deceptive Arabic reviews, however, certain aspects remain to be developed in order to facilitate overall effectiveness and versatility. Work in the future could involve the inclusion of more sophisticated deep learning models, the diversification of the dataset to encompass more types of reviews, and enhancements in the application interface to improve usability and flexibility for end-users. Some of the spearheaded potential modifications may involve Looking through the prism of potential future enhancements, the hub of activities for the future lies in the following for the initial actions/ steps, it covers the following:

1. Integrating the system with e-commerce platforms via APIs
Due to technical limitations in collecting reviews directly from sites like Amazon and AliExpress, as a result of their anti-scrapping and security systems, the current model does not include a live review fetching process.

· In future developments, the system can be integrated with e-commerce platforms through:
· Using official APIs or external APIs (such as RapidAPI) to fetch reviews directly.
· Analyzing the content of dynamic pages using advanced tools such as Selenium or Playwright.
· Integrating the tool with a real platform that automatically reads and categorizes reviews as soon as they are published, without human intervention.
· Adding this step will make the system more practical and prepare it to be part of a company's content moderation system.

2. Use DL models (Transformers) such as BERT or AraBERT to improve understanding of linguistic context, especially in complex or long texts.
These models may offer higher accuracy but require more computing resources and more data.

3. Expand the size and quality of the data The model's performance can be enhanced by expanding the dataset to include: reviews from multiple platforms, different Arabic dialects, and longer, more detailed texts.

4. Integrate additional non-textual features such as star count, user behavior, review posting frequency, and review date (the time the review was written). These features can help detect fake reviews more accurately.

5. Develop a more integrated interface. In the future, the system could be integrated with e-commerce platforms via API to enable automatic and real-time review monitoring.

6. Expand the system to be multilingual, supporting both Arabic and English reviews, especially for international stores.
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