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Project:

Risk Identification and Analysis (Based on the project you chose in APM)

The objective of this report is to identify project risks, prepare a risk probability matrix,
and carry out an analysis of selected risks. Referring to the project you select in Advanced
projects management APM course, your task is to prepare a risk management plan that
identifies potential risks in the selected stage of the project and identify risk management
strategies.

From the course content and readings, you know that the overall purpose of risk planning
is to anticipate possible risk events and be ready to take appropriate action when risk
events occur—to eliminate or reduce negative impacts on the project.

You may wish to begin this exercise with a brainstorming about potential risks to get
candidate risks “on the table” for consideration. And then identify and refine that wording
for risks that have some realistic chance of occurring in this stage. For example, potential
weather problems present a real obstacle to completing field data collection by the
planned completion date. It is also an issue that the project manager will ultimately have
to plan for, as opposed to other issues such as a major disaster (e.g., your office burning
down), is not a high-enough probability event that requires much time in planning. As
described below, you will select several of the identified risks and carry out a risk analysis.

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix
will have at least three categories (high/medium/low) for probability and impact.

Remember that it is important to name risks effectively—use words that describe the risk
event and point to the impact on the project (e.g., “injury of field technician disrupts data
installation work”).

After completion of the risk matrix, document a risk analysis for the selected risks. This
detailed documentation for that selected risk will include:

o adescription of the risk and potential impacts (schedule, quality of work, cost, etc.) on
the project.

e indicators or triggers that would be monitored to help identify the risk as early as
possible.

o specific risk response strategies to take.

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for all
risks that have the impact in terms of cost $$.

Best of luck...
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Supermarkets

Introduction

Risk management involves identifying, assessing, and controlling threats to the earnings and
capital of an organization. There are several threats which an organization can face: legal
liabilities, financial uncertainty, accidents, strategic management errors, and natural disasters
(Rot, 2009). In the digital era, a top priority of many organizations is to alleviate data-related
and IT security threats. The more an organization uses computer-based information systems,
the more they need to rely on secure ICT solutions. For this project, the inclusion of a risk
management plan for data-related and IT security threats is a must because it involves
computer technology. Unexpected or harmful events are inevitable for any business setting,
and they can cause significant losses. It is thus necessary that organizations put a risk
management plan in place as a preparation for future uncertainties. In so doing, they can
minimize extra costs and risks before they happen.

Literature Review

Risk management entails implementing and identifying effective controls to the security to
control, mitigate, and resolve risks within the organization. There are four major risk
management components: risk identification, risk analysis, risk-reducing measures, and risk
monitoring (Zwikael & Ahn, 2011). The main risk management process is risk analysis. It
involves the identification and evaluation of risks that have to be minimized or controlled. The
risk analysis objective is to provide information that is indispensable for making decisions. It
involves the following: resource evaluation, assessment of consequences, identification of
threats, analysis of protections, analysis of susceptibility, and assessment of probability. This
information is always approximate unless it is based on other enterprises’ experiences.

Two main methods are utilized in risk analysis of organizations assets: quantitative and
qualitative. In a quantitative method, risk value estimation is connected with numerical
measures application. Resource’s value is described in amounts, threat occurrence frequency is
described in cases number, whereas susceptibility is described by probability value of its loss. In
a qualitative method, results are presented in descriptions/recommendations form. Risk
assessment is connected with the value of assets qualitative description, qualitative scales
determining threat occurrence frequency, and a given threat susceptibility. Different risk
measures can be applied based on a given threat seriousness. For instance, simple assessment
where the risk is determined as high, medium or low, and more precise indicators are
presented as event occurrence probability.



Methodology

This research follows the qualitative method. Risk assessment is conducted through data
collection from previous literature and studies. Risk management will be further applied in the
project under consideration.

Risk Management Strategies

This project would employ four strategies to manage risk: risk avoidance, risk reduction, risk
transfer, and risk retention. Through brainstorming and discussion, maximum risks will be
determined, and they would be referred to during project execution. Countermeasures to the
risk will be established, and team members will mitigate them if they arise.

Identifying Risks

Description Risk Means of preventing or Mitigating
P S P*S
1. Fires 3 5 15 Fire sprinklers systems and fire extinguishers should

be regularly maintained. All staff should be trained on
fire safety. Exhaust hoods (in case there are cooking
areas) should be cleaned and regularly inspected.

2. Theftand |3 3 9 Security cameras should be installed in visible places

Robberies to scare criminals. Security personnel should be
trained to enhance quick spotting and reporting of
suspicious activities. Eliminate dark and obscured
areas.

3. Tainted 2 3 6 Enforcing strict quality control standards and
Food measures.

4. Hacking 2 4 8 Train employees on possible means through which
hackers can retrieve sensitive information about the
organizations, e.g., phishing attack.

5. Delayed 2 4 8 Carry out a thorough examination of potential
Supplies suppliers. Have more than one supplier option.




Risk Matrix

Risk Probability

Risk Severity

Frequent (5)

Occasional (4)

Catastrophic (5)

Hazardous (4)

Major (3)

Minor (2)

Negligible (1)

Remote (3)
Improbable (2) 8,8 6
Extremely
Improbable (1)

EMV
No. Risk P | EMV
1 30% 5000 1500
2 30% 3000 900
3 20% 3000 600
4 20% 4000 800
5 20% 4000 800
Total EMV 4,600




Record of the Risk

Communication will be made to the project manager regarding the identified threats and
possible prevention/mitigation measures, sharing the information with stakeholders.

Risks and Triggers
Risk Source Prevention Response Impact
Fire Cooking areas/ Close Fire alarm/ Fire | Death/loss of
Exhaust hoods/ supervision/ Sprinkler property
Short-circuiting Regular Systems/ Fire
inspection Extinguishers
Theft and Criminals Vigilant Call the police Loss of property
Robberies supervision
Tainted Food Suppliers not Enforcement of | Manage quality | Unsatisfied
meeting quality strict quality standards customers
requirements inspections consequently
low sales
Hacking Malware/Phishing | Vigilant when Incidence Loss of money
sharing personal | response by IT
information or professional
using the
internet
Delayed Suppliers not Good Use alternative | Unsatisfied
Supplies fulfilling their Communication | supplier customers
duties consequently

low sales




Risk Contingency Plan

Risk Description Grade Mitigation Action

Fire damages (property/life) | A Return to business as soon as
possible. Await payment
from insurance.

Theft and Robberies B Resume operation as soon as
possible. Learn from the
experience and develop
strong security measures

Tainted food C Select alternative suppliers

Hacking of the data system B Resume operation as soon as
possible. Invest in a robust
internet security system.

Delayed supplies of products | B Purchase from alternative

suppliers

A= Mitigation actions that are top priorities and are implemented once the project commences.

B= Mitigation actions that are implemented with appropriate actions during the execution of

the project.

C= Mitigation actions that are implemented if funds permit.




References:

1. Rot, A. (2009). “Computer Support of Risk Analysis in Information Technology
Environment.” Proceedings of the 2009 International Conference on Security &
Management.

2. Zwikael, O., and Ahn, M. (2011). “The Effectiveness of Risk management: An Analysis of
Project Risk Planning Across Industries and Countries.” Risk Analysis: An Official
Publication of the Society for Risk Analysis, 31(1), 25-37.
https://doi.org/10.1111/j.1539-6924.2010.01470.x



https://doi.org/10.1111/j.1539-6924.2010.01470.x

