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In light of the digital advancements and the information and communication
technology revolution that the world is withessing, which has transformed it
into a global village and created a cyberspace where various commercial,
political, social, and economic activities are carried out, alongside the
flourishing and development of internet infrastructure and the increase in
users across various fields, it has become an integral part of an individual's
life. However, cyberspace, with all its diverse and varied services, is not
without risks that threaten society, individuals, information systems, and
both governmental and non—-governmental digital frameworks worldwide. It
has become a platform for committing cybercrimes. As these cybercrimes
proliferate and their risks escalate, and with the ineffectiveness of traditional
evidence in addressing them—since they occur in a virtual cyberspace
characterized by constant change, renewal, and geographic spread—the need
for proof has become urgent. Particularly, cybercriminals tend to leave digital
traces that can identify them. Since crimes require proof to indicate the
perpetrator, new types of evidence known as digital evidence have emerged.
This research aims to explain the nature of cybercrimes and highlight the role

of digital evidence in proving them and identifying their perpetrators
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