u

| S |

4 N
Sl @-o:;.” daql>
5)‘.5}’\ %
axaall | doola
E\;.eryone'spz';:a;njm:\l:ﬂit} )Jauha E J‘é!
ol g s

ELyjjSJY\ 2\.;.44).5." Olezxa delbias b @ QL@.La.l\ 4L le> '&.g.hl
Significance of Information Protection in the Face of Escalation

of Electronic Piracy Attacks: A field study in Saudi Arabia

el yudl slae)

Bodll Y. 1YL 019 Lladl g b

Y.OYYY..onvY S bl o da YOYYYNNYY sl adly eld
YOYYY. 00V Llaall asyll e i YOXYY L DEY gl e
Y.YAY. 0Ny oS> a2 s YOYYY DAY Gl (oge ube
YOYYY. LYY Guaddl i dll e YOYYYOoVY. g Al la diles

YOYYY L LAY el e yguaia

| J
Gl Al 2

S gl yld! Lyl

Y.YYy

ml

']




| O e e A A |

i' ‘i
I JEATNISY I
I hﬂasw‘w&sﬂoi B}A&@34SL@‘3JAM'&>3:J|@’4|}'&| L el gt I
I OBl Laadly (o] cligg Lluslg 132 ¢ pumg I
I Loy oy 3 L Lige 19318 (e I cid) adad! Jlg I
I Adgdgig digay Jeadl i zysed (Jasedl siwy gy 35 M| calladl oy Al e LeS I
I Ld il Jeeadls oLoyally Jujoed! pSCadly audiig « qiid Iy ] (§ LS |otes btoses I
I M Tg By tudl dilipa 979 Aol d5UasML iy (el da e ddl il Lid, &5 g I
I L, pudae 4ld Byguall oda JI deed Jwg‘zg,ys.lbﬁﬂ.wm dilolasg s lall I
I celyd) s Lie il 839 Liyadss I
| ‘* |
1

14
A
|

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
|



| O e e A A |

(14

yalseiwd|
AogSedl wlelhdlly dag, ) loglall Jiss I3 ang cdawly c¥lxe Lales iglall Slaglall Jadd
a89 gl & Aslly Lgumdl Ll (o dyuadl Jolils LeoS 2ol Aaal olidl plaally cUiS Ao,
b @ Lilse Delas el (Sl dom gallly «JY qoloell gyludll ganll sslaally cilaslall ool s
loglall Llas dueal (suts wyims ulyidl sda e Budl G810 Ao ,ally 31 cldes 39 Sloglall
Auadydl dpadl el b @ Sleslall ol Awlys IMS (e 2o ASTY! Lo yall Slaza delias b @
(55 8 () Bsliandly 2, Sally 2palard¥) latlall passy Ll ailis g ASIY) diimyall (e (8yalls
Slao, 43 igass elliSy clelaall sdy dalaill loglally Sbled) les Ly 29 ASIY) Lo a1 (e
Lty Ao ASIY) Aigmyall Sl o el Lsgadl Appall 3Ll Laiee 31 Loylgially culagdasally
05 O iy s laglall Lles 2ea¥ 5uShe mludl il udy ySuey liwliwsy Lslatdl 5paall
Lol Blesdl Jilug 8539 cloglall ool cilubiw Judis &8l Joi uarasis Bls] of Aua b
oal bl Bl sladly (uials IS (0 Logad) Auyall aSLall caald Lo g9 (eI Aanlly
Gdlls @osll Loty Lgumedl Apabogll mlliall Bylax Al s sLid] oo (oyally TNV alall § il
Lolyull ST LS Aa g8l g Aun g8t Aln iy iloaselly Logdo¥ il 3 culellaally duoluwel Al

Lierlse @ Lol soeg (LayLadily Lpyelas e 2885 loglall @il AxdlSe Colluly By suad

™

4

A
-



Abstract

The information that needs to be protected covers a wide range of
areas. However, the information that relates to the government and private
sectors is of particular importance as it affects many vital and important
areas of the country. Information security has been affected by the rapid
technological development of computers and programs, as this has been
accompanied by a parallel development of information crime, hacking and
piracy. The objective of this study was therefore, to identify the importance
of protecting information in the face of escalating electronic piracy attacks
through examining information security in light of the development of
digital technology and identifying electronic piracy and its impact. Identify
the economic, military, and political implications that may arise from
electronic piracy and ways to protect data and information in these areas.
As well as define the laws, regulations and controls enacted by Saudi
Arabia to limit the damage of electronic piracy and its destructive impact in
economic, political, and military terms. The findings confirmed the
importance of protecting information, as there should be a specialized body
or department that monitors the implementation of information security
policies and provides appropriate physical and technical means of
protection which Saudi Arabia has done by establishing the National Cyber
Security Authority. The purpose of establishing this authority is to protect
vital national interests and national security, critical infrastructure, priority
sectors, governmental and non-governmental services, and activities. The
study also highlighted the diversity of methods and procedures used to
combat information crime, revealing its seriousness, prevalence, and the
extent to which it is taken seriously.
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Summary - gpul=iY 4wl dl jaskls

The phenomenon of electronic piracy has emerged, which is primarily
aimed at stealing important information, whether between competing companies or
between countries, and this is a dangerous phenomenon to be aware of, particularly in
important institutions or organizations in the country that contain dangerous information
that affects the security and stability of the state, and thus the dilemma of this study is to

.((identify the importance of protecting information in the country

The scientific importance of this study lies in the fact that it adds to the
body of knowledge by identifying previous studies, concepts, and theories that have
addressed the phenomenon of electronic piracy and the importance of protecting
information and its role in protecting the public interest and the interests of users, as
well as maintaining the confidentiality of communications and the security of
information while maintaining the highest standards of quality and security. Therefore,
this study is considered a valuable tool for public and private entities that wish to
improve their electronic security, protect the information, and reduce the risks of
electronic piracy to which these sectors may be exposed. The importance of this study
also lies in the fact that it contributes to finding ways to address electronic piracy more
effectively and to raising community awareness of the dangers that a continuation of
electronic piracy in the future poses by threatening creativity, innovation, and control
over highly confidential information and data that can be maliciously used to destroy a

.country or a particular society

The study relies on an inductive approach in preparing the
theoretical part, extrapolating the issues and studies related to the research subject to
form the theoretical framework. As for the practical part: The study relies on the
analytical-descriptive approach to obtain all the information and data needed to achieve
the study's objectives. The descriptive-analytical approach A descriptive approach is

one that fits the objectives of this study. The descriptive approach is a way of describing

1
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the subject under study through proper scientific methodology and presenting the results
obtained. It includes a description of the independent variables of the study, represented
by the importance of information protection, and the dependent variables, represented
by the escalation of electronic piracy attacks. An analytical approach aimed at analyzing
and evaluating the importance of information protection in relation to the escalation of

electronic piracy attacks

The main conclusion of this study is that it is important to be wary of the
various means of piracy and to fight them with all available means, according to the
responses of the study participants. Saudi Arabia has managed to develop a
cybersecurity strategy, which in turn sets regulations and laws related to information
security and privacy and can address informational challenges and risks in the face of
escalating electronic hacking and piracy. The countries that are more technologically

.advanced are the most exposed to information warfare

Despite all precautions, no security system fully protects information. More
studies need to be conducted on information security in all civilian and military sectors.
This concerns the confidentiality and security of information, as well as its preservation
and sharing, which requires conducting studies on the role of security policy in

addressing all information security threats.

¢
<

4

A
-


http://www.tcpdf.org

