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Live Session

Overview and key findings of the 2023

Digital News Report

Report

Q https://reutersinstitute.politics.ox.ac.uk/digital-
news-report/2023/dnr-executive-summary

L https://reutersinstitute.politics.ox.ac.uk/digital-
news-report/2023

Podcast

Q https://open.spotify.com/episode/4tqp5ulLJCYbiEUQ7

MRHFnr?go=1&sp cid=83f14e36d8021722d85a5a14
3cf2a311&t=8&utm source=embed player p&utm
medium=desktop&nd=1

\_ 14th June 2023

ooy degnns
153l g o)l
@iy puloils

= Omar Mostafa - 1st
w Digital Media Strategist, Online Journalism Trainer & News Products Enthusiast
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Digital News Report 2023

Misinformation and disinformation

The platform changes we have described, including the switch of attention to new
networks, do not seem to be lessening public fears about misinformation and
disinformation. Across markets, well over half (56%) say they worry about identifying the
difference between what is real and fake on the internet when it comes to news —up 2
percentage points on last year. Those who say they mainly use social media as a source of
news are much more worried (64%) than people who don’t use it at all (50%) while many
countries with the highest levels of concern also tend to have high levels of social media
news use. This is not to say that social media use causes misinformation, but documented
problems on these platforms and greater exposure to a wider range of sources does seem
to have an impact on how confident people feel about the information they come across.

Proportion concerned about what is real and what is fake on the internet
when it comes to news

Selectad regionz
56% (+Z) concemned average scross all markete

Europe
Azia Pacific
Latin America

Narth America

Africa

0

%6 25% 50% Ta%

100%

Q_FAKE_MEWS_1.Plesse indicate your level of egreemant with the following etarement. Thinking about onling news, I am concerned shout what (e real
and what ia feke on the internet. Sase: Tofol sampie inAfrica = 6068, North Ameries = 4232, Lotin Amernics = 12,140, Asig-Paciic = 22,477, Suwrope =
45 575,
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Proportion that watched online news video on each in the last week

All marksts
62% consume via one or more socigl platforme | 28% viz news webaites or appe | 28% conaumed no video.

W1s-24 2532 35+

Farebook

YouTube

Inetagram

30%%
1%
2T%

TikTak

Twitter

Twitch

Mews website

Mone of these

I:Hi
23%
9%

Q11_VIDED _2018e. Thinking about when you uead onling news-releted video (3 short clip, a lve etream, or & full 2piaode) over the leat
wiaak, which of the following did you do? Plesses e=lect all thet spply. Sose: 15-245 = 11 193, 35342 = 16,915, 55+ = 65,785

Get the data - Embed
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Journallsm, mEdla; and Publishers plan to lean into WhatsApp, TikTok and
Live Session
technology trends and YouTube
. o Numbers shown represent news leaders surveyed who say they will put more effart on each

p red Ict I O n S 2024 platform, minus those who say they will put less effort.
Re po rt Many publishers will focus on these platforms
O https://reutersinstitute.politics.ox. "

ac.uk/sites/default/files/2024- TikTok

Ol/N ewman%20- Google (Search)

%20Trends%20and%20Predictions  voutube
%202024%20FINAL.pdf

L https://reutersinstitute.politics.ox.
ac.uk/journalism-media-and-
technology-trends-and-

\ predictions-2024 - = = e y

LinkedIn

Instagram

Google other (AMP Showcase)
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Dell Global Social Media Policy Social Media

Live Session

- - . Principl
Dell has a very simple and straightforward social s
media policy. It boils down to six overarching
policies.

1. Protect Information

2. Be Transparent and
Disclose

. Gila M‘ %LAA 3. Follow the Law, Follow
1.Protect Information N ihESens sEandus:
. MS‘J Lele C)S 4. Be Responsible
2.Be Transparent and Disclose L e ke ) o e
$ KT &.a ‘0\93" @5 s zml]l:;e;:, ave run an
3.Follow the Law, Follow the Code of Conduict connect
. ¥ 9 pa (S
4.Be Responsible * 5
Jual 55 5 L g acialiol g Winkal (S

5.Be Nice, Have Fun and Connect

KSource: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-inspire-yours/
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Intel Social Media Guidelines

Live Session

Intel is another example of a good social
media policy. They’ve split their policy
into five parts. There are three sections
for disclosure, protect trade secrets, and

3 Rules of Engagement

use common sense. In addition, there Tf"::tECtt
are sections for contractorssta. s /oslxial P nd yourselt
or anyone else who is paid to contribute

to Intel’s social media activity. CmmmLfJ::SneSense

Source: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-

\inspire-yours/
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Remember that professional,
straightforward and appropriate _/

communication 15 Dest

WWW.esu.ac.aey

Your common senseilull 3 kil js your natural
ability to make good judgments and to
behave in a practical and sensible way.



http://www.intel.com/content/www/us/en/legal/intel-social-media-guidelines.html
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media policy

Ford Motor Company Digital Participation Guidelines

Live Session

1.Honest about who you are < cecbi gila

2.Clarity that your opinions are your own &asls S chz sasl

3.Respect and humility &=l sl in all communication

4.Good judgement in sharing only public information —

including financial data il dlly 8L i dalal) cile slaall 28 L 3 wall oSS

5.Awareness that what you say is permanent
il oa Al i Lo ol o 5l

Source: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-inspire-yours/
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Steps of social media policy

RAISE
AWARENESS
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Source: Laura Click
Founder & CEO - Blue Kite Marketing
www.flybluekite.com



http://www.flybluekite.com

Build relationships.




Enhance customer service.

"/"—

30 min =
WO SERVIC




Communicate during a crisis.



http://www.flickr.com/photos/kelseyw/4575526751/

Test ideas & get feedback.



http://movies.about.com/od/themuppets/ig/Film-Photos/Beaker-Bunsen-Honeydew.htm

Find business opportunities.




But, how can you do it ethically?




Be honest.




Give proper credit.
Cite Sources




Don’t give specific
egal advice.
Only General ones




Be careful about who you friend.

ugllll

h‘.




Don’t share confidential information.

e




Disclose your relationships.

CMP LY D Sr;:ﬁﬂgurﬂ.org

https://disclosurepolicy.org/

https://getcommandpost.com/



Discl lationships.
isclose your relationships CMPLY

&%
‘ g ’MMANDP@ST Home Solutions Approach Resources About Blog Login

Transparency & Ethics

CMP.LY was founded on the belief that transparency and ethics are fundamental to communication, especially on social media. It is a

core component of everything that we do and why we've ensured that both CommandPost and PowerPost include built-in disclosure

solutions.

@ It's also one of the underlying reasons why we support the Word of Mouth Marketing Association (WOMMA), an
WQMM%organiza‘cion that is committed to ethical word of mouth marketing practices. We are active WOMMA members
and our CEQ Tom Chernaik is a Co-Chair of the Ethics Committee. To learn more about WOMMA, visit
http://www.womma.org.



Disclose your relationships.

/ DisclosurePolicy.org

[ %

Disclosure(gell{&Y%.0r0

Influencer Disclosure Policy  Influencers Marketers  FTC Actions

What is disclosure?

The act of making something obvious. Disclosing (divulging
or explaining), the purpose and interests of an influencer in
his/her published posts: written, audio or video.

Why disclose?

By disclosing the purpose and relationship of a post,
influencers are letting their audience know more about the
information they’ll be reviewing. Influencers retain the
freedom to write original content, as well as select which
marketers and brands they will represent in exchange for
money or gifts. Any ethical concerns will remain where
they’ve always been - on the individual level. Because it is
an influencer’s choice to select which topics will bring them
payment, he/she remains responsible for his/her own
reputation.

This site is provided as a free service of
IZEA, provider of influencer marketing |Z E

software that connects agencies and brands _! I
with influencers. IZEA believes in

transparency and disclosure in influencer
marketing.

Why is it important in influencer
marketing?

Because marketers are offering influencers payment, gifts,
or other compensation to create content about specific
products or services, the influencer’s interest in the
product or service may be in part the financial gain.
Whether the influencer would have included content in
his/her post about the product or service without gift or
payment, the fact is the influencer is receiving payment for
certain content.



Don’t post anything online that you’re
not comfortable with the whole world
seeing. Even with privacy settings,
there’s still the possibility that content
or photos will spread. Google never
forgets. So, when in doubt, leave it out.

Google never forgets!
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Promote DEI (Diversity, Equity, & InClusion) Jdseisclay e sal

Live Session

Have a look
https://hr.mcleanco.com/research/ss/create-a-people-first-diversity-equity-
and-inclusion-strategy

2. Determine the purpose of DEI

Define the overarching objective for DEI, determine strategic pillars, and identify goals and
Uncover DEI gaps and challenges through focus groups and data evaluation. metrics.

1. Conduct a current state assessment

[F) Create a People-First Diversity, Equity, and Inclusion Strategy Standard SWOT Analysis Template

Storyboard HR Metrics Library

Create a People-First Diversity, Equity, and Inclusion Strategy

Executive Briefing 3. Determine the governance model and select DEI
n o - . . . initiatives
Diversity, Equity, and Inclusion Primer
Assess DEI maturity and examine the employee lifecycle from a DEI lens to select initiatives to

[£) Diversity, Equity, and Inclusion Workbook implement.

[2) Biases and Heuristics Catalog

N Job Aid: Diversity, Equity, and Inclusion Governance Framework
Standard Focus Group Guide . . . o
[£) Diversity, Equity, and Inclusion Initiatives Catalog

[ Diversity, Equity, and Inclusion Assessment [} Job Aid: Diversity, Equity, and Inclusion in Talent Acquisition

. [2) Guide to Using Self-identification Questions Respectfully in HR Employee Resource Group (ERG) Charter Template ‘
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01 Understanding copyright and

creative commmons

Types creative commons - countries
https://creativecommons.orqg/licenses/?lang=en

Live Session

How to start?
https://creativecommons.org/share-your-work/

Creative Commons is an international nonprofit organization
that empowers people to grow and sustain the thriving commons
of shared knowledge and culture we need to address the world's
most pressing challenges and create a brighter future for all.

- J
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01 creative commons

Creative Commons -
. ® ®
L|censes COPY&  ATTRIBUTION COMMERCIAL  MODIFY CHANGE

] PUBLSH  REQURED USE RADAPT  LICENSE
explained, at a glance.

COPYRIGHT )4 X X

Live Session

©

You can redistribute (copy, publish,
display, communicate, etc.) the works.

)

PUBLIC DOMAIN*
You have to attribute the original work
V (title of work, creators name, link, CC
license).
® CC BY
You can use the work commarcially.
OO
You can modify and adapt the original
V work. Provided you indicate how you
changed it.

V You can choose any license for your
adaptations of the work.

®®  By-nD
* Intellectual property rights have

@G  CByAC
expired, have been forfeited, or are

inapplicable (e.g. works of

Shakespeare, Beethoven, etc.) ®@ @ u: BY_NC_SA
deoob dcgono
o O Disciaimer: This document by its natune t be comprehensive and
d_;.‘».\JI a_;.np'Jl a‘spmm: roassl'afc::am:m danﬁaandcgnnw:agym;s an which

QBRI paloily T i e e oo e s @G CCBY-NC-ND

J

<<
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Understanding copyright and
creative commons

Types of Creative Commons licenses
Here are the different types of CC license you might find online.
As you read them, keep in mind that marketing is very clearly a
commercial purpose.

Attribution-NonCommercial-No Derivatives (CC BY-NC-ND): This
license means you can copy and redistribute an image — but you
cannot modify it, and you cannot use it for commercial purposes.
And, as the license name implies, you must provide attribution.

Attribution-No__ Derivatives  (CC_BY-ND): You can copy and
distribute the image, including for commercial purposes, but you
can’t modify it. So, for example, you can’t add overlay text, crop, or
apply filters. Attribution is required.

J
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Understanding copyright and
creative commons

Types of Creative Commons licenses

Attribution NonCommercial-ShareAlike (CC BY-NC-SA): You can
use the image and adapt it into something new. However, you cannot
use it for commercial purposes, and you have to share your modified
work with the same type of CC license and provide attribution.

Attribution-NonCommercial (CC BY-NC): Same as the above, but
without the requirement to use the same CC license on modified
work.

Attribution-ShareAlike (CC BY-SA). You can use the image and
adapt it into something new. You can use it for commercial purposes,
but you have to share your modified work with the same type of CC
license and provide attribution.

J

ooy degnns

153l g o)l >
syl pdeils www.esu.ac.ae-



Lecture

01 Understanding copyright and

creative commmons

Types of Creative Commons licenses
Attribution (CC BY): Basically the only requirement is to provide
attribution.

Public domain/No _copyright: If a creator has waived all their rights,
or the copyright has expired, the work enters the public domain. In
Creative Commons, this is listed as CCO 1.0 Universal (CCO 1.0). This
Is the license to look for if you want non-copyrighted work.

Live Session

The safest options when looking for images for social media
marketing are attribution-only and CCO 1.0 public domain licenses.
Remember, any license that includes the word “attribution” means
that you must give credit to the creator.

. y,
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soclal media policy?

Social media has become a large part of our everyday lives.
Consumers expect brands to have an active online presence
and the ability to answer any questions they have fast.

But a poorly timed or worded social post could harm your
brand reputation.

Although people may forgive your brand, the internet never
forgets, so it’s better to be safe than sorry! Implementing a
social media policy will help protect your company and give
employees the space to advocate for themselves while staying
true to the brand and its values.

- J
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soclal media policy?

A social media policy is part of a company’s business code of
conduct ddul xlé that tells employees how they should
represent themselves and the brand on social media. It
Includes guidelines to protect the brand’s security, privacy and
legal interests.

Social media platforms provide avenues for brand promotion,
but they also present opportunities to misrepresent your brand,
which is why a good social media policy is so necessary.

To do so, this means keep it simple, clear, accessible, and
continued to be updated. The goal is to emphasize some basic

conduct so, there are no major issues in the future.
. J
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Why do you need a social
01 media policy for employees

Create brand advocates
Social media policies allow you to unlock all the benefits of
employee advocacy, without putting your brand credibility at
risk.

When your employees post about the organization online, it can
Increase brand awareness, establish thought leadership and
drive qualified leads. Along with helping social selling,
employee posts can support social recruiting efforts, attracting
top talent to your company.

Your social media policy is a critical advocacy tool, giving your
employees the guidance they need to represent your brand
\__accurately within social networks. )

ooy degnns
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Branding
Diversity

considers how Important to consumers than it was in 2021, so brands need to
brands both show and tell audiences what the company values.

reflect and
affect - : : : : - :
S Amplifying diverse voices via social media Is an actionable step
discussions of Prands can take to prioritize representation and attract top
cultural talent from marginalized communities. An inclusive social
diversity.  media policy will empower and encourage voices from all

Why do you need a social
media policy for employees

Promote DEI (Diversity, Equity, & Inclusion) Jdseddl g cilaiyl g £ siil)
Brand diversity in social media is more important than ever.
Company alignment with personal values is 74% more

backgrounds to advocate for the brand.

\ y
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Why do you need a social

01 media policy for employees

Maintain a consistent brand identity
Brand

'de’:,tif:izl':the A social media policy ensures that whenever someone interacts
elementsofa  WIth your company online, either through a brand channel or an

brand,suchas  employee, they get the same consistent experience. This

::Lﬂ':;:jﬁi’;'t develops a more reliable, trustworthy identity for your company,

identifyand | tUrning customers into loyal fans and ambassadors.
distinguish the
brand in
consumers'
minds.

\ y
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Why do you need a social
01 media policy for employees

Minimize legal action against your brand

Social media presents complicated considerations such as privacy law
and copyright law. A well-made social media policy will protect the
company from potential lawsuits.

Consult with your legal counsel and outline a list of dos and don’ts for
the company to follow. These rules of thumb 4stu¥) 368l will help ensure
the organization and contractors are compliant with laws, reducing the
risk of legal action against the company.

- J
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Lecture

01 Why do you need a social

media policy for employees

Protect your brand from privacy and security risks

There are many privacy and security risks involved with using social
media.

The larger your team is, the larger those risks become. A good social
media policy combined with security protocols will protect your accounts
against hacking, phishing and fraud accounts.

And since social media is a common resource for scammers and
criminals, it’s imperative your social media policy includes guidelines
that protect both your employees and company. Whether it’s defending
against phishing scams or ransomware attacks, make sure that everyone
In your organization is vigilant about online protection.

- J
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Lecture

Why do you need a social
01 media policy for employees

Prevent a public relations crisis

Many organizations make the mistake of waiting until they’ve faced a
public relations disaster to put a policy in place. Be proactive and
Implement a strategy in advance to minimize crisis.

Your social media crisis plan should align with your social media policy.
For example, the policy can designate which teams are responsible for
handling a PR crisis.

Plan in advance

- J
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Understanding copyright
and creative commons

© ©

It's like the photographer is saying, It's like the photographer is saying.,
“This picture is mine. Mine, mina, “This picture is mine. 'm the
mine. And you can't have it. creator. But you can use it. Just use
Unless | say you can.” it in this way only and say where you
. 7 BTN AT it "
s -.rnﬂ_ l;I:I': it.
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Lecture

01 Understanding copyright and

creative commmons

Copyright law gives creators certain kinds of control over their creative
work. If people want to use copyrighted work, they often have to ask for
permission from the creator.

Creative Commons slaY) glaadlworks within copyright law. It allows
creators to grant permission to everyone in the world to use their work in
certain ways.

\_ Copyright Symbol Creative Commons Symbol )
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Lecture

01 Understanding copyright and

creative commmons

Creative commons and copyright both refer to legal explanations and
sanctions<hisiall regarding authorship<idli | Both authorizationsues) il
refer to creators’ conditions regarding their original outputs such as
books, websites, software, movies, and songs. However, creative
commons is only applicable to those protected by copyright while
copyright covers original work.

What is Creative Commons?

Creative Commons (CC) aims to increase the number of legally available
creative works. CC licenses give creators the freedom to decide which
rights are being reserveda siss and waivedlee JJWN | |t is currently being
Incorporated in popular online platforms such as YouTube and Flickr. CC
licenses are based upon copyright specifics and only utilize one page of
\_Nighly comprehensible explanation of rights. )
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Lecture

Understanding copyright and
01 creative commons

What is Copyright?
Copyright grants authors the exclusive rights regarding the use and
reproduction of their original work. With the Licensing of the Press Act
1662, the English Parliament addressed the unauthorized printing 4stkl
% o=l £ of books and pamphlets. This legal concept was then
adapted by various countries.
Copyright is one of the group of laws under intellectual property which
Immediately applies to any novel work which facilitates authors’ selling
activities. However, when an employee gets paid for creating a certain
material, the employer often gets the copyright. An infringement gxilof
copyright occurs when an owner’s product is reproduced without
permission. Copyright registration is not needed in most countries;
\however, many authors still opt to register for marketing purposes. y
d_20l> dcgano
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Understanding copyright and
01 creative commons

Difference between Creative Commons and Copyright

Implementation of Creative Commons vs. Copyright

Creative Commons is only applied to already copyrighted materials as it
IS a license which specifies the author’s conditions regarding the
baseline permissions of reproduction, distribution, display, and
performance. On the contrary, copyright instantly applies when a work is
originally created; this is why it is described as “magical”.

Profit

Creative Commons, a non-profit organization, lets other people copy and
use a creator’s work for noncommercial purposes only. However,
Copyright allows commercial goals, hence profit, to be achieved. The
author may also lend or assign the copyright with the pertinent signed
\_contracts. .Alall i) dad gal) 3g8al) aa lgie JIUL of Hdill g aalal) (§gla 3 le) Lia) calgall Joay
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01

\_

Understanding copyright and
creative commons

Difference between Creative Commons and Copyright

Nature
Creative Commons is an organization and a license which can take the
forms of differing attributions 4ilids «lalu) while copyright is a law which
allows owners to license their work.

Expiration

The licenses of Creative Commons expire when the elemental copyright
also expires. As for Copyright, the US constitution mandates that it
expires 50 years after the author’s death. However, this may vary in other
countries, for example, the UK regulation dictates the expiration to be 70
years after the author’s death.

J

ooy degnns

153l g o)l >
syl pdeils www.esu.ac.ae-



Lecture

Understanding copyright and
01 creative commons

Difference between Creative Commons and Copyright

Pro-User

Creative Commons shows more advantages to the user as it allows free
reproduction and utilization under certain circumstances.

On the other hand, Copyright features more advantages to the owner
regarding protection and commercial use.

- J
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Lecture Can | Use this Photo on Social Media?

Did you create an
original image?
YES NO Can you obtain

written permission
from the owner?

TIP: Make sure your YES ) NO
intented use is clear.

Copyright laws for social
media are, well, pretty much e thelmageinthe
exactly the same as Tmesst
copyright laws everywhere |

else. If you want to use an undrrent Commons
image that isn’t yours, you

must obtain permission.

That might be through a T s
license or through the |

Is the image ayailable YES NO
for commercial use? .

° modifytheimage?v ) YES @ ~= NO
creator directly. I
Are modifications
allowed?
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Disclosure and
01

Transparency

. Transparency is not a single policy tool. It has different
ransparency : : . g :

meanstaking | 0!MeNSioNs. Roughly, they are providing disclosures to users,
accountability  public reporting, and access to data for researchers.

when mistakes
are made or

oroblems come Disclosure to users includes revealing information about the
up,andthis | content moderation standards a social media company has in
con:',:fl',‘:,‘?f:ﬁng place, its enforcement processes, and explanations of
with your takedowns and other content moderation actions, descriptions
co:;;‘:,';’::f’;nd of complaint procedures, among other things. Each of these

personalteamor  OUtpUtS provide users with opportunities to complain about
smplovees:  problematic content and to receive due process when social

k media companies take action against them.
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Disclosure and
01 Transparency

Why transparency is essential?

Seeing all that is involved In Iimplementing transparency
measures brings us back to one question: Why do this at all?
What good does' transparency do? In general, the answer is that
It provides public accountability.

Without transparency, due process for social media users is
Impossible. If users do not know what the rules are, how can they
stay within the guardrails&leall jalsa ? If they have no mechanism
to complain about problematic content or about mistaken
moderation decisions, how can the content moderation process
satisfy the demands of procedural fairness for users?

\_

J
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Disclosure and
01

Transparency

Why transparency is essential?

Disclosure and due process 4l 4046l Glel aYly ~La8Y) are so
Intimately linked that user transparency measures often include
due process requirements. For instance, often legislation does
not merely require platforms to disclose whatever complaint
process they happen to have, it also requires platforms to have
a complaint process. ¢ S3 Qe ja)

Policy makers should explore various transparency measures
for digital social media platforms. A balanced and clear legal
structure for disclosure gl ~alss ) s S8 JSw can help to
restore public trust L sl 48 323ulin these platforms and provide
\_ assurances that they are operating in the public interest. )
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01

Disclosure and
Transparency

Why transparency is essential?

Mandated public reports on moderation practices are likely to
Improve content moderation, just as accounting reporting
requirements encourage good corporate financial conduct. When
companies know that they will have to issue these detailed
assessments, they are more likely to take steps to mitigate
problems to reduce the reputational risks that would come with a
poor report card.

Researcher access to internal company data allows independent
outside assessments of company conduct and can indicate areas
for improvement that the companies themselves might have
missed or tried to cover up in their public reports.
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Disclosure and

Transparency

The largest number of people say
transparency is when businesses
are open i (59%), clear
) 9(53%) and honest ¢=1(49%).

These guiding principles give a
sense of what consumers are
looking for. A study proves no
channel is better suited than social
media as communication channel
to make good on the interest In

more transparency.

How Consumers Define Transparency

19%
Communication

sproutsocal ~ sproutsocial .com/brandsgetreal
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Social Media risks
01

and rewards

Social media is a powerful tool that
gives organizations the ability to expand
their brand valuei )kl agiadle 4ad sl ; it
can also tarnish a brand overnight. 443
lalaca g dudie (4 Hladll Akl

Given the visibility, risk, and real-time
monitoring and response required to
effectively ¥ manage  social media |
channels, companies must establish UT_\//
extensive protocols for use by their C
organization in order to engage with

\ external channels. )
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and rewards UNIVERSITY

Figure 1—Organizational Benefits of Social Media

Some of the most advanced social media
topics and benefits include:

Connecting with customers—The ability to
engage with customers is the most critical
aspect of social media. Developing a brand
and promoting it through various channels of
social media can create further brand value
and awareness.

Marketing intelligence <l biiul/sl83—Social
media marketing gives the organization the
ability to monitor the brand and listen to what

\the public is saying Iin the social media

G_E'E:I a—ME,, t E'IE " Source: M. Khan, Reprinted with permission. i
g' BB pytait WWW.esu.ac.ae:
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Lecture

01

Brand
Reputation

This
metric
indicates
the
number
of people

Social Media risks

and rewards

The insight Is the reward the organization
reaps by playing a larger role in social media,
which can be invaluable. The organization
can enhance Iits marketing, business
development efforts and other valuable
venues to further its ability to be competitive.

Pulse on brand reputation—Keeping the
pulse of the organization’s social media
reputation and metrics is critical to staying
ahead of the brand’s recognition and signs of
reputational risk. [ Pulse on brand’s integrity }

in the social media space

ooy degnns
153l g o)l
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Figure 1—Organizational Benefits of Social Media

Reward 1

Source: M. Khan, Reprinted with permission.

Intelligence

Reward 2

- Reputation ©etRewarded
nsightinto
mpetitors’ market ~ Pulse on brands’

: integrity in the
~ social media space

Relevance in the
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Figure 2—Risk Factors for Social Media

Reputational risk—Damage to an organization’s 2
reputation stemming from a social media mishap W
)

can bring the organization to its knees, whether it ©
IS the chief executive officer (CEO) stating g_fm‘,
something controversial on his/her Twitter &
account or an organization-bashing employee Q«;ﬁ—o
video that goes viral. According to a leading 511
publisher, “A reputational crisis can wipe tens of > i
millions of pounds from a company’s value, and = -
this risk has increased because the rise of online isiment
and social media means crises are now less f\,
\_predictable and can happen faster.” P Waare
Mb h’m Source: M. Khan. Reprinted with permission.
sl gl www.esu.ac.aezy
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Figure 2—Risk Factors for Social Media

Data security breach<btdl ¢l @A —According to

I
research from Forrester: W
From reconnaissance to brand hijacking and

threat coordination, cyber criminals have been O —! soarty
using social media to boost the effectiveness of e

their attacks for years. It’s clear that social media @o
risk isn’t solely about brand and reputation damage

but is a sinister cybersecurity threat s () LS —{ o
that can lead to major data breaches, numerous = -
compliance issues, and large amounts of lost isiment

revenue due to fraud and counterfeit sales glly ol f\ .
3l along with a slew s ax0of other risks. P Mabware
dool> dcgono | -
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Figure 2—Risk Factors for Social Media

Social engineering—Employees in almost all 2
organizations are savvy, and many have a social

media presence on major sites such as Facebook, W
LinkedIn, Quora and Twitter. Each platform has the
potential to provide a hacker several key data points @
about employees, which can enable use of the data =

to hack the employee account at the enterprise layer W“'
by spoofing and launching a social engineering
attack on the company. Due to the multitude of
options 4alidl &l jLall aaail 13ki0f going through social

———
—-
Return on

media accounts with exposed data, attackers can Howard A
gather these data to further their advances in terms e
\of hacking into accountsciual (3 i) =
doo0L degono : , .
48341 o B /. csu.ac.ae’s
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Figure 2—Risk Factors for Social Media
Compliance or regulatory violations cislgy) o Juiey) N
4wl The growing number of privacy changes and W

regulations globally is impacting how customer data
are utilized in the social media space. There are four g_fm;,

key areas with which to be concerned: 3

Social
- . Engineering
Privacy4sa gai U“ é_fé

Content ownership s sisall 45l
Intellectual property (IP) infringement 4Skll &gl

4y Sl

Unauthorized activitiest g el & dadsy) ./‘\ .
\_ P\ Vaiware
deoob dcgono , e
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Figure 2—Risk Factors for Social Media
Compliance to changing the regulatory climate I

bl Pl edl JEYI—These regulatory changes W
require the organization to adapt its strategy if it

wishes to comply on a global basis. This approach, 0_1-
while necessary for an organization that uses social 3 -

media regularly, may result in the organization’s Q:j_u
increased visibility with authorities. 2
Some industries may shy away from this situation in |
light of audits that occur due to being in the social
media space so frequently.

K : Malware

doobdegono
- . ‘ Source: M. Khan. Reprinted with permission.
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Figure 2—Risk Factors for Social Media
Return on investment—The benefit the organization IQ;

gains from being present in the social media space W
is hard to calculate and very subjectivedall 4513 | The P

risk over reward, therefore, cannot be calculated
without proper assurance, which leaves the
decision to enter the social media space
guestionable for some industries.

Return on investment (ROI) is a financial ratio used to calculate
the benefit an investor will receive in relation to their
investment cost.

K : Malware

doo0L degono : o
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Figure 2—Risk Factors for Social Media

Phishinga<il —One of the popular techniques used

e
by criminals is to get unknowing individuals to W

disclose personal information while posing as a
fictitious representative of a legitimate professional O
or company. This, primarily, is the key driver for 3 i

collecting personal data for financial gain to Q:j_u
individuals or organizations. Due to the lack of i

awareness about the phishing techniques used by o Preguiary
hackers, employees fall victim to email, phone call = S,
and website phishing schemes, resulting in foum on
exposure to enterprise-level risk. L x
S (o)
dool> dcgono | o
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Figure 2—Risk Factors for Social Media

Viruses and malware—Hackers’ ability to penetrate I
the organization’s network via unsafe social media W

websites and accounts opens a new threat vector.

On one hand, employees who access social media O i
. Breach

websites can act as brand ambassadors; on the 7

other hand, their activity may leave an open door for Q:j_u
viruses and malware to enter into the network. 7

According to security experts, “A majority of current o Preguiary
attacks simply use the social platforms as a delivery = ‘o
mechanism, and have been modeled after the older foum on
Koobface malware.” e A
_ (o)
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Conclusion
01

Lecture Topic
Social Media and Ethics

= Social Media Policy and adherence
= Understanding copyright and creative commons
= Disclosure and Transparency

= Social Media risks and rewards
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