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Topic Objective

Explain how the IP protocol supports network communications.

w

Topic Title

IPv4 and IPv6

ICMP Explain how ICMP is used to test network connectivity

Explain how ARP requests impact network and host performance as well as potential

ARP and ARP Issues ..
security risks.

DHCP Explain how DHCP services enable network Functionality
DNS Explain how DNS services enable network Functionality
NAT Explain how NAT services enable network Functionality

Email and HTTP

Explain how Email and HTTP services enable network Functionality
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The Network Layer

The network layer provides services to allow end devices to exchange data across networks.
IPv4 and IPv6 are the principal network layer communication protocols.

Open Shortest Path First (OSPF) and Internet Control Message Protocol (ICMP) are other
network layer protocols

Basic operations of network layer protocol:
Addressing end devices - Configured with a unique IP address for identification
Encapsulation - Encapsulates the Protocol Data Unit (PDU) from the transport layer into a

Routing - Select the best path and direct packets towards destination host.
De-encapsulation — Performed by the destination host.
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IP Encapsulation
* |P encapsulates the transport layer segment or other data by adding an IP

header.
* |P Header is used to deliver the packet to the destination host. It is

examined by Layer 3 devices.

 The process of encapsulating data layer by layer enables the services at
the different layers to develop and scale without affecting the other ‘
layers.

* IP addressing information remains the same from the time the packet -
leaves the source host until it arrives at the destination host, except when pess s
translated by the device performing Network Address Translation (NAT)
for IPvA4.

 The encapsulated transport layer PDU or other data, remains unchanged
during the network layer processes.
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Characteristics of IP

IP was designed as a protocol with low overhead.

IP provides the functions that are necessary to deliver a packet from a source to a destination
over an interconnected system of networks.

The basic characteristics of IP are as follows:

« Connectionless - There is no connection with the destination established before sending
data packets.

« Best Effort - IP is inherently unreliable because packet delivery is not guaranteed.

* Media Independent - Operation is independent of the medium (for example, copper,
fiber-optic, or wireless) carrying the data.

Information Security Operations Center
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Need for IPv6

IPVv6 is designed to be the successor to IPv4.

IPv6 has a larger 128-bit address space, providing 340
undecillion possible addresses.

Mobile providers have been leading the way with the
transition to IPVvG.

July 2015

(P
’ \a

Most top ISPs and content providers such as YouTube, Z :
Facebook, and Netflix, have also made the transition. {:Ac,
Many companies like Microsoft, Facebook, and LinkedIn /}
are transitioning to IPv6-only internally. [P |

The depletion of IPv4 address space has been the
motivating factor for moving to IPv6.
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IPv6 Addressing Formats

* |Pv6 addresses are 128 bits in length and

0000 0000

written as a string of hexadecimal values. 0

 Every four bits Is represented by a single
hexadecimal digit for a total of 32

hexadecimal values.

* IPv6 addresses are not case-sensitive and can
be written in either lowercase or uppercase.

jiiil ffff

0000

jiiig

0000 0000 0000 0000 0000

] © |, o ., © . t ., tw

ffff i ffff jiiig fiff

IA hexadecimal digits = 16 binary digits

0000 0000
to to

1111 1111

Information Security Operations Center
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IPv6 Addressing Formats (Contd.)
Preferred Format

* The preferred format for writing an IPv6 address is x:x:x:X:x:X:X:X, with each “x”
consisting of four hexadecimal values.

» Each “x” is a single hextet which is 16 bits or four hexadecimal digits.
Examples of IPv6 addresses in the preferred format

2881 : 6db8 : 6L - : : : Beea: 9200
26681 : 6db8 : 6PGH - : 3 C 1234
2801 : 6db8 : ©08a : : : : fe9a: 19ac
2661 : 0db8 : aaaa :
fel@ : 0PGO : 0POO :

fe80 : GOBOE : GOBO :
fe80 : G080 : G088 : = c : 19ac

fe80 : QOGO : 08O - : = c : cdef
: BBeB : Q08
: 8068 : 0008 :

Information Security Operations Center
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Rule 1 - Omit Leading Zeros
* Rule 1: Omit any leading Os (zeros) in any hextet.

» The four examples of ways to omit leading zeros:
» 0lab can be represented as lab

 09f0 can be represented as 9f0
 0a00 can be represented as a00
 00ab can be represented as ab

* This rule only applies to leading 0s, NOT to trailing Os, otherwise the address would be ambiguous.
Olab. For example, refer to the below table.

_Tyee | Forma

2001 : 0db8 : 0000 : 1111 : 0000 : 0000 :
0000 : 0200

No leading0s 2001 : db8 : 0 : 1111 : O : O : O : 200

Preferred

Information Security Operations Center
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Rule 2 - Double Colon

Rule 2: Double colon (::) can replace any single, contiguous string of one or more 16-bit hextets consisting of

all zeros.

« Example: 2001:db8:cafe:1:0:0:0:1 could be represented as 2001:db8:cafe:1::1.
The double colon (::) is used in place of the three all-0 hextets (0:0:0).

The double colon (::) can only be used once within an address.

When used with the omitting leading Os technique, the notation of IPv6 address can often be greatly reduced.
This is commonly known as the compressed format.

Example of incorrect use of the double colon: 2001:db8::abcd::1234.

. Type | Forma_

2001 : 0db8 : 0000 : 1111 : 0000 : 0000 : 0O0OO :

Preferred

0200
Compressed/spaces 2001 : db8 : 0 : 1111 : : 200
Compressed 2001:db8:0:1111::200

Information Security Operations Center
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IPv6 Prefix Length

The prefix can be identified by a dotted-decimal subnet mask or prefix length (slash notation).

For example, an IPv4 address of 192.168.1.10 with dotted-decimal subnet mask 255.255.255.0 is
equivalent to 192.168.1.10/24.

In IPv4 the /24 is called the prefix, whereas in Pv6 it is called the prefix length.

Similar to IPv4, the prefix length is represented in slash notation and is used to indicate the
network portion of an IPv6 address. It can range from 0 t0128.

It is strongly recommended to use a 64-bit Interface ID for most networks.

64 bits 64 bits

Example: 2001:db8:a::/64

2001:0db8:000a:0000 0000:0000:0000:0000

Information Security Operations Center
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ICMPv4 Messages

« The TCP/IP suite provide messages to be sent in the event of certain errors. These
messages are sent using the services of ICMP.

* The purpose of these messages is to provide feedback about issues related to the
processing of IP packets under certain conditions.

« ICMP messages are not required and are often not allowed within a network for security
reasons.

« ICMP is available for both IPv4 and IPv6. ICMPV4 is the messaging protocol for IPv4.
ICMPV6 provides the same services for IPv6 but includes additional functionality.

* ICMP messages common to both ICMPv4 and ICMPV6 include host confirmation,
destination or service unreachable, time exceeded and route redirection.

Information Security Operations Center
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ICMPv4 Messages (Contd.)
Host Confirmation

[Is H2 reachable? ]

« An ICMP Echo Message can be used to .“: Roques E'
determine if a host is operational. 192.168.10.1/26 192.168.30.1/24

* The local host sends an ICMP Echo Request
to a host. If the host is available, the
destination host responds with an Echo

Reply.
* This use of the ICMP Echo messages ISthe  p | commm——"
basis of the ping utility.

Information Security Operations Center
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ICMPv4 Messages (Contd.)
Destination or Service Unreachable

« When a host or gateway receives a packet that it cannot deliver, it can use an ICMP
Destination Unreachable message to notify the source that the destination or service Is
unreachable.

« The message will include a code that indicates why the packet could not be delivered. The
Destination Unreachable codes for ICMPV4 includes the following:

* 0 - Net unreachable

1 - Host unreachable

2 - Protocol unreachable
3 - Port unreachable

Information Security Operations Center
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ICMPv4 Messages (Contd.)
Time Exceeded

« An ICMPv4 Time Exceeded message Is used by a router to indicate that a packet cannot
be forwarded because the Time to Live (TTL) field of the packet was decremented to O.

« If a router receives a packet and decrements the TTL field in the IPv4 packet to zero, it
discards the packet and sends a Time Exceeded message to the source host.

« ICMPvV6 also sends a Time Exceeded message if the router cannot forward an IPv6 packet
because the packet has expired.

 IPv6 does not have a TTL field. It uses the hop limit field to determine if the packet has
expired.

Information Security Operations Center
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ICMPv6 RS and RA Messages

* ICMPvV6 has new features and improved functionality not found in ICMPv4. ICMPV6
messages are encapsulated in IPve.

« It has four new protocols as part of the Neighbour Discovery Protocol (ND or NDP).
« Messaging between an IPv6 router and an IPv6 device:

* Router Solicitation (RS) message

» Router Advertisement (RA) message
« Messaging between IPv6 devices:

* Neighbour Solicitation (NS) message

* Neighbour Advertisement (NA) message

Information Security Operations Center

Lecture 3 Dr. Ibrahim Gomaa




ICMP — I

<U

-

pu)

wn

.

-< —
—L—

C
Z

ICMPvVv6 RS and RA Messages (Contd.)
Router Solicitation: Messaging Between an IPv6 Router and an 1Pv6 Device

* RA messages are sent by routers to provide addressing information to hosts using Stateless
Address Auto Configuration (SLAAC).

« Arouter will send an RA message periodically or in response to an RS message. A host using
SLAAC will set its default gateway to the link-local address of the router that sent the RA.

* When a host is configured to obtain its addressing information automatically using SLAAC, the
host will send an RS message to the router requesting an RA message.

Information Security Operations Center
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ICMPvVv6 RS and RA Messages (Contd.)

Address Resolution: Messaging Between IPv6 Devices

* NA messages are sent when a device knows the IPv6 address of a device but does not
know its MAC address. This Is equivalent to an ARP Request for IPv4.

* NA messages are sent in response to an NS message and match the target IPv6 address in
the NS. The NA message includes the device’s Ethernet MAC address. This 1s equivalent
to an ARP Reply in IPv4.

To solicited-node multicast
1 _ e >
ICMPv6 Neighbor Solicitation

e To sender of NS (unicast)
-
ICMPv6 Neighbor Advertisement

~

I know your IPv6 address, what is your
MAC address?

That’s my IPv6 address. Here is my MAC
address.

Information Security Operations Center
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ICMPvVv6 RS and RA Messages (Contd.)
Duplicate Address Detection (DAD)

» When a device Is assigned a global unicast or link-local unicast address, the DAD is performed on
the address to ensure that it is unique.

 To check the uniqueness of an address, the device will send an NS message with its own IPv6
address.

« If another device on the network has this address, it will respond with an NA message which will
notify the sending device that the address is in use. If a corresponding NA message iIs not returned
within a certain period of time, the unicast address is unigue and acceptable for use.

Information Security Operations Center
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Destination on Remote Network o
* WWhen the destination IP address I1s on a remote network, the destination MAC address

will be the address of the host’s default gateway. The process in the figure 1s as below:
* Routers examine the destination IPv4 address.

* When the router receives the Ethernet frame, it de-
encapsulates the Layer 2 information.

« Using the destination IP address, the router determines the
next-hop device and then encapsulates the IP packet in a
new data link frame for the outgoing interface.

« If the next-hop device is the final destination, the destination
MAC address will be that of the device’s Ethernet NIC.

Information Security Operations Center

Lecture 3 Dr. Ibrahim Gomaa



ARP Functions - |

<0

;

pu)

wn

.

-< —
==

* When a packet is sent to the data link layer to be
encapsulated into an Ethernet frame, the device refers to a
table called ARP table or ARP cache in its RAM memory
to find the MAC address that is mapped to the I1Pv4 ";p}:fjg?};‘%%”;}?:ffr}_ffs”fs??f’t'f?ﬂ |
address.

« The sending device will search its ARP table for a
destination IPv4 address and a corresponding MAC

address, if the packet’s destination IPv4 address is on the
same network as the source IPv4 address.

* If the device locates the IPv4 address, its corresponding b c—
MAC address iIs used as the destination MAC address in
the frame.

Information Security Operations Center
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ARP Table
For each device, an ARP cache timer removes the ARP 192168 1 120128
entries that have not been used for a specified period of H
time' I'will remove this ARP entry if | have not used it within 15 ’

1o 45 seconds.

The times differ depending on the operating system of

the device. " = _ ’_

192.168.1.110/24 192.168.1.50/24

Commands may also be used to manually remove 1521601124
some or all of the entries in the ARP table.

After an entry has been removed, the process for & =

sending an ARP request and receiving an ARP reply
mUSt Occur again to enter the map in the ARP table- Mote: MAC addresses are shortened for demonstration purposes.

Information Security Operations Center
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ARP Tables on Networking
Devices

R1# show ip arp

On a Cisco router, the show ip arp

Internet 192.168.10.1 abed.af@d.e140 ARPA  GigabitEthernete/e/e
d - d t d - I th AR P t b I Internet 209.165.200.225 - aoed.afed.el41 ARPA  GigabitEthernete/e/1
COI I II I Ian IS use O ISp a.y e a e. Internet 209.165.200.226 1 ae3d.e6fel.9d91 ARPA  GigabitEthernete/e/1

R1#

C:\Users\PC> arp -a

On a Windows 10 PC, the arp —a
command is used to display the ARP
table.

£F-f

e1-8a-5

a1-88-52-
g1-pa-5e-7f-ff-fa
£F-Ff-FF-FF-Ff-FF

B R S e
R

papa

s

C:\Usersi\PC>

Information Security Operations Center
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ARP Broadcasts

 As a broadcast frame, an ARP request is received and
processed by every device on the local network.

All devices powered on at the same time

Shared Media (multiple access)
 On a typical business network, these broadcasts would
have minimal impact on network performance. !,) !; !; !,
« If many devices start accessing network services at the ™ —
same time, there can be reduction in performance for a
short time. N B 2

» After the devices send out the initial ARP broadcasts and
have learned the necessary MAC addresses, any impact on
the network will be minimized.

Information Security Operations Center
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ARP Spoofing

* The use of ARP can lead to a potential security risk in some
CaseS. ARP Request: | need the MAC addre:

- Athreat actor uses ARP spoofing to perform an ARP poisoning s
attack.

* It is a technique used by a threat actor to reply to an ARP
request for an IPv4 address belonging to another device, such
as the default gateway. 2

 The threat actor sends an ARP reply with its own MAC

address.The receiver of the ARP reply will add the wrong
MAC address to its ARP table and send these packets to the

threat actor.

Information Security Operations Center
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DHCP Operation
DHCP operation includes: DHCPDISCOVER, DHCPOFFER, DHCPREQUEST, DHCPACK, and DHCPNAK.
« When DHCP-configured device connects to the network, the client
broadcasts a DHCPDISCOVER message to identify any available ’; i
DHCP servers on the network.
« A DHCP server replies with a DHCPOFFER message, which offers a e
lease to the client. — (o)
 The client sends a DHCPREQUEST message that identifies the (oot )}

explicit server and lease offer that the client is accepting. s

If the IPv4 address requested by the client, or offered by the server, is still available, the server returns the DHCPACK
message. If the offer is no longer valid, then the selected server responds with a DHCPNAK message. If a DHCPNAK
message is returned, then the selection process begins again with a new DHCPDISCOVER message being transmitted.

Information Security Operations Center
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The DNS Lookup Process

To resolve a name to an IP address, the resolver, will first o«
check its local DNS cache. If the mapping is not found, a 8— ' . ‘“—*'

llllllllllllllll

query will be issued to the DNS server . '

If the mapping is not found there, the DNS server will =N
query other higher-level DNS servers that are "
authoritative for the top-level domain in order to find the ' B

mapping. These are known as recursive queries.

The caching DNS servers can resolve recursive queries
without forwarding the queries to higher level servers.

« If a server requires data for a zone, it will request a transfer of that data from an authoritative server
for that zone. The process of transferring DNS data between servers is known as zone transfer.

Information Security Operations Center
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The WHOIS Protocol

WHOIS is a TCP-based protocol that is used
to identify the owners of internet domains
th rough the DNS SyStem Domain Name Registration Data Lookup

The WHOIS application uses a query, in the

form of a FQDN. Beceas e A e AN i Pl e e b 1 e e f S

o weot o e A E g D
« WHOIS s a starting point for identifying

potentially dangerous internet locations that =~ 2P0 94NN Domain Name Registration Data Lookup
may have been reached through the network., T e

I ‘ AN N LOO ku p an I nte rnet_ based WH O I S The Domain Name Registration Data Lookup conducts Registration Data Access Protocol (RDAP) queries. RDAP enables users to access current
]

registration data and was created as an eventual replacement for the WHOIS protocol. The results displayed come directly from registry operators and/or

- - - - registrars in real-time. ICANN does not generate, collect, retain, or store any data associated with an RDAP compliant lookup. If the queried information is
too ) I S u Se to O tal n t e reg I Stratl O n reCO r not available in RDAP, the query will be redirected to wholis.icann.org (WHOIS failover lookup). In cases of WHOIS failover lookups, ICANN may generate

collect, retain or store the domain name queried and the results for the transitory duration necessary to show results in response 10 real-time queries

ABOUT GET WHOIS KNOWLEDGE
ICANNI|LOOKUP WHOIS  POLICIES  INVOLVED  COMPLAINTS CENTER

Enter a domain name Erequently Asked Questions (FAQ)

a. U I aL [] The Domain Name Registration Data lookup and WHOIS failover lookup results are shown to help users obtain information about domain name

roaictratinn racarrde and far na ather nuirnncs | lcore anras in 1ieo thic data anly far laudul acmacae in arcardancas with tha ICANIN Privacy Dalicu and the

Information Security Operations Center
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What is NAT?

NAT is used to conserve public IPv4 addresses.

NAT-enabled routers can be configured with one or more valid
public IPv4 addresses which are known as the NAT pool.

A NAT router typically operates at the border of a stub
network.
When a device inside the stub network wants to communicate

with a device outside its network, the packet is forwarded to
the border router, and the router performs the NAT process.

C
Z
m

Stub Network: Only one exit point NAT-enabled border
to the internet router

Private Address Space / Public Address Space

192.168.10.10 192.168.11.10

pu)
[7))]
.
-< —
—_——

209.165.201.1

Internet)
Server

Note: The connection to the ISP may use a private address or a public address that is shared
among customers. For the purposes of this module, a public address is shown.

Information Security Operations Center
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How NAT works?

* In this example, PC1 with private address 192.168.10.10 wants to communicate with an
outside web server with public address 209.165.201.1.

NAT Table
Inside Local Inside Global QOutside Local QOutside Global
192.168.10.10 209.165.200.226 209.165.201.1 209.165.201.1

[
192.168.10.10 209.165.201.1

Information Security Operations Center
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Email protocols

« Email is a store-and-forward method of sending,
storing, and retrieving electronic messages across
a network.

 Email clients communicate with mail servers to
send and receive email.

« Email supports three separate protocols for
operation: Simple Mail Transfer Protocol (SMTP),
Post Office Protocol (POP), and IMAP.

A client retrieves email using one of the two
application layer protocols: POP or IMAP.

ISPB
Mail Server
IMAP or POP3

Information Security Operations Center
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SMTP

« SMTP message formats require a message header and a
message body.

« When a client sends an email, the client SMTP process ’wﬂ. s e rcint bt eions
connects with a server SMTP process on a well-known port T —

* When the server receives the message, it either places the .,
message in a local account, if the recipient is local, or forwards %
the message to another mail server for delivery.

SMTP/POP3
Server

« Periodically, the server checks the queue for messages and
attempts to send them again. If the message is still not
delivered after a predetermined expiration time, it is returned to
the sender as undeliverable.

Information Security Operations Center
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. Emailand HTTP ——— M|

POP3

« POP3 is used by an application to retrieve a mail from a
mail server.

« With POP3, email messages are downloaded to the client ot rave e recpnt s,
and removed from the server. ShTP —

« The server starts the POP3 service by passively listening on
TCP port 110 for client connection requests. .
:

 The client sends a request to establish a TCP connection
with the server.

 Once the connection is established, the POP3 server sends a
greeting. The client and POP3 server then exchange
commands and responses until the connection is closed or
aborted.

Information Security Operations Center
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IMAP
IMAP is the protocol that describes a method to retrieve email

messages. !
When the user connects to an IMAP-capable server, copies of the e
messages are downloaded to the client application. The original

messages are kept on the server until manually deleted.

Users view copies of the messages in their email client software. ’

« Users can create a file hierarchy on the server to organize and ... Ym SuTP
store mail. '
« When a user decides to delete a message, the server synchronizes

that action and deletes the message from the server.

Information Security Operations Center
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Hypertext Transfer Protocol and Hypertext Markup Language

* When a web address or Uniform Resource Locator (URL) is typed into a web browser,
the web browser establishes a connection with the web service that is using the HTTP
protocol.

« Lets take a look on how a web page is opened in a browser.
Example: http://www.cisco.com/index.html

Step 1: The browser interprets the three parts of the URL.:

* http (the protocol or scheme)
* WWW.CISCO.com (the server name)

* index.html (the specific filename requested) ' ANy ’

Client
-

\Networ-k/J

Information Security Operations Center
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Hypertext Transfer Protocol and Hypertext Markup Language
 Step 4: The browser

* Step 2: The client - Step 3: In response to :
initiates an HTTP the request, the server deciphers the HTML code
request to a server by sends the HTML code and formats the page for the
sending a GET request to for this web page to the browser window.

the server and asks for
the index.html file.

browser.

Information Security Operations Center
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The HTTP URL
« HTTP URLSs can specify the port on the server that should handle the HTTP methods.
« It can specify a query string and fragment.

* Query strings are preceded by a “?” character and typically consist of a series of name and
value pairs.

* A fragment is preceded by a “#” character. It refers to a subordinate part of the resource
that is requested in the URL.

e The parts of an HTTP URL are shown in the below figure:

http://example.com:8080/sounds/?docid=973285&format=mp4H#00m00s
|

Domain Path Fragment

Scheme or Port Query
Protocol

This URL says to use HTTP to access the server at example.com using port 8080. From the sounds directory return the
documen t with the id of 973285 with format of mp4 (an mp4 sound file) at position 00 minutes and 00 seconds (the start
of the sound file).

Information Security Operations Center
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HTTP Operation
« HTTP is a request/response protocol that uses TCP —

port 80.1t is flexible but not a secure protocol. T —
« When a client sends a request to a web server, it & M k —

will use one of the six methods specified by
File Requested j..)

 POST HTTP Server ¥ iient
« PUT GET fncex himl HTTPI1.1

« DELETE A

 OPTIONS Fuly qualfed domain name

« CONNECT
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HTTP Status Codes

The HTTP Status codes are numeric, with the first number in the code indicating the type
of message.

The five status code groups are 1xx - Informational, 2xX - Success, 3xx - Redirection ,
4xx - Client Error and 5xx - Server Error

The below table explains some common status codes:
" code | saws | Meamg
1xx - Informational

The client should continue with the request. The Server has verified that the

100 SelmlE request can be fulfilled.

2xx - Success

200 OK The request completed successfully.

202 Accepted The request has been accepted for processing, but processing is not completed.
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HTTP Status Codes

4xx — Client Error

403

404

Forbidden

Not Found
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The request is understood by the server, but the resource will not be
fulfilled. This is possibly because the requester is not authorized to view
the resource.

The server could not find the requested resource. This can be caused by an
out-of-date or incorrect URL.
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C

HTTP/2
* The purpose of HTTP/2 is to improve HTTP

performance by addressing latency issues that existed
in the HTTP 1.1 version of the protocol.

Independent Streams

<+—>[resource. html |+ p— Sess;on >|resource.html [«
« HTTP/2 uses the same header format as HTTP 1.1 and .;:_:.;ZZSE;EZ;;“% p—— T —
uses the same status codes. e e sere
« Few important features of HT TP/2 that a cybersecurity linired Steams
anaIySt mUSt be aware Of: resource.html . resource.html
R Multiplexing .,.f_’iiizﬁiiij’fg ) reeis | ‘_'i

» Server PUSH
« A Dbinary protocol
« Header compression
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 For secure communication across the internet, the HTTP Secure (HTTPS) protocol is used.

« HTTPS uses authentication and encryption to secure data as it travels between the client
and the server.

« HTTPS uses the same client request-server response process as HT TP, but the data stream
IS encrypted with Secure Socket Layer (SSL), or Transport Layer Security (TLS), before
being transported across the network.

« HTTPS/2 is specified to use HTTPS over TLS with the Application-Layer Protocol
Negotiation (ALPN) extension for TLS 1.2 or newer.

 Confidential information Is transmitted over the Internet using HTTPS.
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Thanks
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