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Main Topics

» Database Overview
* Database Forensics Overview d15311 greall @soly
* Relation Database

* Database Engines
* MS SQL Server
 MySQL
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Lecture 7

Database Overview

* A database is a systematic collection of data.

* They support electronic storage and manipulation of

data. &.!5.1“ g..l_.ﬂ?-“ &.v.ol:s
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» Databases make data management easy.
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Lecture 7

Database Overview

Database Types

* Relational database: It is the most efficient way to |
access structured information. The data is organized d1SAll graall @2oln
into a set of tables that has columns and rows. oy
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* NoSQL database: NoSQL is a nonrelational database
that contains unstructured and semi-structured data.
It rose in popularity as web applications came to be
commonly used and became more complex.
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Lecture 7

Database Overview

* Database Management System or DBMS is a type of

software that helps manage a database. It is used to d15ill graall @eoly
find and store information within a database. It can O A

be modified according to the user’s needs. It adds a
layer of security to the database.
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Lecture 7

Database Overview

Example of DBMS

* Microsoft SQL Server — SQL Server, developed by Microsoft, is a Relational
Database Management System. It is built on SQL, the standard query
language for Database Management Systems.
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* Oracle Database — Developed by Oracle Corporation, Oracle Database is w—
based on a multi-model DBMS. It is widely used when processing online o5t i sl g gl pich “”“i
transactions.

* MySQL — Based on Structured Query Language (SQL), MySQL is a Relational
Database Management System. It is used in e-commerce platforms, data
warehousing, etc. It is widely used as a web Database Management System.

* IBM Db2 - Db2 is a Relational Database Management System developed by
IBM. It is designed to analyze, store and retrieve data efficiently.
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Lecture 7

Database Forensics Overview

Evidence

digital forensic science concerned |
with the forensic examination of Intruder

: \ Memory
databases and their metadata. D

* Database forensics is a subfield of ‘

Database

File System
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Lecture 7

Database Forensics

* It is the use of electronic data stored in the database to
reconstruct the clues, detect crime, and accomplish case
cracking.

* The database forensic follows the standard forensic method
and employs investigative techniques on database contents
and metadata.

* Forensic analysis of a database may involve inspecting and
validating the timestamps associated with the update time of
a row in a relational table to validate a database user’s
actions.
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Lecture 7

Database Forensics

* Directly focuses on the identification, preservation
and analysis of database data

* |dentify data pre and post transaction

* Retrace user DML & DDL operations (DDL is Data
Definition Language, DML is Data Manipulation
Language).

* Recover previously deleted data rows

* Can help prove/disprove the occurrence of a data
security breach.
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DDL and DML

R

DDL is Data Definition
Language which is used
to define data structures.
For example: create
table, alter table are
instructions in SQL.

DML: DML is Data
Manipulation Language
which is used to
manipulate data itself.
For example: insert,
update, delete are
instructions in SQL
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Lecture 7

DDL and DML
CREATE table INSERT INTO table_name VALUES
table name (valuel, value2, value3,...);
(

d@183l1 graall@gols

Column1 datatype (size),
column2 datatype (size),
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columnN datatype(size)
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Database System

Volatile Data

Non-volatile Data

Y & B = k

MEMORY Running RAM Data Database DBMS

Data Processes Structre Version
i 9 » \_
N )
Status- Query- :

information Chache Log Files
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Lecture 7

Database Engines

* MS SQL Server
* MySQL
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Lecture 7

MS SQL Server

« MS SQL Server is a database server

* Product of Microsoft

* Enables user to write queries and other SQL
statements and execute them

d@183l1 graall@gols
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Lecture 7

MS SQL Server

Connect~ ¥ *§ = 7 () &
By default, SQL server has 4 databases 18 DESKTOP-CSRLCMS (SQL Server 15.0.20005 - L
; = & Databases
* Master : System defined stored procedures,
) _ _ ) ) = I System Databases
login details, configuration settings etc -
* Model : Template for creating a database @ model
 Tempdb : Stores temporary tables. This db is % [ msdb
created when the server starts and dropped W tempdb
when the server shuts down thabase Snapshots
* Msdb : Has tables that have details with . oy
respect to alerts, jobs. Deals with SQL Server I Serler Gy
@ I Replication

Agent Service
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Lecture 7

MS SQL Server

SQL Server Database Engine

3y default the size of a database is 1 MB

A database consists of:

* Primary: Contains startup information for the database and points to
the other files in the database. Every database has one primary data

file. The recommended file name extension for primary data files is
mdf. Database

* Secondary Optional user-defined data files. Data can be spread
across multiple disks by putting each file on a different disk drive. The

recommended file name extension for secondary data files is .ndf. /\

Transaction Log The log holds information used to recover the
database. There must be at least one log file for each database. The BHIF
recommended file name extension for transaction logs is .Idf. * mdf
m \‘ 3 .
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Lecture 7

MS SQL Server

Database files
* Data files (.mdf) contain the actual data
* Consists of multiple data pages

* Data rows can be fixed or variable length

d@183l1 graall@gols
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Lecture 7

MS SQL Server

: file contains multiple data pages
(about 8 kb )

Data pages are divided into :

dySa 1 graalli@sols

Page Header : presents page ID , page type 0 it g0 Jo SO

Jas L MUS =

Data raw : Store the actual data

Offset Table : Points the actual location of

Page
actual data Hontier
Data Row
Data Row
Data Row
Data Row
fiz Row offset array
Page Page Page
010050  01-0060 01:0067 Page
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Lecture 7

MS SQL Server

* Log files (.Idf) hold data required to roll-back transactions and
recover the database
* Physical log files consist of multiple Virtual Log Files (VLF)

* A VLF is the unit of truncation for the transaction log &.!5.1” E-.I_-ﬂ?-" aﬂf’h
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VLF #1 VLF #2 VLF #3 VLF #4 Free
(Inactive) (Inactive) (Active) (Inactive) Space
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Lecture 7

Repositories & Collect the Evidence files

SQL Server data resides natively within SQL
Server and stored externally within the native
Windows operating system

d15:11 graall @eoly

Al law glaly AN Jol LS ERD o=
skl Jasil Jddo pledl padyg @ig'ss

* Trace files
* System event logs
* SQL Server error logs
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Lecture 7

Repositories & Collect the Evidence files

Location of Files to Restore the Evidence

Along with the Volatile database data, Windows logs and Database plan
cache, investigators can examine the following files to have an insight of a_&j_';_" Mla_gob
the activities occurred on the database: ’

ol s glaly AN Jol S SEST (o2
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Jas \do pledl palyg igis

U Trace files: \\Microsoft SQL Server\MSSQL11.MSSOLSERVER \MSSQL\
LOG\LOG_#TRC

U Database & logs files: \\Microsoft SQL
Server\MSSQL11.MSSQLSERVER\MSSQL\ DATA\*.MDF | *.LDF

U SQL Server error logs: \\Microsoft SQL
Server\MSSQL11.MSSQLSERVER\MSSQL\ LOG\ERRORLOG
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Lecture 7

Windows logs store the logon
events performed on SQL
server launch event viewer
expand windows Logs node
and view various windows
event logs

E £ event viewer

B —
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@ e Acton View Favgrites Window  Help =18
- — SE—
=] Console Root Al [ee | Date and Time | Source [ Event ID | Task Category |
B g2 Device Manager on local computer 2012-Apr-0209:05:46  MSSQLSERVER 9013 Server
& i Disk Management{l.ocal) 2012-Apr-0209:05:45  MSSQLSERVER 17137 Server
E ] Event Viewer (Local) 2012-Apr-0209:05:45  MSSQLSERVER 17152 Server
g Z xm’::;s 2012-Apr-0209:05:44  MSSQLSERVER 17125 Server
= {+ | Application 2012-Apr-0209:05:42  MSSQLSERVER 17164 Server
& searity 2012-Apr-0209:05:42  MSSQLSERVER 17162 Server
B setw 2012-Apr-0209:05:42  MSSQLSERVER 17110 Server
£ System 2012-Apr-0209:05:42  MSSQLSERVER 17176 Server
] Forwarded Events 2012-Apr-0209:05:42  MSSQLSERVER 17111 Server
B T8 Apphcations and Services Logs 2012-Apr-0209:05:42  MSSQLSERVER 15268 Server
[+ | Hardware Events 2012-Apr-0209:05:42  MSSQLSERVER 18496 Server
i+ | Internet Explorer 2012-Apr-0209:05:42  MSSQLSERVER 17104 Server
{] Key Management Service 2012-Apr-0209:05:42  MSSQLSERVER 17103

{+ | Lenovo-Message Center Plus/Admi

2012-Apr-02 09:05:42

MSSQLSERVER

17101

{s] Meda Center
= L] Microsoft

= [ Windows
& | APLTraong
& (] AppID General | Details |
# | Application Server-Applicat
+ Application-Expernience Microsoft SQL Server 2008 R2 (SP1) - 10.50.2500.0 (X64) j
& | Applocker Jun 17 2011 00:54:03
@ [T Audo Copyright (c) Microsoft Corporation
@ | Authentication User Interf: Express Edition with Advanced Services (64-bit) on Windows NT 6.1 <X64> (Build 7601:
& 7] Badap Service Pack 1) Y
& || Biometrics
@ ] sits-Client Log Name: Application
:J | Bluetooth-MTPEnUm Source: MSSQLSERVER Logged: 2012-Apr-02 09:05:42
- = Ramcace Fusnt IN- 17060 o Tack Catannns Seruvar




Lecture 7 e | |
Repositories & Collect the Evidence files

d 'R)colectthemmes(m)mmcm deat
Server\MSSQL11MSSQLSERVER\MSSQL\L0G -

Fi Themfleseomalnthemmocamdonasmmd

B Downloads | FOLAUNCHERRORLOGA
L Recent places __ FOLAUNCHERRORLOG.S
l FDLAUNCHERRORLOGS

! ’m’( jbg_zui(

i Deshtop - jbg_tbn

J Documents |
e
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Lecture 7

MS SQL Server

SQL Server :
* \olatile database

* primary data file and active transaction log
* Database plan cache

d@183l1 graall@gols
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Lecture 7

Collecting Volatile Database Data

* Volatile Database is a RAM-style memory, which
usually loses all its contents on power cuts. 2

* Investigators can track the volatile database &.&55." M‘ deola
information like login sessions of an account and i L
the transactions using ApexSQL DBA’s ApexSQL :
Audit application.
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Database Data

|

K

(v} Secunty

A -

<

[V Assembly load

Common reports Custom reports Options
General Date range 06/07/2015 00:00 & Object
" Complete audit trail 06/07/2015 23:58 m Logn
=1 Backup and DBCC activities Server | T] Client host
Database v] Application

Change and activity suditing
=1 DML history

“| DOL history

=1 Access history

1 Security

W Security contiguration history
"| Logon actavity hstory

®| Permussion changes

"| Unsuthonzed access

Auditing overview

=] Audit settings history
"1 Audit integrity checks

Schema | ::]

Preview Generate PDF  ~
Date v  Server Database Login Application Client host
_ _ AUTH A INYN
06/07/2015 0640'51.983 AM  SERVERZOIZR2 master 0 ortt O 1 ANONYMOUS g pont server SERVER2012R2-L1
Login failed for user 'NT AUTHORITY\ANONYMOUS LOGON', Reason: Could not find a login matching the name provided. [CLIENT: 192.168,1.7)
06/07/2015 06:40:14.223 AM  SERVER2012R2 master  SERVER2012R2\Administrator Microsoft SQL Server Management | cep o2
Studio - Query
REVOKE ALTER ANY CONNECTION TO [1] AS [sa]
06/07/2015 06:40:14.223 AM  SERVER2012R2 master  SERVER2012R2\Administrator Saae S Nanagmant. | eI .
REVOKE ALTER ANY CONNECTION TO [1] AS [sa)
06/07/2015 06:40:14.223 AM  SERVER2012R2 master  SERVER2012R2\Administrator s g, Mo | sovea0i N2 s
REVOKE ALTER ANY CONNECTION TO [1] AS f£8)
06/07/2015 06:40:14.223 AM  SERVER2012R2 master  SERVER2012R2\Administrator Microsoft SQL Server Management | oo 0a0120
Studio - Query
REVOKE ALTER ANY AVAILABILITY GROUP TO 1) CASCADE AS [sa)
06/07/2015 06:40:14.220 AM  SERVER2012R2 master  SERVER2012RZ\Administrator Microsoft SO Server Mnagemient | cepepooian2 52
Studio - Query
REVOKE ALTER ANY AVAILABILITY GROUP TO [1) CASCADE AS [sa)
06/07/2015 06:40:14.220 AM  SERVER2012R2 master  SERVER2012R2\Administrator 2‘:;‘;?’83?;”" Management  eRVER2012R2 5
REVOKE ALTER ANY AVAILABILITY GROUP TO (1] CASCADE AS [<a)
06/07/2015 06:40:14.220 AM  SERVER2012R2 master  SERVER2012R2\Administrator Microsoft SQL Server Mansgement | o ovema01202

REVOKE ADMINISTER BULK OPERATIONS TO [1] AS {5a]

[ Audnt login

[v] Audit login failed

[ Audt logout

(/] Audet server alter trace event
[l Anacdat corver ctants and dnne

<=

[«
<

Studio - Query

Schema Object Operation

—
P g it S gl Do N W S S

Hade filter

S2ioall a2oln

1o plaly SO JolW S el o2
andl Jik

Audit login failed

jasd ol padyg g =
Revoke server permissions

Server principal impersonation

Server principal impersonation

Revoke server permisnions

Server principal impersonation

Server principal impersonation

Revoke server permissions




Lecture 7

Collecting Primary Data File and Active
Transaction Logs

—
Bl Ayt e i s kg Sl pudt  Jodk W - s

The primary data file (mdf) and active transaction logs (Idf) play
a key role in the forensic investigation.

* These files offer sufficient information to a forensic examiner daxrsall M&-iﬂob

for dealing with the investigation.

all lyw olaly J-ﬂ‘ J‘v .ﬂil m Rt
skl Jasil Jddo pledl padyg @ig'ss

* A forensic examiner needs to know the location of mdf and Idf
associated with a database, before proceeding with the
investigation.

* The SQLCMD application helps an investigator to obtain the
location of these files.
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Collecting Primary Data File and Active

Transaction Logs

—_—
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Collecting the active transaction log
Determine on disk locations of the transaction log files

The SQLCMD application lets investigators load and establish a "H am X

ot L1 plaly AN S oA D -

wall clizg dyalll Jasdl Jillle pledl paiyg gigisd

connection with the server. .,

D:\FResponse?>Sglcmd —S RZ-SQL-2005% -e

1> sp_helpdb OnlineSales
2> 9o

name fileid filename
|
|
OnlineSales T C:\Program Files\Microsoft SQL ServertMSSQL. TWSSQLDATAOnlineSales. mdf
" OnlineSales_log 2 C:\Program Files\Microsoft SQL ServeriMSSQL. 1\MSSQL\DATA\OnlineSales_log.Idf
OnlineSales_log2 3 C:\OtherLogs\OnlineSales_log2 Idf

—
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Collecting Primary Data File and Active
Transaction Logs

@ Collect the database files
\MssQL\DATA

9 These files contain complete data (in

(-mdf) and log files (.1df) from c:\Program Files\nt

:mdf files) and logs (in ..df files) pertaining to th

% Faverites Nome Oste modiind ”‘"- 2

Il Desktop (P ApexSQLCrd_20160309_110803 maf 12016 1257 PM
B Downicads [V ApexSQLCrd_20160309_110403 log bl 1S/2016 1104 AM
2. Recent places P ApexSQlMontor.mdl L2016 1108 AM
() ApeSQLMontor_log df V2018 1228 PM
M Ths PC |7 GoodShopping mdf LR2016 1038 AM
Jg Desitop (Y GoodShoppng_log it 29/2016 1036 AM
} Documents # master.md 1302096 1036 AM
B Downicads ¥ mastiog i 900 104 A
B Music 7 modelmat V0T 10 A ¢
E Pctures L modellog idt /206 158 AN
B Videot ) monescopemdl wmn:_:_w‘
& Local Duk (C) Ly movescope log il s il
< » Local Dsk (D) o MS_AgentSgringCenticatecet ~"","“'W. ‘m' )
CplocaDat(E) P MsDROMamd :Lm pl i
1y MSDBLog A ;,nl:“n thin
N Hetaornt i ReportServermdl I ’ﬂlphf!-ﬁ'
v ) Repertsencalopt || |10 CTING
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Lecture 7

Collecting Primary Data File and Active
Transaction Logs

SQL Server Management Studio (SSMS) is an integrated
environment for accessing, configuring, managing,
administering, and developing all components of SQL Server
and Azure SQL Database. “-'53'” M’L&Db
* Forensic investigators need to have good knowledge of how Ao iy ‘-"3-“-‘1'\3"?“"»»"??1
to use various functions (such as dbcc tog, fn_dblog, etc.) in
the SSMS to view and analyze the logs in plain text format.
* Fn_dblog : function allow to retrieve the action portion of
the transaction log file.
* DBCC Log: command allow to retrieve the action
transaction log files for specified database.
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DIlE & = ata 2 and A s
0SS0 Q g do l—-’ |¢|zl
Fle Edt View Query Debug ApexSQL Tools Window Community Help
D Newouery | [y | 3|5 i 9 | g
87 43 | e | tewate b 8o 35 S W QDS 2 A,
Sl | SQLQuery3.sql .tsFC (sa (51))* | - X
Connect> 4 Bl m T 55 l [ Select * from fn_dblog('000000CE:00000055:0002", '000000CC: 00000088 : 000A" =1 | curent connection parameters =
= {5 ALEXB-PC\SQLEXPRESS2008 (SQU Server 10.50.1 \ = “ -
(=] 4 Databases & - =
# @ System Databases Ewus&m
@ | J bukTest nnotion fok e
2 | mtseC 0:00
# [_J Database Diagrams 27/12/2 Lot
= [ Tables LEXB-PC'SQLEXPRES
@ [ System Tables N
% T dbo.empresas Start tim 27/12/2
% ) dbo.processos Srate s
4 ] dbo.ProcessosDetalhe B Connechion
& 3 dbo.usuarios Connection name  ALEXB-PC\SQUEXPRESS
& ) Vews dac tion Detaik
F @ Synonyms s e e Taanee
5. [ Prograsaatity Connection finish tr 27/12/2013 11:09:30
#] [ Service Broker _r'] e R AT, £
% (3 Storage & | R Comactenrow ez
& O Seastty ] Resuts |.'.I Messages | e
—E i Cure LSN [Cotet |7 T LogBockGeneraion | Tog Bis | Log Record Fasd ] |
® | J LiteSpeediocal Operation ransaction D _ | Log TagBits | Log Length | Log Dispiay name | EXB-PCISQLEX
@ Gl Seauity 1 | D000DOCe:000000sc:0001 | LOP_BEGIN_CKPT LCX_NULL 000000000000 0 00000 96 9%
# [ Server Objects 2 000000ce:000000ad.0001 LOP_END_CKPT LCX_NULL 0000:00000000 O <0000 136 136 Server name ALEXB-PCISQLEXPRES
# 3 Repication : 5 50, 18
@ _J Management g th
Name
a1l i'l—'l —’-I The name of the connection,
ﬁu < | ]| Query executed successfully. | ALEXB-PC\SQUEXPRESS2008 (10... | 3 (51) | wtsFC | 00:00:00 | 2roms
| 3] Output|
Ready

in3 Col 1 chi INS



Lecture 7

Collecting Database plan cache

Whenever a query is run for the first time in SQL Server, it

is compiled, and a query plan is generated for the query.

Every query requires a query plan before it is executed.

* This query plan is stored in SQL Server query plan cache.

* This way when that query is run again, SQL Server doesn’t
need to create another query plan; rather it uses the

cached query plan which improved database
performance.

all lyw olaly J-ﬂ‘ J‘v .ﬂil m Rt
skl Jasil Jddo pledl padyg @ig'ss

=B

@151l o)l aooly
EVERYOME § SMART UNIVERSITY




Lecture 7

Collecting Database plan cache

SQL Server provides the following dynamic management
views and functions that can be used to find out what s in
the plan cache at any given time.

ol s glaly AN Jol S SEST (o2
skl Jasil Jddo pledl padyg @ig'ss

* sys.dm_exec cached plans
* sys.dm_exec sql text
* sys.dm_exec_query_plan
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Lecture 7

Collecting Database plan cache

sys.dm_exec_cached_plans

* Returns a row for each query plan that is cached by SQL Server
for faster query execution.

* You can use this dynamic management view to find cached
qguery plans, cached query text, the amount of memory taken
by cached plans, and the reuse count of the cached plans.

Ex: -- How many plans are in the cache
SELECT COUNT(*) FROM sys.dm_exec_cached plans;

-
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Lecture 7

Collecting Database plan cache

ys.dm exec cached plans
CROSS8 APPLY =ys _exec_sgql text (plan_handle) AS gtext B ot i et ot g i . Sl Vo S g
CRO8SS APPLY sys.dm exec query plan(plan_handle) AS gplan
ORDER BY cplan.usecounts DESC
.. e -
diSAll graall @2oln
.. .. - g o
sails Al lyw laly AN JolW GUSI eS| o2
ikl Jasdl Jdde plell padyg @lg'si
usecounts cacheobftype objtype text query_plan
3 Compiled Plan  Adhoc DECLARE @edition sysname; SET @edition = cast(SERV .. Show Plan XML xmins="http ./ /schemas microsoft com
2 Compiled Plan  Prepared (@_msparam_0 nvarchar(4000))SELECT dtb collation_nam... ShowPlan XML xmins="http //schemas microsoft com
1 Compiled Plan  Adhoc declare @MasterPath nvarchar(512) declare @, Show Plan XML xmins="hitp ./ /schemas microsoft com
1 Compiled Plan  Adhoc SELECT dtb name AS [Name), dtb state AS [State] FROM Show Plan XML xmins="hitp //schemas microsoft com
1 Compiled Plan  Adhoc SELECT cp usecounts, cp.cacheobjtype, cp objtype, stte . Show Plan XML xmins="http.//schemas microsoft com
1 Compiled Plan  Adhoc SELECT log.name AS [Name], log principal_id AS [ID]. ISN... | <ShowPlanXML xming="hitp //schemas microsoft com
1 Compiled Plan  Adhoc SELECT dtb.name AS [Name], dtb database_id AS [ID], CA ShowPlan XML xmins="hitp .//schemas microsoft com
1 Compiled Plan  Prepared (@dbname nvarchar(6))SELECT COLLATIONPROPERTY(( Show Plan XML xmins="hitp.//schemas microsoft com
1 Compiled Plan  Adhoc SELECT dtb name AS [Name], dtb database_id AS [ID], CA ShowPlanXML xming="hitp //schemas microsoft com
B R
. L "\
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MySQL is the world’s most popular open
source database.

MySQL powers many of the most accessed
applications, including Facebook, Twitter,
Netflix, Uber, Airbnb, Shopify, and
Booking.com.
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 Perform MySQL Forensics in this MySQL
database is one of the extensively used open
source databases and freely available with
unrestricted redistribution, providing users
with full access to the source code.
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* |Information auditing needs to be performed on
regularly to find out if any part of the database
is altered intentionally or accidentally by users d-l-(l-l” 8‘-0-3-" asoly
at any point of time through bypassing auditing i ol Al ok gl e
system. '

* The forensic approach for MySQL databases
varies with the database engine used in the db
server.
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The architecture of MySQL is based on a tiered architecture, which is the combination

of subsystems and support components interacting with one another to read, analyze
and execute the queries made to the database server, and return the results

Connectors d.l.SA.I I M : 5 b
Native C API, JDBC, ODEBC, .NET, PHP, Python, Perl. Ruby, Cobol -

-
a—— et ) i bl i g gl L e ol g

Jasil Jd e. PG 9 =i
A MySQL Server ”
’_—‘ - ”~ ~ -
Connection Pool
Management Aguthentcation -Thread Reuse - Connection Limits — Check Memaory - Caches {g
Services A
& vurtilities
Backup & /SQL Interface Optimizer Caches & BUffer“
R .
se.'ff.lf oML, DOL, Query Translation Access Paths, Global and
Replication, Stored Procedhures Object Pmuleoe Staustcs Engine Specific
Cluster, Views, Triggers, etc. Caches & Buffers
Adminastranon,
Configuration,
MG AUON, @
\__ & Metadata ‘/ J
, "' Pluggable Storage Engines 8

Memory, Index & Storage Management

JJqﬁﬂIJﬂJJy

.
N MyISAM IrnmoDB Archive Federated Memory Mergc Cluster Custom ;

File System Files & Logs .

NTFS - NFS Redo, Undo, Data, Index, Binary, J s

SAN - NAS Error, Query, and Slow J —
“f
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Memory, INdex & Storage Management

EIEEICIEIE ]

MyISAM IrnmoDB Archive Federated Memory Merge Cluster Custom

A -

e ntioh el D Sl oﬁﬂ"‘!"‘ w.—a Sl e e

e P

Storage engines are used to create, read, and update data
within a database. Various Storage engines supported by
MySQL are:

1. InnoDB (default storage engine in MySQL version >= 5.5.5)

Is often used when you need to use transactions

2. MyISAM (default storage engine in My SQL version < 5.5.5)
Provides unlimited data storage

3. Memory

It is an in-memory table that Implements a hashing mechanism
for faster retrieval of commonly used data

Vi,
.
‘. .
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Memory, INndex & Storage Management

€ JE- 6. -0 gLLJ

MyISAM ImnmoDB Archive Federated Memory Merge Cluster Custom

4. BDB

Considered an alternative to InnoDB
Supports additional transaction methods such as COMMIT and ROLLBACK\
5. ARCHIVE diSAll g.l.n.:.ll asoln
Well known for storing and retrieving huge volumes of seldom-accessed archival , o i 530 W il S

or historical data TR U . = M

6. BLACKHOLE
7. MERGE

8. FEDERATED

0 e e Ell e & b -
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Status and log files stored in data directory include:

* Process ID file (HOSTNAME.pid), contains the process ID
created when the server starts

* Error log (HOSTNAME.err), contains the information
associated with the startup and shutdown events, and errors ot g A

* General query log (HOSTNAME.log), logs the client
connections and activities

* Binary log index (HOSTNAIV1E-bin.index), contains the list of
all the binary log files currently available in the data directory

d15:11 graall @eoly

all law glaly AN oW SN il oo
skl Jasil JAde plell palyg gig's:
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. Relav log (HOSTNAMErelay-bin.n), contains the events that

describe the changes occurred in the database
* Relay log index (HOSTNAMErelay-bin.index), contains the list

of all the relay log files currently available in the data directory cuﬁ.).ll 8"“3“ a_n.ob
* Master info file (master.info) created by a replication slave ot m gt g

U Jasil Jido plodl padyg gig's:

server, that contains the essential parameters used for
connecting to the master slave

* Relay log info file (relay-log.info) created by a replication slave
server, that contains the status of relay log processing

* Slow query log (HOSTNAMEslow.log), a text fire that contains
statements which take longer processing time
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;‘j'.":MySQL Utility Programs For Forensic Analysis

The following utility programs help investigators to perform the forensic examination.

1. Mysqldump

— The utility allows you to dump a ¥ Spoon
. Path to Idi B C:/Pr Files (x86)M MySQL Workbench 6.3 CEfi Id .
database or a collection of databases for SR myEEEE ol il 2 D |
Statements: .lnsert v
backup purposes S
— It generates a .sql file with CREATE Tables:
1 Multiple rows inserts[v’] MySQL create table options
table, DROP table and INSERT into the e DAtk s
SQL statement of the source database [Disablekeys [ Addlocks
h I fl th [[]Delayedinserts [ ] Add drop trigger
lt: e?<ecutes the .sql file on the Out path: E:_wsny.chemov\df»;@
destination database to restore the

--result-file="C:\\Users\\Vasily. Cherncov\\dump.sql" --all-databases

original database.

. . N
5 > N - -
‘‘‘‘‘‘‘‘‘‘‘‘‘
. < \\ o - -
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/MySQL Utility Programs For Forensic Analysis

The following utility programs help investigators to perform the forensic examination.

a—— et ) i bl i g gl L e ol g

2. mysqlaccess

— Checks the access privileges defined for host name, user name, etc. d.ls.l” 8"‘“3'" ag_pb

— Validates access using the user, db, and host tables
all |1 MJJ' Jol¥ LLSIN Jes .

ikl Jasil JiAde pledl priyg @ig'=

3. myisamlog
Processes the contents of MyISAM log file and perform recovery operation,
display version information, , depending on the situation
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,_fi-f'-iMySQL Utility Programs For Forensic Analysis

P — et ol r«l

4. myisamchk

* Views the status of the MyISAM table or checks,
repairs, or optimizes them. diSill groall asoln

all )MJJ \Vnilaﬁﬂ

Jasdl Jdd o/ padyg g =
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JReferences

*https://info-savvy.com/
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