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[bookmark: _Toc233998191]1. Introduction
Phishing attacks have become one of the most common cybersecurity threats, targeting individuals and organizations through deceptive emails, fake websites, and fraudulent messages. As cybercriminals continue to develop more sophisticated attack methods, traditional security measures are no longer sufficient to protect users.
Artificial Intelligence (AI) has emerged as a powerful technology for detecting phishing attacks and improving cybersecurity awareness. AI techniques, including machine learning and deep learning, can analyze large amounts of data, recognize phishing patterns, and provide real-time protection. In addition, AI can enhance cybersecurity awareness by educating users and helping them identify phishing attempts before becoming victims.
This literature review examines recent studies on the role of artificial intelligence in phishing detection and cybersecurity awareness. It compares different AI approaches, highlights their strengths and limitations, and identifies future research opportunities.
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Title: Prevention of Phishing Attacks Using AI-Based Cybersecurity Awareness Training
Objective
Investigates AI-based awareness training to reduce phishing attacks.
The primary objective of this study is to investigate how artificial intelligence (AI)-based cybersecurity awareness training can help reduce phishing attacks by improving users' knowledge and ability to recognize phishing attempts. The study also examines the effectiveness of AI-driven training programs in changing user behavior toward cyber threats.

Methodology
Literature review of AI awareness approaches.
The authors conducted a literature-based study on phishing attacks and cybersecurity awareness. They analyzed existing AI-powered training approaches and discussed how artificial intelligence can personalize cybersecurity education by adapting training materials according to users' knowledge and behavior.

Results 
AI training improves phishing recognition.
The study found that AI-based cybersecurity awareness training can significantly improve users' ability to identify phishing emails and malicious websites. It also highlighted that personalized AI training increases user engagement and reduces the likelihood of successful phishing attacks.

Limitations 
No real-world experiment.
· The study is mainly based on previous literature rather than experimental implementation. 
· No real-world user experiment was conducted to validate the proposed approach. 
· The effectiveness of the framework may vary depending on user behavior and organizational environments. 
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Title: AI-Based Phishing Detection and Student Cybersecurity Awareness
Objective Examines AI detection and student awareness.
The objective of this study is to investigate how artificial intelligence (AI) can improve phishing detection and enhance cybersecurity awareness among students. The research also aims to identify common phishing threats and evaluate students' understanding of cybersecurity risks.

Methodology 
Questionnaires and AI detection analysis.
The researchers focused on students' awareness of phishing attacks by using AI-based phishing detection systems. Questionnaires were distributed among students, and their responses were analyzed to identify phishing patterns, common security issues, and their level of cybersecurity awareness.

Results 
Improved detection and need for more awareness.
The findings showed that AI-based phishing detection systems effectively improve phishing detection accuracy, reduce false positives, and increase user trust. The study also found that students still require additional cybersecurity education to better recognize phishing attacks.


Limitations Student-only sample.

· The study focused only on students, which may limit the generalization of the findings. 
· The sample size was relatively small. 
· The authors recommended conducting larger and long-term studies to evaluate AI detection systems and cybersecurity awareness. 
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Title: Deep Learning Techniques
Objective Develop deep learning phishing detector.
The objective of this study is to develop an intelligent phishing detection system using deep learning techniques to improve the accuracy of identifying phishing websites and emails. The research aims to strengthen cybersecurity by providing a more effective solution than traditional phishing detection methods.

Methodology Deep learning model on phishing datasets.
The researchers designed a deep learning-based phishing detection model and evaluated its performance using phishing datasets. The model was trained to distinguish between legitimate and phishing websites by analyzing different website features and patterns.

Results High detection accuracy.
The results showed that the proposed deep learning model achieved high accuracy in detecting phishing attacks and outperformed several traditional machine learning approaches. The system also demonstrated better performance in reducing false positives and identifying phishing websites more efficiently.

Limitations Depends on training data.
· The model depends on the quality and diversity of the training dataset. 
· Performance may decrease when facing newly emerging phishing techniques. 
· Further testing is required in real-world environments to validate the model's effectiveness. 
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Title: ML, AI and User Education
Objective Combine ML, AI and education.
The objective of this study is to examine how machine learning, artificial intelligence, and user education can work together to improve phishing threat detection and strengthen cybersecurity resilience. The research aims to reduce phishing attacks by combining advanced AI technologies with cybersecurity awareness programs. 

Methodology Review of recent studies.
The study is based on a comprehensive review of recent research on phishing detection techniques. The authors analyzed machine learning models, artificial intelligence applications, and user education strategies to evaluate their effectiveness in identifying phishing attacks and improving cybersecurity awareness. 

Results Combined approach works best.
The findings indicate that combining AI, machine learning, and user education provides more effective phishing detection than relying on a single approach. AI models improve detection accuracy, while continuous cybersecurity training helps users recognize phishing attempts and respond more effectively. 

Limitations Literature-based.
· The study is based mainly on existing literature. 
· Different machine learning models may produce varying results depending on the dataset. 
· Continuous updates are required to keep AI systems effective against evolving phishing attacks. 
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Title: Homoglyph Recognition
Objective Detect deceptive domains.
The objective of this study is to improve phishing detection by combining artificial intelligence with homoglyph recognition techniques and increasing user awareness. The research aims to reduce phishing attacks by identifying deceptive domain names that closely resemble legitimate websites and educating users about these threats. 

Methodology Experimental and survey methods.
The researchers used an experimental design and cross-sectional surveys to evaluate users' awareness of phishing attacks and homoglyphs. They also reviewed machine learning algorithms that can detect homoglyph-based phishing domains and combined technical detection methods with user awareness activities. 

Results AI detects homoglyph attacks.
The findings showed that many users were confident in their cybersecurity knowledge but still struggled to identify phishing attacks. AI-based algorithms demonstrated strong potential for detecting homoglyph attacks, while awareness campaigns and warning messages significantly reduced users' susceptibility to phishing. 

Limitations Limited geographic sample.

· The study focused on participants in the Philippines. 
· User awareness varied among participants. 
· Additional research is needed to improve AI models for detecting advanced phishing techniques. 
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Title: Explainable AI
Objective Improve transparency in phishing detection.
The objective of this study is to investigate how Explainable Artificial Intelligence (XAI) can improve phishing attack detection by providing transparent and interpretable decision-making while maintaining high detection accuracy. 

Methodology Review of XAI methods.
The researchers conducted a comprehensive review of recent Explainable AI techniques used in phishing detection. They analyzed existing machine learning methods, cybersecurity applications, and implementation strategies to evaluate how XAI enhances transparency and supports better cybersecurity decisions. 

Results Better trust and transparency.
The study concluded that Explainable AI improves users' trust in phishing detection systems by making AI decisions easier to understand. It also enhances cybersecurity by balancing detection accuracy with transparency, allowing security professionals to make more informed decisions. 

Limitations Needs more validation.

· Explainable AI is still an emerging research area. 
· Implementing XAI may increase system complexity. 
· Further practical validation is needed in real-world environments. 
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The reviewed studies consistently show that AI improves phishing detection. Studies combining technical AI methods with user awareness provide the strongest overall protection.
The six selected studies demonstrate that Artificial Intelligence has become an effective solution for detecting phishing attacks and improving cybersecurity awareness. Although the studies share the same objective, they differ in their methodologies and areas of focus.
Some studies focused on user education and awareness training, while others emphasized technical solutions such as machine learning, deep learning, and Explainable AI. Studies that combined technical detection methods with user awareness programs reported more comprehensive and effective results.
Most of the papers concluded that AI significantly improves phishing detection accuracy and reduces cybersecurity risks. However, several studies also highlighted challenges, including limited datasets, evolving phishing techniques, and the need for continuous model updates. Overall, integrating AI technologies with cybersecurity education appears to provide the most effective defense against phishing attacks.
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· Connections:
• All studies focus on AI for phishing detection.
• Most emphasize user awareness.
• The studies agree that AI improves detection accuracy and enhances user protection. 
• Machine learning and deep learning are widely recognized as effective techniques for identifying phishing attacks. 

Conflicts:
• Some prioritize education while others prioritize technical models.
• Different AI techniques report different strengths.
• Explainable AI emphasizes transparency, whereas some deep learning models provide 
•  high accuracy but are more difficult to interpret. 
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AI plays a significant role in phishing detection and cybersecurity awareness. Future work should improve explainability and real-world deployment.
Artificial Intelligence has significantly improved phishing detection and cybersecurity awareness by providing intelligent, accurate, and adaptive security solutions. The reviewed studies demonstrate that combining AI technologies with user education creates stronger protection against phishing attacks than relying on either approach alone. Future research should focus on improving Explainable AI, expanding real-world testing, and developing adaptive systems capable of responding to emerging phishing techniques.
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	Study
	AI Technique
	Focus
	Key Finding
	Limitation

	P1: Prevention of Phishing Attacks Using AI-Based Cybersecurity Awareness Training
	AI Training
	Awareness
	Improves recognition
	No experiment

	P2: AI-Based Phishing Detection and Student Cybersecurity Awareness

	AI Detection
	Students
	Higher awareness
	Small sample

	P3: Deep Learning Techniques

	Deep Learning
	Detection
	High accuracy
	Data dependent

	P4: ML, AI and User Education
	ML+AI
	Detection+Education
	Best combined
	Review only

	P5: Homoglyph Recognition
	Homoglyph AI
	Domains
	Detects fake domains
	Limited sample

	P6: Explainable AI
	XAI
	Transparency
	Builds trust
	Needs validation
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