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Topics

This chapter covers the following topics and concepts:

• Password Selection Criteria

• One-time Password

• Challenge-response Authentication

• Attacks on Passwords
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Goals

When you complete this chapter, you will be able to:

• Describe the password selection criteria 

• Explain the One-Time Passwords

• Describe the advantages of salt

• Explain the attacks on passwords
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