|
MIDOCEA[T]I

fntroduction to Cryptography

Lecture 5: AES Algorithm

CYB 650
Introduction to Cryptography




Module 2

RSA Cryptosystem

» Introduction to RSA Cryptosystem
» RSA Encryption and Decryption

» RSA Fast Exponentiation References:

[1] Katz and Lindell, Introduction to Modern Cryptography. SECOND EDITION.

» Speed-up Techniques for RSA
Chapman & Hall/ CRC Press, 2014

»  Attacks against RSA [2] C. Paar and J. Pelzl. Understanding Cryptography. A textbook for Student and
Practitioners. Springer 2010

[3] Trappe, Wade, and Lawrence C. Washington. 2006 (2nd Edition).

Introduction to cryptography: with coding theory. Upper Saddle River, NJ:
Prentice Hall



Introduction to RSA Cryptosystem
Cryptology

CCrypté:g raphD (Crypta;alysis)

v v v
<Symmetric Ciphe® 6ymmetric Ciphe® ( Protocols )

. BlockCiphers ,  Stream Ciphers

-




Module 2

Introduction to RSA

WURSA encryption and decryption is done in the integer ring Zn and modular
computations play a central role.

LRSA encrypts plaintexts x, where we consider the bit string representing x to be an
elementin Zn={0,1, . .. ,n-1}..

UAs a consequence the binary value of the plaintext x must be less than n. The same

holds for the ciphertext
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WEncryption with the public key and decryption with the private key can be described

as follows:
URSA Encryption: Given the public key (n,e) = kpub and the plaintext x, the encryption

function is:
y = eKpub (X) =x®mod n , where X,y € Zn.

URSA Decryption: Given the private key d = kpr and the ciphertext y, the decryption

function is:
x=dkpr(y)=y9modn , wherex,y € Zn
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WIn practice, x, y, n and d are very long numbers, usually 1024 bit long or more
WThe value e is sometimes referred to as encryption exponent or public exponent, and
the private key d is sometimes called decryption exponent or private exponent.

QIf Alice wants to send an encrypted message to Bob, Alice needs to have his public key (n,e),

and Bob decrypts with his private key d.
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WIn general, there are few requirements for the RSA cryptosystem:

1. Since an attacker has access to the public key, it must be computationally infeasible to
determine the private-key d given the public-key values e and n

2. Since x is only unique up to the size of the modulus n, we cannot encrypt more than | bits
with one RSA encryption, where | is the bit length of n

3. It should be relatively easy to calculate x¢ mod n, i.e., to encrypt, and y® mod n, i.e., to
decrypt. This means we need a method for fast exponentiation with very long numbers.

4. For a given n, there should be many private-key/public-key pairs, otherwise an attacker
might be able to perform a brute-force attack. (It turns out that this requirement is easy to

satisfy.)




RSA Encryption and Decryption

U The steps involved in computing the public and private-key for an RSA cryptosystem

can be described as follows:

RSA Key Generation
Output: public key: kpup = (n1,¢) and private key: k,, = (d)

1. Choose two large primes p and ¢.

2. Compute nn — p-g¢g.

3. Compute @(n) =(p—1)(g—1).

4. Select the public exponente € {1,2,..., () — 1} such that
gcd(e,d(n)) = 1.

5. Compute the private key « such that

d-¢e = modd(n)
UThe condition that gcd(e,®(n)) = 1 ensures that the inverse of e exists modulo ®(n),

so that there is always a private key d
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QdTwo parts of the key generation are nontrivial: Step 1, in which the two large primes

are chosen, and Steps 4 and 5 in which the public and private keys are computed. The

prime generation of Step 1 is quite involved and is addressed in following slides.

W The computation of the keys d and e can be done at once using the extended

Euclidean algorithm (EEA).

QIn practice, one often starts by first selecting a public parameter e in the range

0<e<®(n). The value e must satisfy the condition gcd(e,®(n)) = 1.

dWe apply the EEA with the input parameters n and e and obtain the relationship:
gcd(®P(n),e) =s -P(n)+t - e
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QIf gcd(e,®(n)) = 1, we know that e is a valid public key. Moreover, we also know that
the parameter t computed by the extended Euclidean algorithm is the inverse of e, and
thus: d =t mod ®(n)

QIn case that e and ®(n) are not relatively prime, we simply select a new value for an e

and repeat the process. Note that the coefficient s of the EEA is not required for RSA




Module 2 RSA Encryption and Decryption

We need to distinguish between modular arithmetic in n and ®(n) for RSA

dWe always do arithmetic modula n when performing usual RSA operations, such as:
encryption and decryption.

LOnly for key generation, in particular: steps 4 and 5, we need to use arithmetic
modula ®(n)

LAt the end of the five steps, mentioned in previous slide, we can compute the
following RSA parameters:

QKpub (n, e): Both values represent the public-key

QKpri = d : The private key value (the inverse of e Modula ®(n))
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fmple: Alice wants to send an encrypted message to Bob. Bob first computes
his RSA parameters in Steps 1-5. He then sends Alice his public key. Alice encrypts
the message (x = 4) and sends the ciphertext y to Bob. Bob decrypts y using his
private key

Kpub - Encryption (public) key
(e, n) = (3, 33)

y : Encrypted Message (31)

Receiver (Bob)
1.choose p=3and q =11

Sender (Alice)

. “»*Bob Decrypts y such
=*Encrypt a message using that: (two large primes)
the public (encryption) key yd =317 =4 = x mod 33 . A
that was sent by the receiver E BRI S
3. ®(n)=(3-1)(11-1) =20

y =x& =43 =31 mod 33 ,
4. choose e = 3, which

=Note that the private and public exponents fulfill

the conditione - d=3 -7 =1 mod ®(n) satisfies: gcd (e, ®(n)) =1

5. d=e’'=7mod 20



RSA Security Parameters

Practical RSA parameters are much, much larger. the RSA modulus n should be at
least 1024 bit long, which results in a bit length for p and g of 512 bits. Here is an

example of RSA parameters for this bit length:

P — EODFD2C2A28SBACEBCTOSEFAB3OE4447541A8CS5A47A37185C5A9
CBO9S3S39CFEA4DE 19199AA3069B404F DOSCS0O1568CB9170EB712BF
1OBA49SSCEOCODCSBCEGSS5C6123,,

g — EBEOFCF21866F DOAOFODT2FT799487S5ASBD9O2EGCGTAEFEABS151368B2
ATTSASBOASEB149828AFLEA30BDOBA3ABO9T77982A3D42168F594CA99
F39O31DDABFAB2369F 229640115,

r CF33188211FDFO0OS52BDBBI1A37235E0ABBS97S8A45CT71FD381A91
ADI2FCT76DA0544CA4T7568ACS3DSES55DATCASDSBATTO9579ABT72E635
DOBOAAAC22D2834 N1 E998FE90F82122A2C060090F43A37FE0203C28
T2E401 F DOOGROOLECSEADAF O7TEGSOGEQDOGCGF OI1 B246GSALE7B30CEBD670
2SSCIVF EDENVNA2762CFA4392C0759499CCOABECF FOOS728D9A 1 1ADF;,

¢ = FOBO2SE N EACCFO7S537643101F F724434A0BE VD7682F 1V EDBSS3FE3
ABAF 6IDIDS293CAINIODASDEBI12D796AE9244D60565C2E B6Y92AB9OB8SS
1DSSD27S562EDGCOOGCOIDDS21 1 EGT7I31S5CFS98571672061204058B0
SBSA4DIO0ODAFECAFEDA2S3CT7TSFAT7A098F E3F7FB751FFS5121353C554
301 E114CS8S5B56A9725FE9BDSO685D6COCTEEDSEFEA442366353DC 39,

o C21A93 EET7S51ASDAFBF D77285D79D6768CSSEBF283743D2889A3
OSF266CT7SFAA2S8ESGF 545960C2C EON1 EBSADS2469051638B28D0B
SBAABBOSOCCO3FA4FECA49918616SAEOFE DGOGIDERBOSBR9O8007E61C7CC
CCOCSSADOSDSOINICFE32DFCO983707FS87FSAAGCAEABOET7TT7BOCEG30E2
CODFOSS41 B5FEA4984D059A35D7270D5005 14891 F 7B77BSO4BE IS,
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OWhat is interesting is that the message x is first raised to the e power during
encryption and the result y is raised to the d" power in the decryption, and the result of
this is again equal to the message x. Expressed as an equation, this process is:

dkpr (y) = dkpr (ekpub (X)) = (x°)d = x9¢ = x mod n.

dNote that encryption and decryption operations are merely exponentiation

To encrypt, we need to perform exponentiation using the public key e

To decrypt, we need to perform exponentiation using the private key d
WdTherefore, we need a fast method to perform exponentiation or to implement RSA
encryption and decryption processes.

UWhat is also important is how to choose very large prime numbers (p, q)
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dQuestion:

dWhy the attacker cannot decrypt the message using RSA cryptosystem?

LHe has the public key, he knows the encryption and decryption function, but what is
missing, why he cannot run the Extended Euclidean Algorithm (EEA) and obtain the

private key d (the inverse)
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QJAnswer:

He needs to compute the ®(n). We have learned that this could be done easily if we
know the prime factorization p and q of n.

QIf nis very large number = 1024 bits =» 300 decimal digits = No one in the world
can factor such number, even with using the latest advances in technology devices.
Even with using the factorization records, we can factor up to 600 bits or less more, but

not 1024 bits
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QUnlike symmetric algorithms such as AES, DES or stream ciphers, public-key
algorithms are based on arithmetic with very long numbers

UUnless we pay close attention to how to realize the necessary computations, we can
easily end up with schemes that are too slow for practical use.

QIf we look at RSA encryption and decryption in the following equations, we see that
both are based on modular exponentiation.

y = eKpub (X) = X® mod n (encryption)

x = dkpr (y) = y9 mod n (decryption)
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WA straightforward way of exponentiation looks like this:
X:SQ = x2 MUL=> x*MUL = x* MUL=>» x> - - -
where SQ denotes squaring and MUL multiplication

QStraightforward exponentiation as shown above would thus require around 2924 or
more multiplications
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RSA Fast Exponentiation

Example: Let's look at how many multiplications are required to compute the
simple exponentiation x. With the straightforward method:
X:SQ=> x2: MUL=>» x3: MUL = x*: MUL => x°: MUL : x6 : MUL =» x’ :MUL = x8

UWe need seven multiplications and squaring. Alternatively, we can do something
faster:

X:SQ=>x2:SQ=>x*:SQ=>» x8
which requires only three squaring operations that are roughly as complex as a
multiplication

This approach takes a total of six operations, two multiplications and four squarings
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RSA Fast Exponentiation

This fast method works fine but is restricted to exponents that are powers of 2,
i.e., values e and d of the form 2'. Now the question is, whether we can extend the
method to arbitrary exponents? Let us look at another example:

Example: Assume we have the more general exponent 26, i.e., we want to
compute x26. Again, the naive method would require 25 multiplications. A faster
way is as follows:

X:SQ=2>x2:MUL=> x3>:SQ=>x5:SQ=> x'2: MUL=> x'3: SQ=> x%.
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QLooking at the last example, we see that we can achieve the desired result by

performing two basic operations:
1. squaring the current result,

2. multiplying the current result by the base element x.
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RSA Fast Exponentiation

QIn the previous example, we computed the sequence SQ, MUL, SQ, SQ, MUL, SQ.
However, we do not know the sequence in which the squarings and multiplications
have to be performed for other exponents

UHow can we obtain the right sequence to be implemented??

One solution is the square-and-multiply algorithm.

O It provides a systematic way for finding the sequence in which we have to perform

squarings and multiplications by x for computing x"
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RSA Fast Exponentiation

dThe square-and-multiply algorithm works as follows:

=The algorithm is based on scanning the bit of the exponent from the left (the

=most significant bit) to the right (the least significant bit).

=In every iteration, i.e., for every exponent bit, the current result is squared.

=|f and only if the currently scanned exponent bit has the value 1, a multiplication of the
current result by x is executed following the squaring.

=Note: The first initial bit (from the left) should be ignored.
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RSA Fast Exponentiation

QExample: We again consider the exponentiation x26. For the square-and-multiply

algorithm, the binary representation of the exponent is crucial:
%26 = x11010; = yx(h4h3h2h1h0)2

dThe algorithm scans the exponent bits, starting on the left with h4 and ending with
the rightmost bit ho.
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RSA Fast Exponentiation

Step

#0 x = xI2 inital setting. bit processed: /14 = 1|
#la (x1)2 = x2 = x12 SQ. bit processed: /i3

#1b x> -x =x> = x102xl2 = x112 MUL., since 3 = 1

#2a (x3)%2 =x0 = (x112)2 = x1102 SQ. bit processed: />

#2D no MUL.. since /i» = 0O

#3a (x°)% = x12 = (x1102)2 = x1100; SQ. bit processed: /1,

#3b x12 .x = x13 = x11002x12 — 511013 MUL, since /i = 1

#da (x'?)? = x*° = (x11012)2 — x11010; SQ. bit processed: /i

#4b no MUL.. since /ip = 0O

QTo understand the algorithm it is helpful to closely observe how the binary
representation of the exponent evolves.

QWe see that the first basic operation, squaring, results in a left shift of the exponent,
with a 0 put in the rightmost position.

QThe other basic operation, multiplication by x, results in filling a 1 into the rightmost
position of the exponent.

L Compare how the highlighted exponents change from iteration to iteration.
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RSA Fast Exponentiation

Use the square and multiply algorithm to find 4’ mod 11

7=(111), $hi=1, h2=1, ha=1

For h1, initial state, no action is required

h2 = 1 =» we need to perform squaring and then multiplication
42= 16mod 11 =5 (square)
5*4=20mod 11 =9 (multiply by 4)

h3 = 1 =» we need to perform squaring and then multiplication

92=81mod 11 =4 (square)

4*4=16mod 11 =5 (multiply by 4)
[
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RSA Fast Exponentiation

iere is the pseudo code for the square-and-multiply algorithm:

Square-and-Multiply for Modular Exponentiation
Input:

base element x

exponent H = %!, h;2" with h; € 0,1 and h; = 1

and modulus »

Output: x7 mod n

Initialization: » — x
Algorithm:
| FORi=t— 1 DOWNTO O
1.1 r = r? mod n

IF /I,' = 3
1.2 r=r:x modn
2 RETURN (r)

WdThe modulo reduction is applied after each multiplication and squaring operation in
order to keep the intermediate results small. It is helpful to compare this pseudo code

with the verbal description of the algorithm above
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RSA Speedup Techniques

QAs we learned RSA involves exponentiation with very long numbers. Even if the low-
level arithmetic involving modular multiplication and squaring as well as the square-
and-multiply algorithm are implemented carefully, performing a full RSA exponentiation

with operands of length 1024 bit or beyond is computationally intensive.

WUThus, people have studied speed-up techniques for RSA since its invention.

UWe introduce one of the most popular general acceleration techniques in the
following slide.
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A surprisingly simple and very powerful trick can be used when RSA operations

with the public key e are concerned.

This is in practice encryption and, as we’'ll learn later, verification of an RSA digital
signature.

In this situation, the public key e can be chosen to be a very small value. In practice,
the three values e = 3, e = 17 and e = 2'5+1 are of particular importance.

The resulting complexities when using these public keys are given in the following table

Public key e e as binary string|#MUL + #SQ
3 11- 3

17 10001> d

216 1+ 1[100000000000000015, 17
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QUnfortunately, there is no such easy way to accelerate RSA when the private key d is

involved, i.e., for decryption and signature generation.

UHence, these two operations tend to be slow. Other public-key algorithms, in

particular elliptic curves, are often much faster for these two operations.
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ere 1S one important practical aspect of RSA which we have not discussed yet:
generating the primes p and q in Step 1 of the key generation.

dSince their product is the RSA modulus n = p - q, the two primes should have about
half the bit length of n.

AFor instance, if we want to set up RSA with a modulus of length log, n = 1024, p and q
should have a bit length of about 512 bit. The general approach is to generate integers
at random which are then checked for primality, as depicted in the following figure,
where RNG stands for random number generator.

WThe RNG should be non predictable because if an attacker can compute or guess one

of the two primes, RSA can be broken easily.

I3 : : “p 1s prime’’
» primality ,
RING — - = o1
prune candidate test

!

(|

“p 1s composite”
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In order to make this approach work, we have to answer two questions:

1. How many random integers do we have to test before we have a prime? (If the
likelihood of a prime is too small, it might take too long.)

2. How fast can we check whether a random integer is prime? (Again, if the test is

too slow, the approach is impractical.)

It turns out that both steps are reasonably fast, as is discussed in the following slides.
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= There is no known serious attack againt RSA cryptosystem.
U The majority of known attacks exploit weaknesses in the way RSA is implemented or
used rather than the RSA algorithm itself

UMathematical Attacks:

U The best mathematical cryptanalytical method we know is factoring the modulus

LA attacker, Oscar, knows the modulus n, the public key e and the ciphertext y

UHis goal is to compute the private key d which has the property thate -d = !
mod®(n).

It seems that he could simply apply the extended Euclidean algorithm and compute d.
UHowever, he does not know the value of ®(n).

LAt this point factoring comes in: the best way to obtain this value is to decompose n

into its primes p and q. Dn)=(p—1)(qg—1)
d! ¢ mod d(n)

x = v/ mod n.

Q/f Oscar can do this, the attack succeeds in three steps:
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Attacks Against RSA

Qintelligence organizations might be capable of doing it possibly even earlier.
UHence, it is recommended to choose RSA parameters in the range of 2048—4096 bits

for long-term security
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Attacks Against RSA

dSide-Channel Attacks:

dSide-channel attacks exploit information about the private key which is leaked through
physical channels such as the power consumption or the timing behavior

UIn order to observe such channels, an attacker must typically have direct access to the
RSA implementation, e.g., in a cell phone or a smart card

QEven though side-channel attacks are a large and active field of research in modern
cryptography

WExample: The attacker may trace the time/power consumed by the crypto-processor

during the decryption process and hence reveal the bit representation of the private key d.
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Attacks Against RSA

computational load of RSA is the squarings and multiplication during the

Exponentiation.

Then, it can be concluded that the high-activity intervals correspond to those two

operations.

If we look more closely at the power trace, we see that there are high activity intervals which are short
and others which are longer.

This behavior is explained by the square-and-multiply algorithm. If an exponent bit has the value 0, only a
squaring is performed. If an exponent bit has the value 1, a squaring together with a multiplication is
computed.

But this timing behavior reveals immediately the key: A long period of activity corresponds to the bit value
1 of the secret key, and a short period to a key bit with value 0.

Therefore, by simply looking at the power trace we can identify the secret exponent. Thus we can learn

the following bits of the private key by looking at the trace:



Attacks Against RSA

o~~~ operations: SSM SM S SM S S SM SM SM S SM
privatekey: O 1 1 0 1 00 1 1 1 0 1

Power Trace

Power
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Time
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