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Scalability, flexibility and cost-effectiveness of cloud computing have made it the backbone of the present-day digital infrastructure. Nevertheless, the growing use of cloud platforms has posed a serious problem in cybersecurity, especially in unauthorized access, insider, and lateral movement of attacks over cloud workloads. The previous security models that are perimeter-based and are based on implicit trust within the network are no longer sufficient to safeguard the distributed and dynamic cloud environments.
Zero Trust Architecture (ZTA) has become a promising paradigm to overcome these obstacles by implementing the concept of never trust, always verify on the basis of the continuous authentication, identity-based access control and micro-segmentation. Although it has a strong conceptual power, the current research has indicated that there are a few limitations that impair the real implementation of ZTA in the cloud computing environment.
The existing solutions can be based on simulations or miniature prototypes, which do not undergo a proven deployment in the real world (Chen et al., 2024). Additionally, research finds that the deployment of Zero Trust may cause a significant level of computational costs and latency in expansive cloud systems (Ali et al., 2023; Hassan et al., 2023). Other methods concentrate on limited aspects, performed by authentication, micro-segmentation, but not covering overall network security (Wang and Lee, 2022; Rahman et al., 2023). Also, the impact of incorporating Artificial Intelligence (AI) into Zero Trust systems (although it has a lot of potential) is not examined in practice due to cost and complexity factors.
Considering these shortcomings, it is evident that the research that creates and assesses scalable, AI-enriched Zero Trust models that can ensure high security levels without negatively affecting the performance of systems is necessary. This kind of research would greatly help in the fulfillment of the gap between theory and the actual and practical deployable solutions of Zero Trust in the current multi-cloud and hybrid infrastructures.
Citations:
Ali & Zhang (2023); Wang & Lee (2022); Patel et al. (2021); Chen et al. (2024); Rahman et al. (2023); Hassan et al. (2023).
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The general aim of the research is to come up with an effective and scalable model of Zero Trust Architecture that helps to increase the security of clouds without undermining the overhead of the system.
In order to attain this objective, the study will seek to answer the following specific objectives:
1.	To examine the existing threats and constraints of the currently used Zero Trust deployments in the cloud computing systems.
2.	To create an AI-enhanced Zero Trust framework, which will make it possible to perform adaptive authentication, intelligent risk assessment, and dynamic access control.
3.	To suggest a streamlined micro-segmentation approach to enhance isolation and decrease lateral mobility assaults in multi-cloud infrastructures.
4.	To analyze the performance of the suggested framework with respect to the latency, scalability, and accuracy of threat detection with the experimental and simulation-based approaches.
5.	To offer the best-practice recommendations and deployment guidelines to organizations that are following Zero Trust in large-scale cloud systems.
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The objectives proposed are directly connected with the identified research problem. They not only fill the gap in the literature, which consists of absence of real-life testing of ZTA, but also deal with the problem of balancing between performance and security. The research will be useful in practice by cybersecurity experts and cloud service providers who want to adopt effective Zero Trust measures by developing and testing an AI-driven Zero Trust model systematically.
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