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Abstract

This study examines the protection of children from the risks of cybercrimes in light of
rapid technological advancements and the unprecedented increase in internet usage
among children, particularly in the Kingdom of Saudi Arabia, where internet usage rates
have reached 98.9% among children aged 10—14 and 99.7% among those aged 15—19.
The study focuses on the growing dangers posed by cybercrimes to children, including
cyberbullying, online blackmail, identity theft, sexual exploitation, electronic fraud, and
child trafficking through digital platforms. Despite the remarkable achievements of digital
transformation under Saudi Vision 2030, these developments have created significant
responsibilities to safeguard children from the increasing risks associated with cyberspace

and modern technology.

The research problem stems from the widening gap between accelerating technological
developments and the effectiveness of existing legal and preventive protections against
cybercrimes targeting children. To address this issue, the study adopts descriptive-
analytical and comparative methodologies. It analyzes Saudi legislation alongside UAE
Federal Decree-Law No. 34 of 2021 and Egyptian Law No. 175 of 2018, in addition to
relevant international instruments, including the Convention on the Rights of the Child
(1989), its Optional Protocol (2000), and the Budapest Convention on Cybercrime
(2001).

The study also employs a case-study approach focusing on the Saudi experience,
particularly the global initiative “Protecting Children in Cyberspace,” launched by Crown
Prince Mohammed bin Salman in October 2024. The initiative aims to reach more than
150 million children worldwide and has received unanimous international recognition

from the United Nations Human Rights Council.

The findings reveal significant progress in international legal frameworks, although
continuous updates remain necessary to address emerging cyber threats and the evolving
risks of cybercrimes affecting children. The study further demonstrates that while

national legislations converge regarding general principles of child protection, they differ
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in procedural details and prescribed penalties. Moreover, the Saudi experience represents
a distinctive model through its globally oriented initiative. The findings also emphasize
the importance of procedural, legal, and preventive protections as the first line of defense
against cybercrimes targeting children, as well as the central role of families, educational
institutions, and society in enhancing digital awareness, cybersecurity culture, and online

safety among children.

The study concludes with several recommendations, including updating Saudi anti-
cybercrime legislation, strengthening specialized cybercrime investigation units,
launching comprehensive national awareness campaigns on the risks of cybercrimes,
integrating digital safety and cybersecurity education into school curricula, and activating
the Saudi global initiative through clear implementation mechanisms and enhanced

international cooperation.
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