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Throughout this course you have learned about the different types of risk and how
businesses manage them. Now you will be able to see how it is done in a well-known

company.

Your assignment is to choose one of the following companies:
Saudi Aramco
The National Commercial Bank

Saudi Telecom Company

Do some research on any of the aforementioned companies and identify four risks they

are facing.

For each risk please answer the following:

1. Why is this a risk?

2. What type of risk is it?

3. What is the likelihood of the risk? How great is the impact?
4

. What strategy or policy does the company use to manage the risk?
** Your answers could either be in Arabic or English.
** You should submit your assignment in a pdf formatted file.
** Font size should be 12.
** Font type is Arial.

** Line spacing is 1.5.

All the best.



Company: Saudi Aramco.
Industry: Oil and Gas.
Size: Mega size company with more than 60,000 employees and multilocation.

Head Office: Dhahran — Saudi Arabia

List of four risks chosen:

|
1

Cyber attack
2- Convert from Governmental to Public listed company
3- Refinery maintenance

4- Technical locations in the southern Area

Why are they considered as risks?

1- Cyber-attack: Could lead to release of top confidential information as well as
could paralyze the company operations

2- Convert from Governmental to Public listed company: Fluctuation of the shares
price, could lead to a negative impact on the company’s valuation and henceforth
its financial position.

3- Refinery maintenance: Unpredicted deviation on any maintenance plans, could
affect the ultimate oil production of the country and so the country income.
Additionally, potential health and safety risks could happen during any
maintenance.

4- Technical locations in the southern Area: Those locations are at high security

risks due to the continuous threat due to the nearby security situation in Yemen.
What type of risk is it?

1- Cyber-attack: Operational or Hazard Risk

N
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Convert from Governmental to Public listed company: Financial or Control Risk
3- Refinery maintenance: Operational or Hazard Risks

SN
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Technical locations in the southern Area: Operational or Hazard Risks



What is the likelihood of the risk? How great is the impact?

Using Risk Matrix, we will classify the likelihood of each of the following risks and potential

impacts.

1- Cyber-attack: High likelihood — High Impact
2

Convert from Governmental to Public listed company: Low likelihood — High
impact

3- Refinery maintenance: Low likelihood — High impact

4

Technical locations in the southern Area: High likelihood — High Impact
What strategy or policy does the company use to manage the risk?

1- Cyber-attack: They implement a strict Cyber-Security policy including but not
limited to:
a. Continuously updated firewalls system
b. External emails with attachments go through a security check by the
system before received by end user
c. Some hardware devices like USBs and external discs are disabled except
for extremely limited employees and with high scanning features before
downloading any attachments.
2- Convert from Governmental to Public listed company:
a. Dedicated full team, manage the investments of Saudi Aramco.
b. Strictly aggressive governance policy.
c. Well diversified board of directors, with an effective escalation process
d. Majority of its shares are still owned by the government
3- Refinery maintenance:
a. Prior work permits for any maintenance jobs
b. Works are well trained and well informed
c. Industrial safety team on high alert once job started
4- Technical locations in the southern Area:
a. Strict access policy
b. More security precautions on both manpower and technology

c. Only critical operations are managed from those locations at this time
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