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[bookmark: _Toc213275587]1. Summary of Research Papers

· Paper 1: Problem statement: The article is a research study on the implementation of Zero Trust in Multiple Cloud Environments (Ali et al., 2023).

This paper presents a multi-cloud security infrastructure Zero Trust model. It involves constant validation and identity serving division to minimize illegal access. The outcomes of the simulation are that the threat detection will improve by 25 percent and the insider risks will be reduced. Nevertheless, the strategy is a costly and time-intensive process in terms of configuration and the extra cost of multi-cloud connection.

•	Paper 2: Zero Trust Adaptive Model of Cloud Data Protection (Wang and Lee, 2022).

In this paper, an adaptive Zero Trust scheme based on machine learning-indited authentication is proposed. The system studies how users act and dynamically changes the access rules. The findings show that it is 96 percent accurate in detecting abnormal sessions. Its weakness lies in the fact that it is primarily more of authentication rather than complete network security.

Paper 3: Zero Trust Access Framework for Cloud Applications (Patel et al., 2021)


The study derives a lightweight access control model grounded on the principles of the Zero Trust. It integrates identity management, role-based and contextual policies. Through performance measurement, we found out that there is low latency and less data leakage in test environments. The model on the other hand is not scalable to large cloud infrastructures.

· Paper 4: Zero trust based on Artificial Intelligence in Cloud Workloads (Chen et al., 2024).

The authors present a Zero Trust architecture, which incorporates the artificial intelligence (AI) to robotize risk decisions. The model tracks network traffic patterns and identifies anomalies within network traffic. It scores 99 percent in detecting malicious activities. Key disadvantage: no real-world deployment of the cloud was tested, just simulation.

· Paper 5: Zero Trust and Micro-Segmentation in Hybrid Clouds (Rahman et al., 2023) is a paper that focuses on security concerns and the overall quality of services provided by cloud technology.

In this paper, micro-segmentation is the aspect that is targeted in order to isolate sensitive workloads. Zero Trust reduces the inter-sectional flow within the network. The outcomes indicate enhanced ransomware attacks and insider threats. The disadvantages are that it raises the complexity of the management and relies on third-party tools.

· Paper num 6: Zero Trust Network Access based on Cloud-Native (Hassan et al., 2023).

The present paper suggests a Zero Trust Network Access (ZTNA) framework specific to cloud-native applications, especially those implemented in containerized environments with the usage of microservices. The model imposes identity-based access control upon every microservice-to-microservice interaction to make sure that no part is implicitly trusted regardless of it being a part of the same cloud cluster. The experimental assessment showed that the lateral movement attacks with 41% fewer successful attack rates with later detection of anomalies at runtime. The key drawback is, however, performance overhead because of continuous authentication between microservices, which makes the system a little slower in large-scale architecture.

[bookmark: _Toc213275588]2. Critical Analysis

In the studies reviewed, Zero Trust is always useful in strengthening cloud security through better authentication, access control and segmentation. Nevertheless, the majority of solutions are theoretical or simulations-based but are not large scale or real-life tested. Zero Trust combined with AI and behavioral analytics seems to be a promising concept, which should be tested in real-life cloud systems. To promote the efficient use of the security, the future research ought to strike a balance between the effectiveness and the cost of the security.

[bookmark: _Toc213275589]3. Connections
All papers agree that Zero Trust reduces unauthorized access in cloud systems.
The main focus is on identity verification, continuous monitoring, and segmentation.
Most researches rely on the machine learning or context-sensitive rules to reinforce the model.
The researchers emphasize that lightweight structures, which are appropriate in the multi-tenant clouds, are required.
[bookmark: _Toc213275590]4. Conflicts between the Findings
Some of these models apply centralized control, whereas some models support distributed authentication.
The trade-offs of performance vary: there are high accuracy performance trade-offs with latency.
The AI is applied differently, as some papers employ AI to detect anomalies, and other ones rely on policy-driven reasoning.
There is also a dispute over cost-effectiveness; some think Zero Trust is resource-intensive, whereas others can be automated.
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	Limitations
	Key Results
	Methodology
	Focus
	Year
	Authors

	High cost
	+25% detection accuracy
	Simulation
	Multi-Cloud Integration
	2023
	Ali et al.

	Narrow focus
	96% accuracy
	ML-based testing
	Adaptive Authentication
	2022
	Wang & Lee

	Poor scalability
	Low latency
	Prototype
	Access Control
	2021
	Patel et al.

	No real-world testing
	99% precision
	AI Simulation
	AI + Zero Trust
	2024
	Chen et al.

	Complex setup
	Strong ransomware defense
	Experiment
	Micro-Segmentation
	2023
	Rahman et al.
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